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1. lean u 3agaun AUCHUATIHMHBI

1.1 Henp qucuuruivHel — GopMUpOBaHUE KOMIIETEHIIHIA:

ITK-4 CriocoGeH ocymiecTBIsATh HACTPOUKY 000pyIOBaHUs, HEOOXOAUMOTO I pabOoThl HHPOPMAITMOHHBIX
CUCTEM

1.2 Tumbl 3amad mpodecCHOHATBHOW JEATETLHOCTH, K KOTOPBIM TOTOBATCS OOydYaroluecs B paMKax
OCBOCHHUS JUCIUILTUHBL:

- NPOEKTHBIN

1.3 JlucumriinHa OpUEHTHPOBAHA Ha MOATOTOBKY OOydYaroUIMXCs K MPo(ecCHOHaIbHOM AEATEIbHOCTH B
chpepe: 06 Cpsi3b, MH(OPMAIMOHHBIE M KOMMYHHUKAIIMOHHBIE TEXHOJIOTUH (B cdepe MpOeKTHPOBAHUS,
pa3paboTKu, BHEAPEHUS U HKCILTyaTallui HH)OPMAIIMOHHBIX CUCTEM, YIPABICHUS X )KU3HEHHBIM ITHKIIOM)

1.4 B pe3ynbTare 0CBOCHHS JUCHUIUIMHBI y 00YYarOIUXCs TOJKHBI OBITH C(OPMUPOBAHBIL:

O06001TIeHHBIEC TPYIOBEIE
(yHKIMH / TPYAOBBIC
(YHKIMY / TPYAOBBIC HIIH
npodeccroHaIbHBIC
JercTBUs (IPU HATTUYIAN
npodcTangapra)

Konx n HammeHoBaHme
xommnerenuu ®I'OC BO,
HEOOXOIUMOM 1151
(hopMHUPOBaHUS TPYIAOBOTO
WIH PO CCHOHATBLHOTO
JIeHCTBHS

MHankaTopbl JOCTHKEHUS] KOMIIETEHIIAM

[1K-4 Cnocoben
OCYIIECTBIIATH HACTPOUKY
o0opynoBaHus,
HEOOXOTUMOTO JJTs1 pabOTHI

I/ICHOHB3yeT OCHOBEI CCTCBOIO n CHUCTEMHOTO
AIMUHUCTPUPOBAHUSA KOMMYHUKAIIMOHHOC
060py2[0BaHI/Ie; CCTCBEIC MIPOTOKOJIBI; OCHOBBEI

COBPCMCHHBIX OIICPALMOHHBIX CUCTEM

I/IH(I)OpMaI_II/IOHHBIX CHUCTEM

1.5 CornacoBanue MEXAUCITUTUTMHAPHBIX CBA3EH MUCIUTIINH, 00€CIIEYNBAIOIINX OCBOCHUE KOMITCTCHITHI:

[IK-4 CriocobeH ocymiecTBISTh HACTPOUKY 00OpYyIOBaHMS, HEOOXOAMMOTO sl PaOOThI
WH(POPMAIIMOHHBIX CHCTEM

Ne
n/m

HanmenoBanme
JIMCITUTLINH,
OTIPEICIISIIOITIX
MEKIUCIUTUTMHAPHEIE
CBSA3H

dopma oOyyeHus

Ounas 3aouHas
(cemectp) (cemectp)

51683 ([5[]6]9

1 ["Networksecurity" + +

2 | Ananm3 + +
3aIIUIIEHHOCTH
KOMITBIOTEPHBIX CETEH

3|be3onacHOCTh + +
KOMITBIOTEPHBIX CETEH

4 |IIpegnurmnomuas + +
MPaKTHKA

5| TexHomoruu + +
3D-monenupoBaHus

6 | Texnomorun + | + + | +
nepeayy TaHHbIX

2. Mecto nucuuninHbl B cTpykrype OIl 6akanaBpuara:
JucuuminHa «KoMIbIOTepHBIE CETH» OTHOCUTCS K YacTH, (POPMHPYEMON y4aCTHUKAMHU 00pa30BaTEeNbHBIX
oTHouleHu#, ydebHoro rutana OIl mo nanpasnenuto noarotoBku 09.03.03 - [Tpuknaanas nHGOpMaTHKA.

HucuuminHa «KoMIbploTepHBIE CETU» U3ydaeTcs B 3, 4 cemecTpax.




3.00beM u conepxaHue JUCUUILIUHBI

3.1.00peM quctMIUIHHEL: 14 3.e.

Ounas: 14 3.e.
3aounas: 14 3.e.

Bun yueOHo# paboTh Qunas 3aounas
(Bcero yacoB) | (Bcero 4yacon)
O0mast Tpy10éMKOCTb TUCHHUILIHHBI 504 504
Konrakthas pabota 224 42
Jlexuuu (Jlexuum) 48 12
JlaGoparopnsie (J1ab. pab.) 176 30
CamocrostensHas padota (CP) 208 444
OK3amMeH 72 18

3.2.ConepxaHue Kypca:

No HazBanue Bun yuebnol pabotsl, yac. | ®OpMBI TEKYIIETO
TEMBI paszena/TeMbl Jexyn | J1a6. pab. CP KOHTPOJIS
o|3]o]3]0]3
3 cemecTp
1 Nzyuenue cetn JlaboparopHas
3 1 9 1 2 |12|26 pabora,
CobecenoBanue
2 CereBrle CobecenoBaHnue;
IIPOTOKOJIBI U 2 - 9 1 |12 | 26 JlaGoparopHas
KOMMYHUKaIUH pabota
3 CeteBoii mocTym JlaboparopHas
20 - |91 |12]26 pagora
CobecenoBaHue;
TecTtupoBanue
4 Ethernet CobecenoBaHue;
4 1 9 | 2 |11 |26 JlaboparopHas
pabora
5 CereBoil ypoBeHb CobecenoBanue;
2 1 9 12 12|24 JlaGoparopHas
pabora
6 TpancnopTHbIN CobecenoBaHue;
YPOBEHB 3 1 9 12 |13 |26 JlaboparopHas
pabora
7 [P-anpecanus JlaGoparopHas
4 1 9 12 12|24 pabora;
CobecenoBanue
8 Pas0Ouenune IP-cereit CobecenoBaHue;
Ha TOJICETH 4 I |10 2 |12 |26 JlaboparopHas
pabora
9 YpoBeHb CobecenoBanue;
IIPUIIOKEHUM 4 - |11 1 [ 14 ]26 JlaGoparopHas
pabora
10 DTO ceTh TecTtupoBanue;
4 g sl 27 JlaboparopHas
pabora;
Co0OecenoBanue




4 cemectp
11 KomMmyTupyemsbie CobecenoBanue;
ceTu - 9 6 | 18 JlabGopatopHas
pabora
12 OcHOBHBIE CobecenoBaHnue;
KOHLIETILIUU U JlaGoparopHas
. - 19 6 |18
HacTpoHKa pabora
KOMMYTaropa
13 BupryanbHsle JlaGoparopHas
JIOKAJIbHBIE CETU i 9 6 | 16 pabora;
VLAN Tectuposanue;
CobecenoBanue
14 Mapupytuzanus JlaGoparopHas
Mexay VLAN 1 7 8 | 18 pabora;
CobecenoBanue
15 Crarnueckas CobecenoBaHue;
MapHIpyTH3aUS 1 7 8 | 18 JlabGopatopHas
pabora
16 JuHamuueckas JlaGoparopHas
MapuIpyTU3aLUsI -7 10 | 19 pabora;
CobecenoBanue
17 OSPF s onHOM CobecenoBaHue;
obnacTu 1 8 10 | 20 JlabGopatopHas
pabora
18 Crincku KOHTpOJIA JlaGoparopHas
noctymna (ACL) 1 8 10 | 20 pabora;
CobecenoBanue
19 [Tporoxona DHCP JlabGopatopHas
1 8 10 | 20 pabora,
ColecenoBanue
20 [TpeobOpaszoBanue JlaGoparopHas
CETEBbIX a/IPECOB pabora;
IPv4 I 8 10120 TecTtupoBaHue;
CobecenoBanue
Tema 1. U3yuenue cetu (IIK-4)
Jlekumus.

Nzyuenune cereld pa3nuyHbIX MacmiTaboB. KIIMEHTHI U cepBephl B CETH, WX TUIBI M BUIbL. OIHOPAHTOBBIC
cetd. M3ydyeHHe KOMIIOHEHTOB CETH: OKOHEUHBIE YCTPOMCTBA, NMPOMEKYTOUHBIE CETEBHIE YCTPOMNCTBA,
ceTeBas cpesia, MPEeACTaBIEHUE CETH, CXeMa TOMOJIOTHH U MpeCTaBlIeHrne U (PyHKIMN KOMIOHEHTOB CETH.
Cucrembl JIOKaIbHBIX ceTeld. [mobanbHble ceTH. HTepHET M ASKCTpaHEeT: U3yYCHHE CEPBHUCOB COIICIICH
cetd. TexHomoruM AOCTyna B WMHTEpHET. [loakiroueHHne ynajleHHBIX MOJib30Barened K cetu MHTepHeT.
[Togxmouenne npennpuatuii k cetu MaTepHeT. Comenmascs CeTh: IUIAaHUPOBAHUE PACIIMPEHUS CETH.
[TocTpoiika HaAEKHOW CETH. YCTOWYHMBOCTH K COOSIM B CETH C KOMMYTAIlMed KaHaJOB. YCTOWYMBOCTH K
cOOsIM B CETAX C MAKeTHOW KOMMYHHKaluen. Tenaennun pa3sutus ceteil: kormenius BYOD. CoBmecTHas
pabora uepe3 Mutepner. OOnayHble BBIYMCICHUS M IEHTPHl OOpaOOTKM JaHHBIX. TEXHOJIOTHYECKHE
TEHJCHIIMM B JOMalIHUX ceTsax. OpraHu3anus ceTd MO JUHUSAM D3JeKTporepenadd. Paccmorpenue
0eCrpOBOAHOIO HIMPOKOMOIOCHOTO JocTyna. M3yuenue ceteBoil 0e30macHOCTH: Yrpo3bl M pEUICHHs IO
obecnieuenunto 6e3omacHocTH cet. CeTeBbie apxuTeKTyphl Cisco.

JlaboparopHbie padoThbI.
1. I3yuenue cpencTB jisi COBMECTHOM pabOThI B CETH.
2. V3y4yeHue cepBUCOB COLIEIIEHCS CETH.
3. Cocrasienue cxembl cetu UHTEpHET.



4. NI3yueHne pbIHKa BaKaHCH B cepe MHPOPMALMOHHBIX U CETEBBIX TEXHOJIOTHA.
3ajanus 1J151 CAMOCTOSITEJIbHOM PadoThlI.
PaccMmoTpeTs TeHACHIIMU Pa3BUTHS CETEBBIX TEXHOIOTUH.

Tema 2. CeTeBble NpoToK0JbI 1 KOMMYHuKanuu (ITK-4)
Jlexknus.

[IpaBuna ceTeBBIX MPOTOKOJIOB M KOMMYyHHMKanuil. [IpaBuna oOMeHa TaHHBIMH: yCTaHOBICHHE NpPaBUI U
KoaupoBaHue cooOmieHus. DopMaTupoBaHWE M HMHKANCYIALUS coobOmieHus. Pasmep cooOrieHus.
Bpemennsie mapamerpsl coobmenus. [lapamerpsl goctaBku cooOmieHus. IIporokonsl: mpaBuia,
pernamMeHTupylomue crnoco0sl ooMeHa naHHBIMU. CeTeBble NMPOTOKOJIBI. B3ammopelcTBHE NPOTOKOJIOB.
HaGopsl mpotokosioB u orpacieBble cranfapTsl. Coznanue WutepHera um paspaborka TCP/IP. HaGop
npotokosioB TCP/IP u mponiecc oOmMeHa naHHbIMH. OpraHu3aliy 10 CTaHJapTaM: OTKPBITHIE CTaHIAPTHI.
ISOC, IAB, IETF. IEEE. Crannapr ISO. [Ipyrue opranuzanuu no cTaHAApTH3ALUN. DTAJIOHHBIE MOJIEIIN:
IIPEUMYLIECTBA MCIOIb30BAHUS MHOTIOYPOBHEBOM Mojenu. JrtanoHHas mozaenb OSI. Monens mporokona
TCP/IP. CpaBuenue mogeneit OSI u TCP/IP. JIBrkeHue NaHHBIX IO CETH: WHKAICYISALUS JTAHHBIX.
[Tepenaua coobmenuii. [Iporokonbabie 610ku qaHHBIX (PDU). MHKancynsnus u nenHkancymsius. CeTeBbie
azipeca M ajpeca KaHasa rnepenadu JaHHbIX. OOMEeH JaHHBIMU C IOMOIIBIO YCTPOUCTB B 0HOM cetu. MAC-
u [P-agpeca. 11lmt03 mo ymomyanuio. OOMEH JaHHBIMH C TOMOIIBIO YCTPOMCTBA IO YIAJICHHOM CETH.

JlaGopaTopHbie padoThbI.

1. IIpoexkTupoBaHUE CUCTEMBI CBSI3H.

2. 3yueHue ceTeBbIX CTaHIapTOB.

3. Opranu3zanuu 1o cTaHaapTU3aluu.

4. Ucnons3oBanue nporpammbl Wireshark st mpocmotpa ceteBoro Tpaduka.
3anaHus AJ151 CAMOCTOSITEILHOI padoThI.

PaccmoTrpenne aHaJoruyHBIX IpOrpamMM It POCMOTpPa CETEBOro Tpaduka.

Tema 3. Cetenoii noctyn (ITIK-4)
Jlekuus.

[Tporokoner ¢usznueckoro ypoBHs. CrocoObl momkmtoueHuss K ceTd. CereBble WMHTEP(HEWUCH TUIATHI.
Hasnauenne ¢usnueckoro ypoBHsa. CpeactBa mepenaud JaHHBIX (Qu3udeckoro ypoBHs. CTaHIapThl
¢uznueckoro ypoBHA. OCHOBHBIE NPHUHLMIBI (u3nyeckoro ypoBHsA. [IpomyckHass cmnocoOHOCTH U
MPOM3BOAUTENLHOCTE. PaccMoTpenue usnueckoit cpenbl. CereBas cpena. [Ipoknagka MeaHbIX Kabenen u
ux xapakrepuctuku. Kadenr tuna nesamuménnas Butas napa (UTP). KaGenp Ha ocHOBE SKpaHUPOBAHHOM
Butoi mapel (STP). Koakcuanbupiii kabenb. bezonacHocTs MemHbix kabened. OCOOCHHOCTH MPOKIIATKH
kabeneit tuma UTP. Pazsémbr UTP-kaGens. TectupoBanue kabeneit UTP. OcoGeHHOCTH TPOKIaIKH
ONTOBOJIOKOHHBIX KaOeneil. KOHCTpyKIns ONTOBOJIOKOHHOTO KaOeys. THIbI ONTOBOJOKOHHBIX KaOelew.
CeTteBbie ONTOBOJIOKOHHBIE pa3beMbl. [IpoBepka ONTOBOJIOKOHHBIX M MEIHBIX Kabenei. OcoOCHHOCTH
OecripoBoAHON cpenbl. Tunbl 6eCpOBOIHBIX CPENCTB Mepeaayn AaHHbIX. becnpoBonHas JoKalbHAs CETh
(LAN). Haznauenue kaHanpHOTO ypoBHS. [logypoBHM KaHAIOB JaHHBIX. YIIPABJICHHUE TOCTYTIOM K Iepeaadn
naHHbIX. [IpegocraBienne goctyna k cpenae. Buasl Tononoruid. YnpasieHue JOCTYIIOM K Cpeae Nepeaadn
nmaHebIX. Ousmueckas W Jormdeckas Tomosorus. Tomomorms rroOainpHOM  cetu.  Hawmbonee
pacnpocTpaHeHHble (QHU3NYECKUE TOMOJOTuU To0anbHOM ceTu. dusmueckas IBYyXTOUYEYHAsl TOMOJIOTHS.
Jlornyeckasi TOMONOTHST COBMECTHBIX CPENICTB MEPENayu JAaHHBIX. ACCOUMATHBHBIN AOCTyM. Tomonorus ¢
MHOXECTBEHHbIM J0cTynoM. Kontponupyemsiii qoctyn. KombueBas tomonorusa. Kanp kanana nepenayu
naHHbIX. Kanp, 3aroioBok.

JlaboparopHbie padoThbI.

1. Onpenenenne ceTeBbIX YCTPOMCTB U KaOEIbHOM CUCTEMBI.

2. [MocTpoenue nepekpectHoro kadens Ethernet.

3. [Ipocmotp undopmaruu o cereBoit naTepdericHoi miare (NIC) mpoBOIHBIX U OECITPOBOIHBIX CETEH.
3ananus AJ51 CAMOCTOSITEILHOI padoThI.

AHanu3 TOMOJOTUU C MHOXKECTBEHHBIM JIOCTYIIOM.



Tema 4. Ethernet (I1K-4)

Jlexknus.
[Tpuniun padots! Ethernet. [Togypouu LLC u MAC. YrpasieHnue AOCTYIIOM K cpelie nepeaadu JaHHBIX.
MAC-anpec: unenrudukanus Ethernet. OOpabGotka kampoB. ATpuOyTHl Kajpa: WHKANCYJSAIHA, pa3Mep
kaapa. MAC Ethernet. MAC-aapeca u mectHaanarepuuHas cucrema cuucienus. IIpencrasnenuss MAC-
anpecoB. CkBo3Hoe noxakitoueHue. [Iporoxon ARP. @ynkuuu ARP. [Tpuniun pa6orst ARP. Ponrs ARP B
mporecce yIaIEHHOTO OOMEeHa NaHHBIMU. YianeHue 3amnuceit u3 Tabnumbl ARP. Tabmuiet ARP Ha ceTeBbix
ycrpoiictBax. [IpoGiemsr ARP u ero mpobiematrka. YcTpaHeHUE MOCIEACTBUN, BBI3BAHHBIX MPOOJIEMaMHU €
npotokosioM ARP. OcHoBHast uHopmarms o noprax kommyraropa. Tabnauuna MAC-anpecoB kKoMMyTaTopa.
Hacrpoiiku nymiekcHoro pexuma. @ynkius Auto-MDIX. CriocoObl nepechlIku Kajpa Ha KOMMYTaTopax
Cisco. bydepuzanus namaru Ha KommyTaropax. PUKcUpoBaHHasE MOny/IbHas koH(purypauus. [lapamerpsr
Moyl A7 pazbEMoB KommyTaropa Cisco. Texnomnorust Cisco Express Forwarding.

JlaboparopHbie padoThbI.
1. O630p MAC-anpecoB ceTeBBIX YCTPOMUCTB.
2. Ucnonb3oBanue nporpammbl Wireshark st ananusa xaznpos Ethernet.

3ajaHus 1J151 CAMOCTOSITEIbHOM PadoThlI.
Ponis MAC-aapecos.

Tema 5. CeteBoii ypoBenb (I1K-4)
Jlexknus.

IIporokonbel cereBoro ypoBHs. CeTeBOM YpPOBEHb B IIpOlLiECCE€ IE€pelauyd AAHHBIX. XapaKTEPUCTHUKU
IP-nporokona. Ilaker IPv4 u IPv. Meronsl mapmpyTtusanuu y3i10B. PelieHue o nepeHanpaBiIeHUH Y3ia.
103 mo ymomyanuto. Tabnmuia Mmapmpytuzanuu ysna [Pv4. [pumep tabnuisl Mmapiipytuzanun y3ia [Pv4
u [Pv6. Pemenne o mnepecbulke MakeTOB MaplIypTHU3aTopa. 3alucH TaOMUIBI MapIIPYTU3AUH YIaJIeHHON
ceTH. AJpec CIenyoIlero nepexoaa. YCTpoicTso Mapuryprusaropa. [Iponeccop u onepanroHHas cucremMa
Mmapuryptuzatopa. [lamsate mapmrypruzaropa. O6benunutenbHas naHenb. MuTtepdeiicet LAN u WAN.
3arpy3ka Mapuryptusarop: ¢aiiel bootset. [Ipouecc 3arpy3ku mapiryprusaropa. BeIBox TaHHBIX KOMaH[bI
show version. HacTpoiika HCXOAHBIX TapaMeTpOB: ACHCTBUS 10 HACTPOMKE MapaMeTpOB MapIIypTH3aToOpa.

JlabopaTropHbie padoThbI.

1. ITpocMoTp 1 aHaNMM3 TAOIUITBI MAPIIPYTU3AIMH Y3IIa.

2. Uzyuenne Hpu3nuecKux XapakTEpPUCTUK MapIIypTHU3aTOpa.

3. Mannmanu3anus 1 neperpy3ka MapIrypTuzaropa 1 KOMMYTaTopa.
3anaHus AJ51 CAMOCTOSITEILHOI padoThI.

Hacrpoiika uatepdeiicoB LAN. [IpoBepka kondurypamuu uatepdeiica. Hactpoiika mapameTpoB IUTIO3 11O
ymordanuio. Mcmonp3oBaHue NUTi03a o0 YMOTYaHUIO Ha y3JIe ¥ KOMMYTaTope.

Tema 6. TpancnoprHsblii yposens (I1IK-4)

Jlexknus.
IIporokon TpaHcnopTHOro ypoBHs. Ilepenada naHHbIX. 3HaueHHE TpaHCNOPTHOro ypoBHs. HanéxHocTh
TpaHcnopTtHoro ypoBHs. [Iporokon TCP u UDP. Kparkoe onucanue npoTokosaoB. Pazaenenne HeCKOIbKUX
kaHanoB cBsa3u. Anpecanus noproB TCP u UDP. Cermentanus TCP u UDP. Hanexnas nocraska no TCP.
IIpoueccer TCP-cepBepa. Ycranosnenue TCP-coennHeHus u ero 3aBeplieHUs. AHaJIW3 TPEXCTOPOHHETO
pyxonoxaruss TCP. Hanexnocts TCP: ynopsaoueHHas 10cTaBKa, MOATBEPKICHUE U pa3Mep OKHA, OTepst
JaHHBIX U [TOBTOPHAs Mepeiaya.

JlaGopaTopHbie padoThbI.
1. Ucnonb3oBanue nporpammbl Wireshark ams usydenus npouecca TpexctoponHero pykonoxatust TCP.
2. VUcnonw3zoBanue nporpammbl Wireshark st ananmsa 3axsara makeroB DNS u UDP.
3. Ucnons3oBanue nporpamMmel Wireshark nmst ananusa 3axsara ceancoB FTP u TFTP.

3aganus AJ151 CAMOCTOSITEIbHOM PadoThI.

[IpenotBparnienne neperpy3ok. Huskast narpyzka UDP no cpaBHeHHIO ¢ HaJe:)KHOCTRIO. Paz0opka
UDP-nararpammel. I[Iponeccs! u 3anpocst UDP-cepsepa. IIpoueccer UDP-knuenTa.



Tema 7. IP-agpecanus (I1K-4)

Jlekuus.
Cerebie [Pv4-anpeca. CrpykTypa anpecoB. JI[BomuHoe mnpeacTaBieHHe uyucenl. J[Bom4yHas cucrema
ucuncienus. [IpeoOpa3zoBaHme JBOMYHOTO ajapeca B JECATHYHBIA. VHTepakTMBHOE 3aJaHUE:
npeoOpa3oBaHUe NBOWYHBIX 3HAUYCHHW B necsatuuHble. Macka mojacetu IPv4. CereBast m y3moBasi 4yacTu
IPv4-anpeca. Ananu3 mmmabl pedukca. CeTeBoil anpec, aapec y3ia U IMHUPOKOBEIIATEIbLHBIN apec CETH.
[lepBeiii m mocnenuuii aapec ysma. IloOoutoBas omeparus. OpHOoampecHas, IIUPOKOBEIIATENIbHAS H
MHoroajapecHas pacceuika IPv4. IIpucBoeHue cTraruyeckoro M JUHAMHUYECKOro anapeca. OmpHoaapecHas
nepenaya. lllupoxoBemarensbHas nepenaya. MHoroaapecHast nepenada. [lyOnuunbsle M 4yacTHBIE ajpeca.
AJlpeca crieniMajabHOTO Ha3HaYeHUs. YcTapeBias KiaccoBas aapecanusd. [IpucBoenne [P-agpecos. CereBbie
IPv6-ampeca. [1pobnemsr IPv4 u pemenune [IPv6. CoBMeCTHOE HCTIONB30BaHNE TTPOTOKOJIOB.

JlaboparopHbie padoThbI.
1. Ucnionp3oBanue KanbKymsiTopa Windows ¢ TOMOIIBIO CETEBBIX aPECOB.
2. [IpeoOpazoBanue [Pv4-agpecoB B 1BOMYHOE 3HAYCHHE.
3. Onpenenenue [Pv4-aapecos.

3ananus AJ51 CAMOCTOSITEILHOI padoThI.

[Tposepxka coenunenus. ICMP. Coobmenus ICMPv4 u ICMPv6. OtnipaBka 3X0-3alpoCcoB: TECTUPOBAHUE
JIOKAJIBHOTO cTeka. TpaccupoBka MapuipyTa: TECTUPOBAHUE MYTH.

Tema 8. Pazouenne IP-cereii Ha nonceru (IIK-4)
Jlexknus.

Paz6uenue IPv4-cetn Ha noaceru. Cermenranus cetu. [Ipuunsl pazouenus mno noacetu. OOMeH JaHHBIMU
MEXIy TOACEeTIMH. 3HAYMMOCTh pa3duenus [P-cetn Ha monceru. [1nan: mpucBoenue agpecos. Pazouenue
IPv4-cetn Ha moncetu. bazoBoe pa30ueHne Ha MOACETH U UCTIONb3yeMble mojceTu. PopMyIbl pas3aeeHus
Ha nogcetu. Co3nanue 4, 8 noacereii. Pacuér y3nos. Pazouenne Ha moaceTn Ha OCHOBE TPeOOBaHUMA Y3II0B.
Paz0Ouenue Ha MOJICeTH B COOTBETCTBHHU ¢ TpeboBaHMsIMU ceTH. [IpenMyiiecTBa pa30HeHUsT Ha TOJICETH C
UCTIOJIb30BAaHMEM MAacCK{ IEepPeMEHHON JUIMHBL. PaccMoTpeHue TpaJulMOHHOTO pa30MEeHUsT HEHYXHBIX
agpecoB Ha mnoacetu. Macku mnoxaceru nepemeHHo mHbl (VLSM). basoBas mopens VLSM.
CTpyKTypUpOBaHHBIM IPOEKT: IJIaHUPOBaHUE ajpecanuu ceTu. llpucBoeHue anpecoB yCTpOHCTBaM.
Ocobennoctu npoextupoBanusi [Pv6-cetu: cmocoOwl pa3OueHust Ha moxaceTH. PacmpeneneHue mouceTH
IPv6. PazOuenue Ha MoJCceTH ¢ UCIOIb30BaHUEM UCHTU(UKATOpa HHTEpderica.

JlaboparopHbie padoThbI.
1. Pa3pabotka u BHenpeHune cTpyKTypbl IPv4-cetu, pazaenenHoil Ha mojaceTu.
2. Pa3zpaboTka u BHeJpeHUe CTPYKTYphI aapecaunu VLSM.
3. OTpaboTKa KOMIUIEKCHBIX MPAKTUYECKU HABBIKOB.
3ananus AJ51 CAMOCTOSITEILHOI padoThI.
1. Pacuet IPv4-nmoncereit.
2. Pa3bueHune Tonosoruii ceTei Ha NoJCETH.
3. 3ydeHue KalbKyJaaTopa MoICeTeN.

Tema 9. YpoBenb npuioxkenuii (ITK-4)
Jlekumus.

VYpoBeHb TNPUTIOKEHUH, YPOBEHb MPEACTABICHUS M CEAHCOBBIM YpoBeHb. CrocoObl B3aMMOICHCTBUS
MIPOTOKOJIOB MPUJIOKEHUM C MPUIOKEHUSIMHU KOHEUHBIX Mojib3oBareneii. Haubonee pacnpocTpaHeHHbIE
MPOTOKOJIBI  ypOBHs mpuioxkeHuid. IlpemocraBnenue cepBucoB IP-aapecaruu. IlpenocrtaBieHue ciryx0
obMena (aiimamu. [loBTOpHOE paccMOTpeHHE MPOTOKOJIOB YpPOBHS NpriiokeHuid. [IpoTokon mepemaumn
runeprekcta (HTML) u rumeprekcToBbIil si3bik omucanus gokymeHTOB. IIporokomsrt HTTP u HTTPS.
[Tporokoner SMTP, POP u IMAP. Cnyx6s1 nomenHbx uMEH. @opmat coobmennit DNS. Hepapxus DNS.
CpenctBo nipBoepku cuHTakcuca: komanapl CLI (mHTepdeiic KoMaHIHOM CTPOKHM) JOMEHHOW CITY>KObI UMEH
B oneparioHHbIx cuctemax Windows u Unix. Pabora DHCP. IIpotokon nepemaun ¢aiinos (FTP).

JlaGopaTopHbie padoThbI.



10
1. U3yuyenne ¢pyHkuuu ooMeHa (ailmaMu MeXy OJHOPAHTOBBIMU YCTPOHCTBAMHU.
2. Habmonenwe 3a paspemennem DNS.
3anaHus AJ51 CAMOCTOSITEILHOI padoThI.
1. PaccMoTpenue niepeaavyn o mpoToKoJiaM B ceTd MIHTEpHET M AIEKTPOHHOM TTOUTHI.

2. Cnyx6s1 FTP.

Tema 10. It10 cern (IIK-4)

Jlexknus.
Co3nanue M JanpHeiinee pa3BUTHE. YCTpPOWCTBA B paMKkax HeOosblioi cet. Tomojoru cetw M BBIOOD
yCcTpoiicTB Uit HeOombioil cetu. IP-agpecanus B pamkax HeOosblIoi cetu. Pe3epBupoBaHue B CETH.
ITpoekTHble pemenus. Onpenenenue (pakTopoB, BAUSAIOMINX HA MJIAHUPOBAHUE CETU U €€ MPOEKTUPOBAHUE.
Haubonee pacnpocTpaHEHHBIE NPHUIOKEHUS, HCIONb3yeMble B HeOONbLIONW ceTH. PacmpocTpaHeHHbIE
MIPOTOKOJIBI, UCIIOJb3yeMble B HEOObIION ceTu. [IpunoxkeHus peaqsbHOro BpeMEHH JUIsl HEOOIbIIONW CETH.
PazButue cereit no Ooree mmpokux macmTaboB. Mepsl Mo obecrieueHHIO 0e30MacHOCTH ceTH. Mepsl
0€30IacHOCTH JUIl CETEeBBIX YCTPOHMCTB M KaTeropuud yrpo3 OeszomacHocTH ceteil. dusnueckas
6e30nmacHOCTh. THIBI YA3BMMOCTEH B CHCTEME CETEBOM Oe30MacHOCTH. YS3BUMOCTU M CETEBBIC aTaKu:
BHUPYCBHI, UEPBH U TPOSIHCKUE IporpamMmel. Pa3BenbiBaTenbHble aTaki. ATaku 10CTyna. ATakd THIIA «OTKa3 B
obciy>)kuBaHum». llomaBieHue ceTeBBIX aTak. Pe3epBHOE KONMUMpOBaHHE, OOHOBIIEHHE M YCTaHOBKA
ucrpaBieHuil. AyTeHTU(UKAIUsA, aBTOopH3alMsd MU Y4€T. MeKceTeBble HKpaHbl. 3aluTa OKOHEYHBIX
YCTPOUCTB. MeTOoIbl 3alIMTHl yYCTPOWCTB: OCHOBHBIE Mephl oOecreueHus Oe3omacHOCTH. BriroueHwue
npotokosia SSH. OcHOBHBIE paboune XapaKTepUCTHUKU ceTd. MHTepmnperauus pe3yabTaToB BbIOJIHEHHS
9X0-3aIpPCOB.

JlaGopaTopHbie padoThbI.
1. ITpoBepka 3a7ep>keK B CETH € TIOMOIIBIO KOMaH «ping» U «traceroutey.
2. Ucnonb3oBanue unrepdeiica komananoi crpoku (CLI) ans c6opa cBeieHuit 0 CeTeBBIX YCTPOUCTBAX.
3. Yrpasnenue (aitnamMu KOHPUTypaIy MapurypTu3aTop ¢ momMolibio nporpammsl Tera Term.
4. Ynpasnenue (aitnamMmu koHbuUrypanuu ¢ ucronb3zoBanueM TFTP-cepsepa, duem namsatu u
USB-nakonurens.

3aganus AJ151 CAMOCTOSITEJIbHOM PadoThlI.
1. U3yuyenue yrpo3 6€30MacHOCTH CETH.
2. JlocTyn K ceTeBbIM yCTpoHcTBaM uepe3 mpotokoa SSH.
3. ObecnieueHre 6€30MACHOCTH CETEBBIX YCTPOMCTB.

Tema 11. Kommytupyemsoie cetun (I1IK-4)

Jlexknus.
[Mpunmun pabotsl NAT u ero xapakrepuctuku. IlpoctpanctBo wactHbix [Pv4-anpeco. TepmuHomorus
NAT. Tunsl npeoOpa3oBanust cereBblx anpecoB NAT. Craruyeckoe mpeoOpa3oBaHHE CETEBBIX aIPECOB.
Juramuueckoe mpeoOpa3oBanune cereBbix anpecoB NAT. IlpeobOpaszoBanme anpecoB moptoB (PAT).
CpaBuenne NAT u PAT. IlpenmymecrBo NAT. Henocrarku NAT. Hacrtpoiika cratudeckoro u
muHamuueckoro NAT. Ananu3 cratmueckoro mnpeoOpasoBanusi NAT. IIpoeepka crarmueckoro NAT.
[Mpunmun pabotel aunamuueckoro NAT. Hactpoiika PAT. Ilyt aapeco. Hacrtpoiika PAT mns omHoro
aapeca. Ananus PAT. [lepeanpecanus nopros. [Ipumep ans SOHO. Hactpoiika nepeaapecanuu nopToB ¢
nomotsio [IOS. Tlouck u ycrpanenue Hernonanok B pabore NAT ¢ momoripio komanas! debag.

JlaboparopHbie padoThbI.
Hacrpoiika nepeaapecaruu nopToB Ha Mapiryptuszaropa Linksys.

3ananus AJ51 CAMOCTOSITEILHOI padoThI.
1. Onpenenenue Tepmunonorun NAT.
2. Hacrpoiika ctatnueckoro NAT.
3. Onpenenenue nHbopMaIu 06 agpece Ha KaXKIOM Iepexoie.
4. Peanuzanus craruueckoro u quHamudeckoro NAT.
5. Hactpoiika NAT-nyna ¢ neperpy3koit u PAT.



Tema 12. OcHOBHbIE KOHIIENNIIMU U HAcTpoiika kommyTaropa (I1K-4)

Jlekumus.
[TepBonauanbHas HacTpoiika kommyTaTopa. [locnenoBarenTbHOCTh 3arpy3Kku KoMMyTaropa. BoccraHoBneHue
nocse cucteMHoro c6os. CBeToanonHas WHAMKAIMSA kKomMyTaropa. [loaroroBka k 0a30BoMy ymHpaBiIeHHIO
kommyTtaropoMm. Hactpoiika goctymna as 6a3oBoro ymnpapieHus kommyTtaropam ¢ [Pv4. Hactpoiika mopToB
koMmyTaropa. JyrmiekcHas cBsi3b. Hactpoiika mopToB Ha pusnueckom ypoBHE. DYHKIHS aBTOMAaTHYECKOTO
omnpeneneHus Tuna kabdemns. [IpoBepka HaCTpoek U yCTpaHEHHE HEMONaJO0K Ha YPOBHE CETEBOTO JOCTyTaA.
[Touck u ycrpaneHue mpobjeM Ha YpOBHE AOCTyIA K CETH. 3alUIEHHBIN yIaleHHbIA nocTym. [IpunHmmm
paboter SSH. Hactpoiika SSH. IIpoBepka SSH. PacnipoctpanenHbie yrpo3bl 6€30MaCHOCTH: TEPETIOTHCHHE
tabmuiel MAC-aapecoB, DHCP-cniypunr u ucnons3oBanue ys3sumoctei npotokona CDP. Tlpaktudeckue
pEeKOMEeHAANU N0 00ecreueHnI0 0e30IacHOCTU: MHCTPYMEHThl U TECTUPOBAaHUE CETEBON 0€30MacHOCTH.
Aymuat ceteBoi 0e30MacHOCTH. be30macHOCTh MOPTOB KOMMYyTaTopa. 3alliTa HEUCIONb3yeMBIX MOPTOB.
OtcnexuBanne DHCP-coo6menuit. [Tpuammn pabots! GyHKIIMM 6€3011aCHOCTH MTOPTOB.

JlaboparopHbie padoThbI.
1. bazoBas HacTpoiika KOMMyTaTopa.
2. Hacrpoiika mpotokona SSH.
3. HacTpoiika napameTpoB 0€30MaCHOCTH KOMMYTaTopa.

3ananus AJ51 CAMOCTOSITeILHOI padoThI.
WuTepakTuBHOE 3aJaHUE: MOTYYEHHE JOCTyIa K YyCTPOMCTBaM.

Tema 13. Bupryaabnbie jJokaabHbie ceTd VLAN (ITK-4)

Jlekumus.
CerMeHTanusi BUPTyaIbHBIX JIOKAJIBHBIX ceTeid. [IpenmMyIecTBo BUPTyanbHBIX JIOKaIbHBIX ceteil (VLAN).
Tunbl BUpTYyanbHbIX JOKalbHBIX ceTed. ['omocoBbie cetu VLAN. Tpanku BupTyanbHbix ceted. KoHTpoib
UpoKoBenarebHbIX ToMeHOB B ceTsax VLAN. TerupoBanue kaapoB Ethernet mist unenTudukanumu cetu
VLAN. Teruposanue ronocoBoii VLAN. Ha3znauenue BuptyanbHO# JIokaibHOUM cetH. Jlnanazon VLAN Ha
kommyTtaropax Catalyst. Co3manue BUPTyaiabHOW JoOKanbHOW ceTu. Hasnauenme moptoB cerssim VLAN.
W3MeHeHne npuHaANeKHOCTH MOPTOB BUPTYAJIbHON JIOKATBHON CETH. YAalleHue BUPTYaIbHBIX JOKAJIbHBIX
cereit. [lpoBepka wmHbopmammu o cetu VLAN. Tpanku BHUpTyalbHBIX ceTeil. HacTpoiika TpaHKOBBIX
kaHayioB. COpOC TPAHKOBOTO KaHaJIa JI0 COCTOSIHHS MO ymoivaHuto. 3HakoMcTBo ¢ DTP. CornmacoBaHHbIe
pexumbl uaTepderica. IlpoexktupoBanue u obecrneuenue Oe3omacHoctn VLAN. ATaku Ha BUPTyalbHBIC
cetu: cmyduHr-aTaka Ha KOMMYTarop, araka ¢ nBodWHbIM TerupoBanueMm. Cets PVLAN mepumetpa.
[IpakTnyeckue peKoMEHJalMK M0 MPOECKTUPOBAHUIO BUPTYaIbHOM JTOKAJIBLHOW CETH.

JlaboparopHbie padoThbI.
1. UccnenoBanue metomoB peanuzanuu ceth VLAN.
2. Kongwuryparust VLAN 1 TpaHKOBBIX KaHAJIOB.
3. Ilouck u ycTpaneHue Henosnaaok npu peanusanuu cetd VLAN.

3ananus AJ51 CAMOCTOSITEILHOI padoThI.
1. ITomyyarenu MKUPOKOBEIIATENIbHONU PACCHIIKH.
2. Ilporuo3upoBaHue MOBEACHUS KOMMYTATOpA.
3. IIporuo3upoBanue noseneuus DTP.

Tema 14. Mapmpyruzauus mexxkany VLAN (ITK-4)
Jlekumus.
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Hacrtpoiika wmapmpytuzanuu Mexay VLAN. Ilpunmunsr pabotsl MapmipyTtuzanmu Mexay VLAN.
VYerapesmme meronsl Mmapupyrtusauuun mexay VLAN. Hacrpoiika mapumpytusanum mexay VLAN c
UCTIOJIb30BaHUEM YcCTapeBiiero meroaa. Hactpoiika mHTEpQeiicoB MapuIypTU3aTop HpU HCHOIH30BAHUHU
ycTapeBliero merona mapuipytusanuu Mexay VLAN. Hactpoiika mapmpytusanuu Mexay VLAN c
UCTIONb30BaHHEM MeTofa router-on-a-stick. ITpoGmemsr mapmpyrtuzamuu mexay VLAN: Hemonaaku B
pabote mopra kommyTaropa. [IpoBepka koHpurypauun kommyrtaropa. Henmonanku B pabore uHTepdeiica.
ITpoBepka HacTpoek Mapuryptuzatop. Hemomanku B IP-ampecammu. Ommbku B [P-agpecax m mapkax
nozacetu. Ommbku npu HacTpoiike [P-anpeca u macku noaceru. Hactpoiika u pabota koMMyTanuu Ha 3-M
YpOBHE: BBEACHHWE B OCHOBBL. MapmpyTtuzauus Mexay VLAN depe3 BHUpTyanbHble HHTEP(EHCH
KOMMYyTaTropa U MapupyTusupyemsle noptel. HacTpoiika crarnueckux Ilowck u ycTpaHeHne Hemosamok
KOMMYyTauu 3-ro ypoBHs. [IpuMeps! ycTpaHeHus HENoNa10K.
JlaGopaTopHbie padoThbI.
1. Hactpoiika mapmpyTtuzanuu Mmexay VLAN ans kaxkaoro uarepderica.
2. Hacrpoiika mapmipytuzanuu Mmexay VLAN Ha ocHoBe cranaapra 801.2Q 1 TpaHKOBOTO KaHajia.
3anaHus AJ51 CAMOCTOSITEILHOI padoThI.
1. ITouck u ycTpaHeHue HEMoIaq0K MappyTu3anuu Mexxay VLAN.
2. Ilepexon Ha JIOKaJbHBIE CETEBbIE KAHAJIBI.

Tema 15. Crarnueckas mapmpyrusanus (ITK-4)

Jlexknus.
Peanusanus crarndeckod mapupyrtusanuu. Jloctyn k ynaneHHsIM ceTsM. lIpeumyinecrBa craruyeckoin
MaplIpyTU3aluu. 3ajayd CTaTUYECKOW MapHIpyTh3alMHu. TUObl CTaTHYECKMX MAapUIpyTOB MU HX
npuMeHeHrne. CTaHIapTHBIM U CyMMapHbIM cTtatnueckuil Mapmpyt. IlnaBarommii cratndeckuii MapuipyT.
Hacrpoiika cratuueckux MapLIpyTOB M MapHIpyToB 1o ymonuaHuio. Komanma ip route. Ilapamerpsr
cienymomero nepexona. HacTpolika M mpoBepka CTaTMUECKOTO MapIIpyTa CIEAYIOLIEro Iepexoza.
Hactpoiika mapupyros IPv4 no ymonuanuro. Komanna IPv6 route. Hactpolika HanpsiMyro HOAKIFOUEHHOTO
craruaeckoro mapupyta IPv6. Hactpoiika mogHOCTBIO 3alaHHOTO cTarndeckoro mapipyta IPv6. O630p
CIDR u VLSM. KnaccoBas aapecanusi cetu. KinaccoBsie Macku nojaceTu. [Ipumep kiaaccoBoro mporokosia
MapuipyTu3anui. M30bITOUHBIH pacxol pecypcoB KJaccoBOW ajpecanuu. beckiaccoBas MexaoMeTHas
mapuipytuzaiusa.CIDR u oOGbenunenue wmapmpyTtoB. Ilpumep craruueckoit mapmpytuszauumu CIDR.
Hcnonb3oBanne Macok mnozcetu ¢uxcupoBanHod anuabl (FLSM). Macka moxceTy nepeMeHHOW JJTHHBI.
VLSM B pgeiictBun. Hacrtpoiika cymmapHbix MapuipyToB I[Pv4. OOwveaunenue wmapuipytoB. Pacuér
cymMapHoro wapmipyta. OObeaMHEHHE U pacueT ceTeBbIx anpecoB I[Pv6. OOpaboTka makeToB C
HCIIOJIb30BAaHUEM CTATUYECKUX MapuipyToB. Crarmdyeckue MaplipyThl M Hepecbulka nakeroB. [louck u
YCTpaHEHUE HENOJaJ0K B HACTPOMKAaX CTAaTMUECKOrO0 MaplipyTa M Mapuipyta o ymondanuro IPv4.
Ycrpanenue npoOieM CoOeTUHEHUS.

JlaboparopHbie padoThbI.
1. Pa3zpaboTka u peanuzanus cxemsl agpecanuu VLSM.
2. Hactpoiika o0benuHeHus (arperaiuu) MapmpyToB [Pv4.
3. Ilouck u ycTpaHeHUE HENOIA0K CTATUYECKUX MapIIPYTOB.
4. IMouck u ycrpanenue Henonaaok VLSM u 00beIMHEeHNS MapIIPyTOB.
5. Ilouck u ycTpaHeHUE HEMOJIAJOK CTaTHYECKUX MapIIPyTOB.

3ananus AJ51 CAMOCTOSITeILHOI padoThI.
Ompenenure CyMMapHBIN CETEBOM aJipec CeTH U NMpedUKC.

Tema 16. Inunamudeckass mapmpyruzanus (IIK-4)
Jlekumus.
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[IpoTtokonbl nuHaAMHYeCKOM MapmipyTuzaiuu. IlpuHiunm paboTbl JWHAMMYECKOH MapIIpyTH3AIHH.
Passurre npoToKOIOB JUHAMUYECKON Maplipytusauuu. HasHaueHue u poib IPOTOKOIOB AMHAMUYECKOU
MapuipyTu3auuy. J(MHaMu4deckas MapLIpyTU3aluss B CPABHEHUUM CO CTATUYECKOM MapUIpyTH3aLUEH.
HUcnonp3oBanue  cratmyeckod  mapumpyrtu3auuu. lIpeumymecrBa © HEZOCTAaTKH  CTAaTUYECKOU
Mapupytusanui. [IpuHIunel paboTsl MPOTOKOIOB MapIIpyTU3aLUU. 3aMyCK MOCE BKIIOYCHUS MUTAHUS.
CereBoe oOHapyxkenue. OOMeH JaHHBIMHU MapiipyTu3auu. Obecrneuenue cxonuMocTt. Kraccudukarms
IIPOTOKOJIOB ~ MapuipyTu3anuu. OINucaHue AUCTaHLIMOHHO-BEKTOPHOTO IPOTOKOJA. JIMCTaHIIMOHHO
BEKTOPHBIE QJITOPUTMBI. THIIBI JUCTAHLIMOHHO-BEKTOPHBIX INpOTOKONIOB. Hacrpoiika mnporokonma RIP.
OOBsBICHMUS CETH.

JlaGopaTopHbie padoThbI.
1. Onpenenenne KOMIIOHEHTOB IPOTOKOJIA MAPIIPYTU3ALUH.
2. Crarnyeckasi ¥ JMHAMHUYECKash MapIIPy TH3AITHSL.
3. U3yuenue cxoIuMOCTH.
4. OnpenencHre AUCTAaHIIMOHHO-BEKTOPHOM TEPMUHOJIOTHH.
5. CpaBHenue nporokonoB RIP u EIGRP.

3ajaHus 1J151 CAMOCTOSITEIbHOM PadoThI.

N3yyenue HaCTpOEK IIPOTOKOIA 10 YMOTYaHUIO. JIMHAMUYeCKast MapIIPyTU3aLKs 110 COCTOSIHUIO KaHaJIa.
IIpoTokosbl MapIIpyTH3aLMK IO KpaT4aleMy IyTH. AIroput™ J{eHKeTphl.

Tema 17. OSPF nns ognoii odiaactu (ITK-4)
Jlekuus.

OSPF nmnsa omuo#t obmactr. XapaKTepUCTUKH MPOTOKOJIa. PaccMOTpeHne airopuTMa KpaT4aIinero MmyTH.
PazButne mporoxona OSPF. Kommonentsl mpotokoma OSPF. Ilpuniumnber pa®oTsl MapIipyTH3alHUHA T10
cocrossanio kaHanma. OSPF mns omHoit m Heckonmbkux oOmacteit. Coobmienuss OSPF. Wukancynsuus
coobmeHuit u Ttunbl naketoB. Ilaker npuBercTBus. VHTepBanbl OTHpPaBKM MAKETOB IPUBETCTBHUS.
OO6HoBeHMsT cocTtosiHUsl KaHana. PaGoume cocrosaus OSPF. YcranoBineHue OTHOIICHUH CMEXHOCTH C
COCEIHUMHU YCTPOWCTBAMHU. BBIIEICHHBIM MapIIypTU3aTOpP U PE3EPBHBINM BBIJAEICHHBIA MapIIypTU3ATOP.
Cunxponm3anus 06a3 manabeix OSPF. Paccmorpenme oOmena maHHBIMH B pamkax mpoTtokona OSPF.
Hactpoitka OSPFv2 st ogHOM 06macTy.

JlaGopaTopHbie padoThbI.
1. Xapaxrepuctuku u repmunoinorust OSPF.
2. Onpenenenue tuna nakeroB OSPF.
3. Coctosinue OSPF 11t ycTaHOBJIEHUSI OTHOLIEHUN CMEXHOCTH.
4. Conocrasnenue npotokoioB OSPFv2 u OSPFv3.
5. ba3oBas HacTpolika IpOTOKOJa JIJIsl OAHOM 00JIacTH.
3aganus 1J151 CAMOCTOSITEJIbHOM PadoThlI.

WNnentudukarms mapurypruzarop OSPF.CereBas rononorust OSPF. Pexxumbl koHbUTYyparim
mapuipytuzatopa. Koudurypauus OSPFv3: cpaBuenue v2 u v3. Hacrpoiika u npoBepka OSPFv3.

Tema 18. Cniucku kouTpos gocryna (ACL) (ITK-4)
Jlekuus.



[Mpunmun pab6otel ACL-criuckoB mo mpotokoiy IP. Haznauenwe crnmckoB. CpaBHEHHE CTaHIAPTHBIX U
pacumpenusix ACL cnuckoB st [Pv4.  @unbrpamus naketoB. [Ipunuoun paGotrser ACL-cHHCKOB.
CpaBHenue crangaptHelx U pacmmpeHHbIX ACL-cnuckoB g [Pv4. IlpucBanBaHne HOMEpPOB U UMEH
ACL-criuckam. la6nonnsie macku B ACL-cnmckax. OCHOBHBIE CBEACHHUS O NMPUMEHEHHMHU HIaOJIOHHBIX
Mmacok. [Ipumeps! mabnoHHbIX MacoK. Pacuér mabmonHoi macku. [IpuMepbl KIIOUEBBIX CIIOB IAOIOHHON
Mackd. OOmme pekomeHgammuu 10 cozgaHuio ACL-cnuckoB. PexkomMeHmamuu 1O pa3MELICHHUIO
ACL-cnuckoB. Hactpoiika crangaptaeix ACL-cninckoB nns IPv4. 3aganue nopsiaka 3anucei ¥ HacTpolka
crangaptHoro ACL-cniucka. BHyTpennuit anroputm pabotsl. [Ipumenenne crannaptasix ACL-crinckoB Ha
unrepdeiicax. Buecenne wusmenenuit B ACL-crmcku s [Pv4. PemaktupoBaHue CcTaHAApTHBIX
HymepoBaHHbIX ACL-cnuckoB. ACL-craructuka. 3amurta noproB VIY ¢ IOMOIIBIO CTaHIApPTHOTO
ACL-cnucka IPv4. IlpoBepka crangaprHoro ACL-cnmcka, ucnosb3yroniero uist 3amurtel nopra VTY.
Crpykrypa pacimupeHHbIX cnuckoB. Hactpoiika pacuimpennbix cnuckoB st [Pv4. Tlouck u ycrpanenue
Henonagok ACL-ciinckoB. O0OpaboTrka maketoB ¢ nmomonsio ACL-criuckoB. PacnpocTpaHeHHble OMIMOKH
ACL-cnuckoB.

JlaGopaTopHbie padoThbI.
. Bb10op 1m1ab10HHO# MacKH.
. [Ipunnumn pabotet ACL-crmcka.
. Pa3memenue crangapTHeix U pacmmpeHHbIXx ACL-ciickoB.
. HacTpoiika u npoBepka ctangapTHbIX ACL-CIIUCKOB.
. Hactpoiika u nposepka orpannuenuii VTY.
. Hactpoiika ACL-cniuckoB st [Pv6.

AN U AW —

3agaHus AJ51 CAMOCTOSITEILHOI padoThI.
. Harmsinnoe npexacrasnenue paborst ACL-crimcka.

[

2. Hacrpoiika ACL-cnucka g kaHanos VTY.

Tema 19. IIporoxoaa DHCP (I1K-4)
Jlexknus.

Paccmotpenue crpykrypsl nporokona DHCPv4. Onepamust DHCPv4. OOmme cBepeHust 0 IpOTOKOIIE.
@opmar coobmenuit DHCPv4. Hactpoiika mpocroro DHCPv4-cepsepa. IlpoBepka DHCPv4.
DHCPv4-perpancnsauus. Hacrpoitka DHCPv4-knuenta. Hacrpoiika mapmpyrtusaropa kiaacca SOHO B
kauectBe DHCPv4-xnmenrta. [louck u ycrpaHeHuwe Hemonaaok B pabore mapmpyrtuzatopa DHCPv4.
IIpoBepka Hactpoek DHCPv4 na wmapmpytuzaropa. Otnanka DHCPv4. IIporokon DHCPv6.
ABTOMaTnueckas HacTpoiika ajapeca 0e3 orciexxkuBanue coctostHus. [Ipunmun padorsr SLAAC. DHCPv6
0e3 orcnexuBanus coctosiHusa. CepBep DHCPv6 ¢ orcrnexuBanumem cocrostHus.  Hacrtpoiika
MapupyTtusaropa B kadectBe DHCPv6-knuenTa ¢ oTciexuBaHUEM COCTOSHUS.

JlaboparopHbie padoThbI.

1. bazoas Hactpoiika DHCPv4 Ha mapiuipyTuzaropa 1 KOMMyTaTope.

2. Hacrpoiika mapmpyrtuzaropa DHCPv4 ¢ momomisio Cisco 10S.

3. [louck u ycTpaHeHue HEMoOIA0K B paboTe Mapmpytu3atopa DHCPv4

4. Hactpoiika DHCPv6-cepBepa 6e3 0TCIeKUBaHHUS COCTOSIHUS M C OTCIICKUBAHUEM COCTOSTHHUSL.
3ajanus 1J151 CAMOCTOSITEJIbHOM PadoThlI.

Omnpenenenue MomaroBsIxX JeiicTBuil B padbote nmpotokona DHCPv4.

Tema 20. IIpeoOpa3zoBanne cereBbix aapecos IPv4 (I1IK-4)
Jlexknus.
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[Mpunmun pa6otsr NAT. Xapakrepuctuku NAT. IlpoctpanctBo wactHbIX [Pv4-anpecos. TepmuHomOrHs
NAT. Tunsl npeobpazoBanusi ceteBbix anpecoB NAT. Craruueckoe npeodOpazoBaHUE CETEBBIX alpecoOB U
auHamuueckoe mnpeoOpasoBanue aapecoB NAT. IlpeoGpaszoBanme anpecoB moproB PAT. Craemyromuii
noctynssl nopT. CpaBHeHne NAT u PAT. [Ipeumymectsa u Henocrarku NAT. Hactpoiika NAT. Hactpoiika
craruaeckoro NAT. Amnamu3 crarudeckoro mnpeoOpazoBanus NAT. IIpoBepka crarmdyeckoro NAT.
Hactpoiika nunamuueckoro NAT. Anamu3 u nposepka auHamuueckoro NAT. Hactpoiika PAT u nyn
aapecos. Ilepeaapecamust nmopros. Ilpumep mns SOHO. Hactpoiika NAT u npotokona IPv6. Ilouck u
yCTpaHEHHe HemonaaoK B padbore NAT.

hn B W N =

p—

JlaboparopHbie padoThbI.
. Uzyuenune npunimmna padotsr NAT.

. Hactpoiika ctatuueckoro NAT.

. HacTpoiika crarnueckoro u aunamMmudeckoro NAT.
. Peanuzanus cratudeckoro u quHamuyeckoro NAT.
. Hacrpoiika NAT-niyna ¢ neperpyskoi u PAT.

3ananus AJ51 CAMOCTOSITEILHOI padoThI.

. Onpenenenne Tepmunonorud NAT.

2. Onpenenenue nHGopMaiu 00 agpece Ha KaKJOM Iepexoie.

4. Konrpoab 3HaHMI 00y4alOLINXCS M THIIOBbIE OLICHOYHbIE CPEICTBA
4.1. Pactipenenenue 0asuioB:

nocemaemMocts — 10 0ajuioB

TeKylui KOHTpostb — 50 6aioB

3 cemecTp

KOHTPOJBHBIC CPE3BI — 2 cpe3a Mo 5 0aIIIOB KaXK I
npemMuaabHbie 0amisl — 20 6ayIoB

OTBET Ha dK3aMmeHe: He 0osiee 30 0aiuioB

Pacripenenenne 6aioB 1mo 3aJaHusIM:

No |HazBanue tembl | @opmbl Max. Mertonuka npoBeJeHUs 3aHIATUS U OIIEHKU

Te | /BHUI y4eOHOH |TEKylIero | KOI-BO

MBI paboThI KOHTpois | Oamios
/ cpe3sl

1. | Usyuenue cetn | JlJabopato 3 JlaGopaTtopHubie pabOTHI BHEITIONHSAIOTCS IO TEMATHKE IPAKTHICCKUX
pHast 3aHATHI.
pabota 3 Oamra — maboparopHas paboTa BBITOJIHEHA B TIOJHOM OOBEME,

CTYJICHT CBOOOJIHO BJaJeeT MaTepHalioM, JEMOHCTPHPYET TIyOOKHe,
CHCTEMaTU3UPOBAHHBIC 3HAHUS, CBOOOJHO OTBEYACT HA BOMIPOCHI
UCTIONB3YS TPO(EeCCUOHATBHYIO TEPMUHOIOTHIO

2 bamia — jaboparopHas padoTa BBIIOJIHEHA, HO MMEET HEKOTOPhIC
HETOYHOCTH  BBITIOJIHEHWS, CTYICHT BIAJeeT MpPEACTABICHHBIM
MaTepuaoM, OTBEUAET Ha 3aJ[aHHbIC BOPOCHI

1 Gamnr - mabGoparopHas pa0oTa B IIEJIOM BBINOJHEHA, OJHAKO B
MpoIecce  BHITIOJHEHUS  JTaOOpaTOpHOW  pabOTHl  JIOIYIICHBI
CYIIECTBEHHBI OIIMOKH, CTYACHT cliabo BiageeT WHPOpPMAIUEH Mo
TeMe, TIPU OTBETE UCIOJIB3YET 3arOTOBICHHBIN TEKCT, 3aTPYAHSIETCS C
OTBETaMH Ha 3aJ]aBaeMbIe BOITPOCHI
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Cobeceno
BaHUE

CobecenoBanue npeamnonaraet
OpraHu3anuio Oecepl MpernoaaBaTess
CO CTyACHTaMH IO BOIIPOCaM
MPaKTUUECKOTO 3aHTHUS C LENbI0 Ooee
0OCTOSITENBHOTO BBISIBJICHUS UX 3HAHUHN
0 OTIpeIeICHHOMY pa3zeny, TeMe,
npobneme u T.I. Bee wieHsl rpynnst
MOTYT Y4acTBOBAaThb B 00CYKJICHHH,
100aBIATh HHPOPMALTHIO,
TMCKYTHPOBATb, 33/1aBaThb BOIIPOCH U
T.A.

VYCTHBIN 0npOC MOXKET IPUMEHSATHCS B
pa3nuyHbIX popMax: GpPOHTAIBHBIH,
WHAWBUAYaTbHBINA, KOMOMHUPOBAHHBIN.
OcCHOBHBIE Ka4ecTBa YCTHOTO OTBETa
HOJJIEKALIETO OLIEHKE:

- IPaBUJIBHOCTH OTBETA I10
COZICPIKaHHMIO;

- IOJTHOTA W TITyOMHA OTBETA;

- CO3HATENBHOCTh OTBETA;

- JIOTHKa U3JI0KEHUSI MaTepuaa;

- pPaMOHaIBHOCTH UCTIOIB30BaHHBIX
MIPUEMOB U CIIOCOOOB PEIICHUS
MOCTaBJICHHON y4eOHOH 3a/1auu;

- CBOCBPEMEHHOCTD U 3()()EKTUBHOCTD
WCTIOJIb30BaHUs HATTISIIHBIX TOCOOUH 1
TEXHUYECKUX CPEICTB MPU OTBETE;

- MCTIOJIb30BaHKE JIOTIOIHUTEIBHOTO
Marepuana;

- pPaMOHaIbHOCTH UCTIONB30BAHMUS
BpPEMEHH, OTBEICHHOTO Ha 3a/1aHUeE.

2 Gaia - CTYICHT yMeeT IPUMEHSTh
MOJTYYEHHYIO NIPU TIOATOTOBKE K
MPAaKTUIECKOMY 3aHSTHIO
nHpOPMAINIO, OTBEYATh Ha
OOJIBIIMHCTBO BOIIPOCOB, BECTH
JUCKYCCHIO C UCTIO.

1 Gamn — cTyaeHT Bnageet
TEOPETUYECKUM MaTepUaoM MO TeMe
MPaKTUYECKOTO 3aHATHUS, HHOTIA
3aTpyAHSETCS IPU OTBETE Ha BOIPOCHI,
HE yMeeT cOpMyIUPOBaTh CBOIO
TOYKY 3pEHUS Ha 00CYKIaeMyI0
npobiemy

Ecnu cryneHt He Bnaneet
npo0IeMaTuKol MPaKTHYECKOTO
3aHATHSI, HE MOXET OTBeYaTh Ha
BOIIPOCHI, 3a4YNTHIBAET OTBET IO
Hale4aTaHHOMY TEKCTY — OTBET
0aJjulaMH He OLICHHUBAETCA.
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CeTteBble
MTPOTOKOJIBI U
KOMMYHUKAIHH

Cobeceno
BaHUE

CobecenoBanue npeamnonaraet
OpraHu3anuio Oecepl MpernoaaBaTess
CO CTyACHTaMH IO BOIIPOCaM
MPaKTUUECKOTO 3aHTHUS C LENbI0 Ooee
0OCTOSITENBHOTO BBISIBJICHUS UX 3HAHUHN
0 OTIpeIeICHHOMY pa3zeny, TeMe,
npobneme u T.I. Bee wieHsl rpynnst
MOTYT Y4acTBOBAaThb B 00CYKJICHHH,
100aBIATh HHPOPMALTHIO,
TMCKYTHPOBATb, 33/1aBaThb BOIIPOCH U
T.A.

VYCTHBIN 0npOC MOXKET IPUMEHSATHCS B
pa3nuyHbIX popMax: GpPOHTAIBHBIH,
WHAWBUAYaTbHBINA, KOMOMHUPOBAHHBIN.
OcCHOBHBIE Ka4ecTBa YCTHOTO OTBETa
HOJJIEKALIETO OLIEHKE:

- IPaBUJIBHOCTH OTBETA I10
COZICPIKaHHMIO;

- IOJTHOTA W TITyOMHA OTBETA;

- CO3HATENBHOCTh OTBETA;

- JIOTHKa U3JI0KEHUSI MaTepuaa;

- pPaMOHaIBHOCTH UCTIOIB30BaHHBIX
MIPUEMOB U CIIOCOOOB PEIICHUS
MOCTaBJICHHON y4eOHOH 3a/1auu;

- CBOCBPEMEHHOCTD U 3()()EKTUBHOCTD
WCTIOJIb30BaHUs HATTISIIHBIX TOCOOUH 1
TEXHUYECKUX CPEICTB MPU OTBETE;

- MCTIOJIb30BaHKE JIOTIOIHUTEIBHOTO
Marepuana;

- pPaMOHaIbHOCTH UCTIONB30BAHMUS
BpPEMEHH, OTBEICHHOTO Ha 3a/1aHUeE.

2 Gaia - CTYICHT yMeeT IPUMEHSTh
MOJTYYEHHYIO NIPU TIOATOTOBKE K
MPAaKTUIECKOMY 3aHSTHIO
nHpOPMAINIO, OTBEYATh Ha
OOJIBIIMHCTBO BOIIPOCOB, BECTH
JUCKYCCHIO C UCTIO.

1 Gamn — cTyaeHT Bnageet
TEOPETUYECKUM MaTepUaoM MO TeMe
MPaKTUYECKOTO 3aHATHUS, HHOTIA
3aTpyAHSETCS IPU OTBETE Ha BOIPOCHI,
HE yMeeT cOpMyIUPOBaTh CBOIO
TOYKY 3pEHUS Ha 00CYKIaeMyI0
npobiemy

Ecnu cryneHt He Bnaneet
npo0IeMaTuKol MPaKTHYECKOTO
3aHATHSI, HE MOXET OTBeYaTh Ha
BOIIPOCHI, 3a4YNTHIBAET OTBET IO
Hale4aTaHHOMY TEKCTY — OTBET
0aJjulaMH He OLICHHUBAETCA.
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Jlaboparo
pHast
pabora

JlaGoparopHbie pabOTHI BBIMOIHAIOTCS M0 TEMaTHKE MPAaKTHYECKUX
3aHATHH.

3 Oamna — naboparopHas paboTa BBIOJHEHA B IOJHOM OOBEME,
CTYACHT CBOOOJHO BJajgeeT MaTepHalioM, AEMOHCTPHUPYET IITyOOKHe,
CHCTEMaTU3UPOBAHHBIC 3HAHUS, CBOOOJHO OTBEYAECT HA BOIPOCHI
UCTIONB3Ys NPO(EeCCHOHATBHYIO TEPMUHOIOTHIO

2 Oamna — naboparopHast paboTa BBHINOJHEHA, HO UMEET HEKOTOpHIE
HETOYHOCTH BBINIOJIHEHHS, CTYAEHT BJaJeeT MpPEACTABICHHBIM
MaTepuaioM, OTBEUAeT Ha 3aJaHHbIC BOPOCHI

1 Gamn - nabopatopHas paboTa B LIEJIOM BBHINOJNHEHA, OAHAKO B
mporecce  BBINOJIHEHHUS — J1a0OpaTOpHOM  pabOoTBl  JOIMYIICHBI
CYIIECTBEHHBI OMIMOKH, CTYACHT ciabo BiaxeeT WHpOpPMAaILUEH Mo
TeMe, TIPH OTBETE UCIOJB3YET 3arOTOBICHHBIN TEKCT, 3aTPyAHACTCS C
OTBETaMH Ha 3aJjaBaeMbl€ BOIIPOCHI

CeTeBoif TOCTYTI

Jlabopato
pHas
pabora

JlaboparopHble pabOTHI BBHIMOIHAIOTCA O TEMAaTHKE MPAKTUIECKUX
3aHATHUI.

3 Oamra — maboparopHas paboTa BBITOJIHEHA B TIOJHOM OOBEME,
CTyZEHT CBOOOIHO BIIajeeT MarepHalioM, IEMOHCTPUpPYET TIIyOoKue,
CHUCTEMaTH3UPOBAaHHBIE 3HAHUS, CBOOONHO OTBEYAaeT HA BOIPOCHI
UCTIONB3YS TPO(ECCUOHATBHYIO TEPMUHOIOTHIO

2 Oamra — mabopartopHasi paboTa BBITTOJIHEHA, HO UMEET HEKOTOPHIE
HETOYHOCTH BBINIOJIHEHUS, CTYACHT BiaJleeT MpPeACTaBICHHBIM
MaTepHaloM, OTBEYaeT Ha 3aJaHHbIE BOMIPOCHI

1 6amn - maboparopHas paboTa B II€JIOM BBINTOJHEHA, OTHAKO B
MpoIecce  BHINIOJHEHUS  JTaOOpaTOpHOW  pabOTHl  JIOIYIICHBI
CYIIECTBCHHBI OMMOKH, CTYIEHT ciaabo BiazeeT mMHGOpMAINUEH I10
TeMe, IIPH OTBETE HCIIONB3YeT 3arOTOBICHHBIN TEKCT, 3aTPYOHIETCS C
OTBETaMH Ha 3a/laBaeMbI€ BOTIPOCHI
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Cobeceno
BaHUE

CobecenoBanue npeamnonaraet
OpraHu3anuio Oecepl MpernoaaBaTess
CO CTyACHTaMH IO BOIIPOCaM
MPaKTUUECKOTO 3aHTHUS C LENbI0 Ooee
0OCTOSITENBHOTO BBISIBJICHUS UX 3HAHUHN
0 OTIpeIeICHHOMY pa3zeny, TeMe,
npobneme u T.I. Bee wieHsl rpynnst
MOTYT Y4acTBOBAaThb B 00CYKJICHHH,
100aBIATh HHPOPMALTHIO,
TMCKYTHPOBATb, 33/1aBaThb BOIIPOCH U
T.A.

VYCTHBIN 0npOC MOXKET IPUMEHSATHCS B
pa3nuyHbIX popMax: GpPOHTAIBHBIH,
WHAWBUAYaTbHBINA, KOMOMHUPOBAHHBIN.
OcCHOBHBIE Ka4ecTBa YCTHOTO OTBETa
HOJJIEKALIETO OLIEHKE:

- IPaBUJIBHOCTH OTBETA I10
COZICPIKaHHMIO;

- IOJTHOTA W TITyOMHA OTBETA;

- CO3HATENBHOCTh OTBETA;

- JIOTHKa U3JI0KEHUSI MaTepuaa;

- pPaMOHaIBHOCTH UCTIOIB30BaHHBIX
MIPUEMOB U CIIOCOOOB PEIICHUS
MOCTaBJICHHON y4eOHOH 3a/1auu;

- CBOCBPEMEHHOCTD U 3()()EKTUBHOCTD
WCTIOJIb30BaHUs HATTISIIHBIX TOCOOUH 1
TEXHUYECKUX CPEICTB MPU OTBETE;

- MCTIOJIb30BaHKE JIOTIOIHUTEIBHOTO
Marepuana;

- pPaMOHaIbHOCTH UCTIONB30BAHMUS
BpPEMEHH, OTBEICHHOTO Ha 3a/1aHUeE.

2 Gaia - CTYICHT yMeeT IPUMEHSTh
MOJTYYEHHYIO NIPU TIOATOTOBKE K
MPAaKTUIECKOMY 3aHSTHIO
nHpOPMAINIO, OTBEYATh Ha
OOJIBIIMHCTBO BOIIPOCOB, BECTH
JUCKYCCHIO C UCTIO.

1 Gamn — cTyaeHT Bnageet
TEOPETUYECKUM MaTepUaoM MO TeMe
MPaKTUYECKOTO 3aHATHUS, HHOTIA
3aTpyAHSETCS IPU OTBETE Ha BOIPOCHI,
HE yMeeT cOpMyIUPOBaTh CBOIO
TOYKY 3pEHUS Ha 00CYKIaeMyI0
npobiemy

Ecnu cryneHt He Bnaneet
npo0IeMaTuKol MPaKTHYECKOTO
3aHATHSI, HE MOXET OTBeYaTh Ha
BOIIPOCHI, 3a4YNTHIBAET OTBET IO
Hale4aTaHHOMY TEKCTY — OTBET
0aJjulaMH He OLICHHUBAETCA.

TecTupoB

aHue(KOH

TPOJILHBI
i cpe3)

TecT cOCTOUT U3 BOMPOCOB C BLIOOPOM OTBETA.

4-5 0OammoB - CTYOEHT MpaBWIBHO OTBe4YaeT Oomee dyem Ha 90%
BOIIPOCOB.

3 Gamma — cTymeHT mpaBwibHO oTBewaeT Ha 50-80% BompocoB B
TecTe.

2 Oanna - CTyIeHT nmpaBuiIbHO oTBedaeT Ha 30-50% Bompocos.

1 Gamn - cTymeHT mpaBWIIBHO OTBedaeT Ha 25-30% BOmpoCoB B TecTe.
Menee 25% mpaBHIIBHBIX OTBETOB 0AJJTOB HE JAET.
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Ethernet

Cobeceno
BaHUE

CobecenoBanue npeamnonaraet
OpraHu3anuio Oecepl MpernoaaBaTess
CO CTyACHTaMH IO BOIIPOCaM
MPaKTUUECKOTO 3aHTHUS C LENbI0 Ooee
0OCTOSITENBHOTO BBISIBJICHUS UX 3HAHUHN
0 OTIpeIeICHHOMY pa3zeny, TeMe,
npobneme u T.I. Bee wieHsl rpynnst
MOTYT Y4acTBOBAaThb B 00CYKJICHHH,
100aBIATh HHPOPMALTHIO,
TMCKYTHPOBATb, 33/1aBaThb BOIIPOCH U
T.A.

VYCTHBIN 0npOC MOXKET IPUMEHSATHCS B
pa3nuyHbIX popMax: GpPOHTAIBHBIH,
WHAWBUAYaTbHBINA, KOMOMHUPOBAHHBIN.
OcCHOBHBIE Ka4ecTBa YCTHOTO OTBETa
HOJJIEKALIETO OLIEHKE:

- IPaBUJIBHOCTH OTBETA I10
COZICPIKaHHMIO;

- IOJTHOTA W TITyOMHA OTBETA;

- CO3HATENBHOCTh OTBETA;

- JIOTHKa U3JI0KEHUSI MaTepuaa;

- pPaMOHaIBHOCTH UCTIOIB30BaHHBIX
MIPUEMOB U CIIOCOOOB PEIICHUS
MOCTaBJICHHON y4eOHOH 3a/1auu;

- CBOCBPEMEHHOCTD U 3()()EKTUBHOCTD
WCTIOJIb30BaHUs HATTISIIHBIX TOCOOUH 1
TEXHUYECKUX CPEICTB MPU OTBETE;

- MCTIOJIb30BaHKE JIOTIOIHUTEIBHOTO
Marepuana;

- pPaMOHaIbHOCTH UCTIONB30BAHMUS
BpPEMEHH, OTBEICHHOTO Ha 3a/1aHUeE.

2 Gaia - CTYICHT yMeeT IPUMEHSTh
MOJTYYEHHYIO NIPU TIOATOTOBKE K
MPAaKTUIECKOMY 3aHSTHIO
nHpOPMAINIO, OTBEYATh Ha
OOJIBIIMHCTBO BOIIPOCOB, BECTH
JUCKYCCHIO C UCTIO.

1 Gamn — cTyaeHT Bnageet
TEOPETUYECKUM MaTepUaoM MO TeMe
MPaKTUYECKOTO 3aHATHUS, HHOTIA
3aTpyAHSETCS IPU OTBETE Ha BOIPOCHI,
HE yMeeT cOpMyIUPOBaTh CBOIO
TOYKY 3pEHUS Ha 00CYKIaeMyI0
npobiemy

Ecnu cryneHt He Bnaneet
npo0IeMaTuKol MPaKTHYECKOTO
3aHATHSI, HE MOXET OTBeYaTh Ha
BOIIPOCHI, 3a4YNTHIBAET OTBET IO
Hale4aTaHHOMY TEKCTY — OTBET
0aJjulaMH He OLICHHUBAETCA.
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Jlaboparo
pHast
pabora

JlaGoparopHbie pabOTHI BBIMOIHAIOTCS M0 TEMaTHKE MPAaKTHYECKUX
3aHATHH.

3 Oamna — naboparopHas paboTa BBIOJHEHA B IOJHOM OOBEME,
CTYACHT CBOOOJHO BJajgeeT MaTepHalioM, AEMOHCTPHUPYET IITyOOKHe,
CHCTEMaTU3UPOBAHHBIC 3HAHUS, CBOOOJHO OTBEYAECT HA BOIPOCHI
UCTIONB3Ys NPO(EeCCHOHATBHYIO TEPMUHOIOTHIO

2 Oamna — naboparopHast paboTa BBHINOJHEHA, HO UMEET HEKOTOpHIE
HETOYHOCTH BBINIOJIHEHHS, CTYAEHT BJaJeeT MpPEACTABICHHBIM
MaTepuaioM, OTBEUAeT Ha 3aJaHHbIC BOPOCHI

1 Gamn - nabopatopHas paboTa B LIEJIOM BBHINOJNHEHA, OAHAKO B
mporecce  BBINOJIHEHHUS — J1a0OpaTOpHOM  pabOoTBl  JOIMYIICHBI
CYIIECTBEHHBI OMIMOKH, CTYACHT ciabo BiaxeeT WHpOpPMAaILUEH Mo
TeMe, TIPH OTBETE UCIOJB3YET 3arOTOBICHHBIN TEKCT, 3aTPyAHACTCS C
OTBETaMH Ha 3aJjaBaeMbl€ BOIIPOCHI
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CeTteBoii
YPOBEHB

Cobeceno
BaHUE

CobecenoBanue npeamnonaraet
OpraHu3anuio Oecepl MpernoaaBaTess
CO CTyACHTaMH IO BOIIPOCaM
MPaKTUUECKOTO 3aHTHUS C LENbI0 Ooee
0OCTOSITENBHOTO BBISIBJICHUS UX 3HAHUHN
0 OTIpeIeICHHOMY pa3zeny, TeMe,
npobneme u T.I. Bee wieHsl rpynnst
MOTYT Y4acTBOBAaThb B 00CYKJICHHH,
100aBIATh HHPOPMALTHIO,
TMCKYTHPOBATb, 33/1aBaThb BOIIPOCH U
T.A.

VYCTHBIN 0npOC MOXKET IPUMEHSATHCS B
pa3nuyHbIX popMax: GpPOHTAIBHBIH,
WHAWBUAYaTbHBINA, KOMOMHUPOBAHHBIN.
OcCHOBHBIE Ka4ecTBa YCTHOTO OTBETa
HOJJIEKALIETO OLIEHKE:

- IPaBUJIBHOCTH OTBETA I10
COZICPIKaHHMIO;

- IOJTHOTA W TITyOMHA OTBETA;

- CO3HATENBHOCTh OTBETA;

- JIOTHKa U3JI0KEHUSI MaTepuaa;

- pPaMOHaIBHOCTH UCTIOIB30BaHHBIX
MIPUEMOB U CIIOCOOOB PEIICHUS
MOCTaBJICHHON y4eOHOH 3a/1auu;

- CBOCBPEMEHHOCTD U 3()()EKTUBHOCTD
WCTIOJIb30BaHUs HATTISIIHBIX TOCOOUH 1
TEXHUYECKUX CPEICTB MPU OTBETE;

- MCTIOJIb30BaHKE JIOTIOIHUTEIBHOTO
Marepuana;

- pPaMOHaIbHOCTH UCTIONB30BAHMUS
BpPEMEHH, OTBEICHHOTO Ha 3a/1aHUeE.

2 Gaia - CTYICHT yMeeT IPUMEHSTh
MOJTYYEHHYIO NIPU TIOATOTOBKE K
MPAaKTUIECKOMY 3aHSTHIO
nHpOPMAINIO, OTBEYATh Ha
OOJIBIIMHCTBO BOIIPOCOB, BECTH
JUCKYCCHIO C UCTIO.

1 Gamn — cTyaeHT Bnageet
TEOPETUYECKUM MaTepUaoM MO TeMe
MPaKTUYECKOTO 3aHATHUS, HHOTIA
3aTpyAHSETCS IPU OTBETE Ha BOIPOCHI,
HE yMeeT cOpMyIUPOBaTh CBOIO
TOYKY 3pEHUS Ha 00CYKIaeMyI0
npobiemy

Ecnu cryneHt He Bnaneet
npo0IeMaTuKol MPaKTHYECKOTO
3aHATHSI, HE MOXET OTBeYaTh Ha
BOIIPOCHI, 3a4YNTHIBAET OTBET IO
Hale4aTaHHOMY TEKCTY — OTBET
0aJjulaMH He OLICHHUBAETCA.
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Jlaboparo
pHast
pabora

JlaGoparopHbie pabOTHI BBIMOIHAIOTCS M0 TEMaTHKE MPAaKTHYECKUX
3aHATHH.

3 Oamna — naboparopHas paboTa BBIOJHEHA B IOJHOM OOBEME,
CTYACHT CBOOOJHO BJajgeeT MaTepHalioM, AEMOHCTPHUPYET IITyOOKHe,
CHCTEMaTU3UPOBAHHBIC 3HAHUS, CBOOOJHO OTBEYAECT HA BOIPOCHI
UCTIONB3Ys NPO(EeCCHOHATBHYIO TEPMUHOIOTHIO

2 Oamna — naboparopHast paboTa BBHINOJHEHA, HO UMEET HEKOTOpHIE
HETOYHOCTH BBINIOJIHEHHS, CTYAEHT BJaJeeT MpPEACTABICHHBIM
MaTepuaioM, OTBEUAeT Ha 3aJaHHbIC BOPOCHI

1 Gamn - nabopatopHas paboTa B LIEJIOM BBHINOJNHEHA, OAHAKO B
mporecce  BBINOJIHEHHUS — J1a0OpaTOpHOM  pabOoTBl  JOIMYIICHBI
CYIIECTBEHHBI OMIMOKH, CTYACHT ciabo BiaxeeT WHpOpPMAaILUEH Mo
TeMe, TIPH OTBETE UCIOJB3YET 3arOTOBICHHBIN TEKCT, 3aTPyAHACTCS C
OTBETaMH Ha 3aJjaBaeMbl€ BOIIPOCHI
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TpaHcnOopTHBII
YPOBEHb

Cobeceno
BaHUE

CobecenoBanue npeamnonaraet
OpraHu3anuio Oecepl MpernoaaBaTess
CO CTyACHTaMH IO BOIIPOCaM
MPaKTUUECKOTO 3aHTHUS C LENbI0 Ooee
0OCTOSITENBHOTO BBISIBJICHUS UX 3HAHUHN
0 OTIpeIeICHHOMY pa3zeny, TeMe,
npobneme u T.I. Bee wieHsl rpynnst
MOTYT Y4acTBOBAaThb B 00CYKJICHHH,
100aBIATh HHPOPMALTHIO,
TMCKYTHPOBATb, 33/1aBaThb BOIIPOCH U
T.A.

VYCTHBIN 0npOC MOXKET IPUMEHSATHCS B
pa3nuyHbIX popMax: GpPOHTAIBHBIH,
WHAWBUAYaTbHBINA, KOMOMHUPOBAHHBIN.
OcCHOBHBIE Ka4ecTBa YCTHOTO OTBETa
HOJJIEKALIETO OLIEHKE:

- IPaBUJIBHOCTH OTBETA I10
COZICPIKaHHMIO;

- IOJTHOTA W TITyOMHA OTBETA;

- CO3HATENBHOCTh OTBETA;

- JIOTHKa U3JI0KEHUSI MaTepuaa;

- pPaMOHaIBHOCTH UCTIOIB30BaHHBIX
MIPUEMOB U CIIOCOOOB PEIICHUS
MOCTaBJICHHON y4eOHOH 3a/1auu;

- CBOCBPEMEHHOCTD U 3()()EKTUBHOCTD
WCTIOJIb30BaHUs HATTISIIHBIX TOCOOUH 1
TEXHUYECKUX CPEICTB MPU OTBETE;

- MCTIOJIb30BaHKE JIOTIOIHUTEIBHOTO
Marepuana;

- pPaMOHaIbHOCTH UCTIONB30BAHMUS
BpPEMEHH, OTBEICHHOTO Ha 3a/1aHUeE.

2 Gaia - CTYICHT yMeeT IPUMEHSTh
MOJTYYEHHYIO NIPU TIOATOTOBKE K
MPAaKTUIECKOMY 3aHSTHIO
nHpOPMAINIO, OTBEYATh Ha
OOJIBIIMHCTBO BOIIPOCOB, BECTH
JUCKYCCHIO C UCTIO.

1 Gamn — cTyaeHT Bnageet
TEOPETUYECKUM MaTepUaoM MO TeMe
MPaKTUYECKOTO 3aHATHUS, HHOTIA
3aTpyAHSETCS IPU OTBETE Ha BOIPOCHI,
HE yMeeT cOpMyIUPOBaTh CBOIO
TOYKY 3pEHUS Ha 00CYKIaeMyI0
npobiemy

Ecnu cryneHt He Bnaneet
npo0IeMaTuKol MPaKTHYECKOTO
3aHATHSI, HE MOXET OTBeYaTh Ha
BOIIPOCHI, 3a4YNTHIBAET OTBET IO
Hale4aTaHHOMY TEKCTY — OTBET
0aJjulaMH He OLICHHUBAETCA.
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Jlaboparo
pHast
pabora

JlaGoparopHbie pabOTHI BBIMOIHAIOTCS M0 TEMaTHKE MPAaKTHYECKUX
3aHATHH.

3 Oamna — naboparopHas paboTa BBIOJHEHA B IOJHOM OOBEME,
CTYACHT CBOOOJHO BJajgeeT MaTepHalioM, AEMOHCTPHUPYET IITyOOKHe,
CHCTEMaTU3UPOBAHHBIC 3HAHUS, CBOOOJHO OTBEYAECT HA BOIPOCHI
UCTIONB3Ys NPO(EeCCHOHATBHYIO TEPMUHOIOTHIO

2 Oamna — naboparopHast paboTa BBHINOJHEHA, HO UMEET HEKOTOpHIE
HETOYHOCTH BBINIOJIHEHHS, CTYAEHT BJaJeeT MpPEACTABICHHBIM
MaTepuaioM, OTBEUAeT Ha 3aJaHHbIC BOPOCHI

1 Gamn - nabopatopHas paboTa B LIEJIOM BBHINOJNHEHA, OAHAKO B
mporecce  BBINOJIHEHHUS — J1a0OpaTOpHOM  pabOoTBl  JOIMYIICHBI
CYIIECTBEHHBI OMIMOKH, CTYACHT ciabo BiaxeeT WHpOpPMAaILUEH Mo
TeMe, TIPH OTBETE UCIOJB3YET 3arOTOBICHHBIN TEKCT, 3aTPyAHACTCS C
OTBETaMH Ha 3aJjaBaeMbl€ BOIIPOCHI

IP-anpecanus

Jlabopato
pHas
pabora

JlaboparopHble pabOTHI BBHIMOIHAIOTCA O TEMAaTHKE MPAKTUIECKUX
3aHATHUI.

3 Oamra — maboparopHas paboTa BBITOJIHEHA B TIOJHOM OOBEME,
CTyZEHT CBOOOIHO BIIajeeT MarepHalioM, IEMOHCTPUpPYET TIIyOoKue,
CHUCTEMaTH3UPOBAaHHBIE 3HAHUS, CBOOONHO OTBEYAaeT HA BOIPOCHI
UCTIONB3YS TPO(ECCUOHATBHYIO TEPMUHOIOTHIO

2 Oamra — mabopartopHasi paboTa BBITTOJIHEHA, HO UMEET HEKOTOPHIE
HETOYHOCTH BBINIOJIHEHUS, CTYACHT BiaJleeT MpPeACTaBICHHBIM
MaTepHaloM, OTBEYaeT Ha 3aJaHHbIE BOMIPOCHI

1 6amn - maboparopHas paboTa B II€JIOM BBINTOJHEHA, OTHAKO B
MpoIecce  BHINIOJHEHUS  JTaOOpaTOpHOW  pabOTHl  JIOIYIICHBI
CYIIECTBCHHBI OMMOKH, CTYIEHT ciaabo BiazeeT mMHGOpMAINUEH I10
TeMe, IIPH OTBETE HCIIONB3YeT 3arOTOBICHHBIN TEKCT, 3aTPYOHIETCS C
OTBETaMH Ha 3a/laBaeMbI€ BOTIPOCHI
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Cobeceno
BaHUE

CobecenoBanue npeamnonaraet
OpraHu3anuio Oecepl MpernoaaBaTess
CO CTyACHTaMH IO BOIIPOCaM
MPaKTUUECKOTO 3aHTHUS C LENbI0 Ooee
0OCTOSITENBHOTO BBISIBJICHUS UX 3HAHUHN
0 OTIpeIeICHHOMY pa3zeny, TeMe,
npobneme u T.I. Bee wieHsl rpynnst
MOTYT Y4acTBOBAaThb B 00CYKJICHHH,
100aBIATh HHPOPMALTHIO,
TMCKYTHPOBATb, 33/1aBaThb BOIIPOCH U
T.A.

VYCTHBIN 0npOC MOXKET IPUMEHSATHCS B
pa3nuyHbIX popMax: GpPOHTAIBHBIH,
WHAWBUAYaTbHBINA, KOMOMHUPOBAHHBIN.
OcCHOBHBIE Ka4ecTBa YCTHOTO OTBETa
HOJJIEKALIETO OLIEHKE:

- IPaBUJIBHOCTH OTBETA I10
COZICPIKaHHMIO;

- IOJTHOTA W TITyOMHA OTBETA;

- CO3HATENBHOCTh OTBETA;

- JIOTHKa U3JI0KEHUSI MaTepuaa;

- pPaMOHaIBHOCTH UCTIOIB30BaHHBIX
MIPUEMOB U CIIOCOOOB PEIICHUS
MOCTaBJICHHON y4eOHOH 3a/1auu;

- CBOCBPEMEHHOCTD U 3()()EKTUBHOCTD
WCTIOJIb30BaHUs HATTISIIHBIX TOCOOUH 1
TEXHUYECKUX CPEICTB MPU OTBETE;

- MCTIOJIb30BaHKE JIOTIOIHUTEIBHOTO
Marepuana;

- pPaMOHaIbHOCTH UCTIONB30BAHMUS
BpPEMEHH, OTBEICHHOTO Ha 3a/1aHUeE.

2 Gaia - CTYICHT yMeeT IPUMEHSTh
MOJTYYEHHYIO NIPU TIOATOTOBKE K
MPAaKTUIECKOMY 3aHSTHIO
nHpOPMAINIO, OTBEYATh Ha
OOJIBIIMHCTBO BOIIPOCOB, BECTH
JUCKYCCHIO C UCTIO.

1 Gamn — cTyaeHT Bnageet
TEOPETUYECKUM MaTepUaoM MO TeMe
MPaKTUYECKOTO 3aHATHUS, HHOTIA
3aTpyAHSETCS IPU OTBETE Ha BOIPOCHI,
HE yMeeT cOpMyIUPOBaTh CBOIO
TOYKY 3pEHUS Ha 00CYKIaeMyI0
npobiemy

Ecnu cryneHt He Bnaneet
npo0IeMaTuKol MPaKTHYECKOTO
3aHATHSI, HE MOXET OTBeYaTh Ha
BOIIPOCHI, 3a4YNTHIBAET OTBET IO
Hale4aTaHHOMY TEKCTY — OTBET
0aJjulaMH He OLICHHUBAETCA.
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PasOuenue
IP-cereii Ha
IMOJICETH

Cobeceno
BaHUE

CobecenoBanue npeamnonaraet
OpraHu3anuio Oecepl MpernoaaBaTess
CO CTyACHTaMH IO BOIIPOCaM
MPaKTUUECKOTO 3aHTHUS C LENbI0 Ooee
0OCTOSITENBHOTO BBISIBJICHUS UX 3HAHUHN
0 OTIpeIeICHHOMY pa3zeny, TeMe,
npobneme u T.I. Bee wieHsl rpynnst
MOTYT Y4acTBOBAaThb B 00CYKJICHHH,
100aBIATh HHPOPMALTHIO,
TMCKYTHPOBATb, 33/1aBaThb BOIIPOCH U
T.A.

VYCTHBIN 0npOC MOXKET IPUMEHSATHCS B
pa3nuyHbIX popMax: GpPOHTAIBHBIH,
WHAWBUAYaTbHBINA, KOMOMHUPOBAHHBIN.
OcCHOBHBIE Ka4ecTBa YCTHOTO OTBETa
HOJJIEKALIETO OLIEHKE:

- IPaBUJIBHOCTH OTBETA I10
COZICPIKaHHMIO;

- IOJTHOTA W TITyOMHA OTBETA;

- CO3HATENBHOCTh OTBETA;

- JIOTHKa U3JI0KEHUSI MaTepuaa;

- pPaMOHaIBHOCTH UCTIOIB30BaHHBIX
MIPUEMOB U CIIOCOOOB PEIICHUS
MOCTaBJICHHON y4eOHOH 3a/1auu;

- CBOCBPEMEHHOCTD U 3()()EKTUBHOCTD
WCTIOJIb30BaHUs HATTISIIHBIX TOCOOUH 1
TEXHUYECKUX CPEICTB MPU OTBETE;

- MCTIOJIb30BaHKE JIOTIOIHUTEIBHOTO
Marepuana;

- pPaMOHaIbHOCTH UCTIONB30BAHMUS
BpPEMEHH, OTBEICHHOTO Ha 3a/1aHUeE.

2 Gaia - CTYICHT yMeeT IPUMEHSTh
MOJTYYEHHYIO NIPU TIOATOTOBKE K
MPAaKTUIECKOMY 3aHSTHIO
nHpOPMAINIO, OTBEYATh Ha
OOJIBIIMHCTBO BOIIPOCOB, BECTH
JUCKYCCHIO C UCTIO.

1 Gamn — cTyaeHT Bnageet
TEOPETUYECKUM MaTepUaoM MO TeMe
MPaKTUYECKOTO 3aHATHUS, HHOTIA
3aTpyAHSETCS IPU OTBETE Ha BOIPOCHI,
HE yMeeT cOpMyIUPOBaTh CBOIO
TOYKY 3pEHUS Ha 00CYKIaeMyI0
npobiemy

Ecnu cryneHt He Bnaneet
npo0IeMaTuKol MPaKTHYECKOTO
3aHATHSI, HE MOXET OTBeYaTh Ha
BOIIPOCHI, 3a4YNTHIBAET OTBET IO
Hale4aTaHHOMY TEKCTY — OTBET
0aJjulaMH He OLICHHUBAETCA.
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Jlaboparo
pHast
pabora

JlaGoparopHbie pabOTHI BBIMOIHAIOTCS M0 TEMaTHKE MPAaKTHYECKUX
3aHATHH.

3 Oamna — naboparopHas paboTa BBIOJHEHA B IOJHOM OOBEME,
CTYACHT CBOOOJHO BJajgeeT MaTepHalioM, AEMOHCTPHUPYET IITyOOKHe,
CHCTEMaTU3UPOBAHHBIC 3HAHUS, CBOOOJHO OTBEYAECT HA BOIPOCHI
UCTIONB3Ys NPO(EeCCHOHATBHYIO TEPMUHOIOTHIO

2 Oamna — naboparopHast paboTa BBHINOJHEHA, HO UMEET HEKOTOpHIE
HETOYHOCTH BBINIOJIHEHHS, CTYAEHT BJaJeeT MpPEACTABICHHBIM
MaTepuaioM, OTBEUAeT Ha 3aJaHHbIC BOPOCHI

1 Gamn - nabopatopHas paboTa B LIEJIOM BBHINOJNHEHA, OAHAKO B
mporecce  BBINOJIHEHHUS — J1a0OpaTOpHOM  pabOoTBl  JOIMYIICHBI
CYIIECTBEHHBI OMIMOKH, CTYACHT ciabo BiaxeeT WHpOpPMAaILUEH Mo
TeMe, TIPH OTBETE UCIOJB3YET 3arOTOBICHHBIN TEKCT, 3aTPyAHACTCS C
OTBETaMH Ha 3aJjaBaeMbl€ BOIIPOCHI
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YposeHn
MIPHIIOKEHUM

Cobeceno
BaHUE

CobecenoBanue npeamnonaraet
OpraHu3anuio Oecepl MpernoaaBaTess
CO CTyACHTaMH IO BOIIPOCaM
MPaKTUUECKOTO 3aHTHUS C LENbI0 Ooee
0OCTOSITENBHOTO BBISIBJICHUS UX 3HAHUHN
0 OTIpeIeICHHOMY pa3zeny, TeMe,
npobneme u T.I. Bee wieHsl rpynnst
MOTYT Y4acTBOBAaThb B 00CYKJICHHH,
100aBIATh HHPOPMALTHIO,
TMCKYTHPOBATb, 33/1aBaThb BOIIPOCH U
T.A.

VYCTHBIN 0npOC MOXKET IPUMEHSATHCS B
pa3nuyHbIX popMax: GpPOHTAIBHBIH,
WHAWBUAYaTbHBINA, KOMOMHUPOBAHHBIN.
OcCHOBHBIE Ka4ecTBa YCTHOTO OTBETa
HOJJIEKALIETO OLIEHKE:

- IPaBUJIBHOCTH OTBETA I10
COZICPIKaHHMIO;

- IOJTHOTA W TITyOMHA OTBETA;

- CO3HATENBHOCTh OTBETA;

- JIOTHKa U3JI0KEHUSI MaTepuaa;

- pPaMOHaIBHOCTH UCTIOIB30BaHHBIX
MIPUEMOB U CIIOCOOOB PEIICHUS
MOCTaBJICHHON y4eOHOH 3a/1auu;

- CBOCBPEMEHHOCTD U 3()()EKTUBHOCTD
WCTIOJIb30BaHUs HATTISIIHBIX TOCOOUH 1
TEXHUYECKUX CPEICTB MPU OTBETE;

- MCTIOJIb30BaHKE JIOTIOIHUTEIBHOTO
Marepuana;

- pPaMOHaIbHOCTH UCTIONB30BAHMUS
BpPEMEHH, OTBEICHHOTO Ha 3a/1aHUeE.

2 Gaia - CTYICHT yMeeT IPUMEHSTh
MOJTYYEHHYIO NIPU TIOATOTOBKE K
MPAaKTUIECKOMY 3aHSTHIO
nHpOPMAINIO, OTBEYATh Ha
OOJIBIIMHCTBO BOIIPOCOB, BECTH
JUCKYCCHIO C UCTIO.

1 Gamn — cTyaeHT Bnageet
TEOPETUYECKUM MaTepUaoM MO TeMe
MPaKTUYECKOTO 3aHATHUS, HHOTIA
3aTpyAHSETCS IPU OTBETE Ha BOIPOCHI,
HE yMeeT cOpMyIUPOBaTh CBOIO
TOYKY 3pEHUS Ha 00CYKIaeMyI0
npobiemy

Ecnu cryneHt He Bnaneet
npo0IeMaTuKol MPaKTHYECKOTO
3aHATHSI, HE MOXET OTBeYaTh Ha
BOIIPOCHI, 3a4YNTHIBAET OTBET IO
Hale4aTaHHOMY TEKCTY — OTBET
0aJjulaMH He OLICHHUBAETCA.




30

Jlaboparo
pHast
pabora

JlaGoparopHbie pabOTHI BBIMOIHAIOTCS M0 TEMaTHKE MPAaKTHYECKUX
3aHATHH.

3 Oamna — naboparopHas paboTa BBIOJHEHA B IOJHOM OOBEME,
CTYACHT CBOOOJHO BJajgeeT MaTepHalioM, AEMOHCTPHUPYET IITyOOKHe,
CHCTEMaTU3UPOBAHHBIC 3HAHUS, CBOOOJHO OTBEYAECT HA BOIPOCHI
UCTIONB3Ys NPO(EeCCHOHATBHYIO TEPMUHOIOTHIO

2 Oamna — naboparopHast paboTa BBHINOJHEHA, HO UMEET HEKOTOpHIE
HETOYHOCTH BBINIOJIHEHHS, CTYAEHT BJaJeeT MpPEACTABICHHBIM
MaTepuaioM, OTBEUAeT Ha 3aJaHHbIC BOPOCHI

1 Gamn - nabopatopHas paboTa B LIEJIOM BBHINOJNHEHA, OAHAKO B
mporecce  BBINOJIHEHHUS — J1a0OpaTOpHOM  pabOoTBl  JOIMYIICHBI
CYIIECTBEHHBI OMIMOKH, CTYACHT ciabo BiaxeeT WHpOpPMAaILUEH Mo
TeMe, TIPH OTBETE UCIOJB3YET 3arOTOBICHHBIN TEKCT, 3aTPyAHACTCS C
OTBETaMH Ha 3aJjaBaeMbl€ BOIIPOCHI

10.

9TO0 CcETh

TecTupoB

aHue(KOH

TPOJILHBI
i cpe3)

TecT cOCTOUT U3 BOMPOCOB C BLIOOPOM OTBETA.

4-5 0OammoB - CTYOEHT MpaBWIBLHO OTBe4daeT Oomee uem Ha 90%
BOIIPOCOB.

3 Oamma — cTymeHT mpaBwibHO oTBeyaeT Ha 50-80% BompocoB B
TecTe.

2 Oanna - CTyIeHT nmpaBuiIbHO oTBedaeT Ha 30-50% BompocoB.

1 Gamn - cTymeHT mpaBWIIBHO OTBedaeT Ha 25-30% BOmpoCoB B TecTe.
Menee 25% mpaBHIIbHBIX OTBETOB OAJJTOB HE JAET.

Jlaboparo
pHast
pabora

JlaGoparopHble pabOTHI BBIMOJIHAIOTCS M0 TEMaTHKE MPAKTUYECKUX
3aHATHH.

3 Oamna — naboparopHas paboTa BBINOJHEHA B IOJHOM OOBEME,
CTYACHT CBOOOJHO BJlajeeT MaTepHalioM, AEMOHCTPHUPYET IITyOOKHe,
CHCTEMaTU3UPOBAHHBIC 3HAHUSA, CBOOOJHO OTBEYAECT HA BOIPOCHI
UCTIONB3YS NPO(EeCCHOHATBHYIO TEPMUHOIOTHIO

2 Oamna — naboparopHast paboTa BBHINOJHEHA, HO UMEET HEKOTOpHIC
HETOYHOCTH BBINOJIHEHHS, CTYAEHT BJaJeeT MpPEACTABICHHBIM
MaTepuaioM, OTBEUAET Ha 3aJaHHbIC BOPOCHI

1 Gamn - nabopatopHas paboTa B LIEJIOM BBHINOJNHEHA, OAHAKO B
mporiecce  BBINOJIHEHHUS — J1a0OpaTOpHOM  pabOTBl  JOIMYIICHBI
CYIIECTBEHHBI OMIMOKH, CTYACHT ciabo BiaxeeT WHPOpPMAaLUEH Mo
TeMe, TIPH OTBETE UCIIONB3YET 3arO0TOBICHHBIN TEKCT, 3aTPyAHACTCS C
OTBETaMH Ha 3aJjaBaeMbl€ BOIIPOCHI
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Cobeceno
BaHUE

CobecenoBanue npeamnonaraet
OpraHu3anuio Oecepl MpernoaaBaTess
CO CTyACHTaMH IO BOIIPOCaM
MPaKTUUECKOTO 3aHTHUS C LENbI0 Ooee
0OCTOSITENBHOTO BBISIBJICHUS UX 3HAHUHN
0 OTIpeIeICHHOMY pa3zeny, TeMe,
npobneme u T.I. Bee wieHsl rpynnst
MOTYT Y4acTBOBAaThb B 00CYKJICHHH,
100aBIATh HHPOPMALTHIO,
TMCKYTHPOBATb, 33/1aBaThb BOIIPOCH U
T.A.

VYCTHBIN 0npOC MOXKET IPUMEHSATHCS B
pa3nuyHbIX popMax: GpPOHTAIBHBIH,
WHAWBUAYaTbHBINA, KOMOMHUPOBAHHBIN.
OcCHOBHBIE Ka4ecTBa YCTHOTO OTBETa
HOJJIEKALIETO OLIEHKE:

- IPaBUJIBHOCTH OTBETA I10
COZICPIKaHHMIO;

- IOJTHOTA W TITyOMHA OTBETA;

- CO3HATENBHOCTh OTBETA;

- JIOTHKa U3JI0KEHUSI MaTepuaa;

- pPaMOHaIBHOCTH UCTIOIB30BaHHBIX
MIPUEMOB U CIIOCOOOB PEIICHUS
MOCTaBJICHHON y4eOHOH 3a/1auu;

- CBOCBPEMEHHOCTD U 3()()EKTUBHOCTD
WCTIOJIb30BaHUs HATTISIIHBIX TOCOOUH 1
TEXHUYECKUX CPEICTB MPU OTBETE;

- MCTIOJIb30BaHKE JIOTIOIHUTEIBHOTO
Marepuana;

- pPaMOHaIbHOCTH UCTIONB30BAHMUS
BpPEMEHH, OTBEICHHOTO Ha 3a/1aHUeE.

2 Gaia - CTYICHT yMeeT IPUMEHSTh
MOJTYYEHHYIO NIPU TIOATOTOBKE K
MPAaKTUIECKOMY 3aHSTHIO
nHpOPMAINIO, OTBEYATh Ha
OOJIBIIMHCTBO BOIIPOCOB, BECTH
JUCKYCCHIO C UCTIO.

1 Gamn — cTyaeHT Bnageet
TEOPETUYECKUM MaTepUaoM MO TeMe
MPaKTUYECKOTO 3aHATHUS, HHOTIA
3aTpyAHSETCS IPU OTBETE Ha BOIPOCHI,
HE yMeeT cOpMyIUPOBaTh CBOIO
TOYKY 3pEHUS Ha 00CYKIaeMyI0
npobiemy

Ecnu cryneHt He Bnaneet
npo0IeMaTuKol MPaKTHYECKOTO
3aHATHSI, HE MOXET OTBeYaTh Ha
BOIIPOCHI, 3a4YNTHIBAET OTBET IO
Hale4aTaHHOMY TEKCTY — OTBET
0aJjulaMH He OLICHHUBAETCA.

11.

ITocemaeMocThb

10

10 6amnoB — crynent nocetnn Bce 100% 3ansaTHit

7-9 GannoB — cTyaeHT nmoceTws He MeHee 80% 3aHATHil

4-6 6amioB — cTyneHT nmocetun He Mmeree 50% 3aHaTuit

1-3 Gamnnma — CTyIeHT moceTH1 He MeHee 25% 3aHaTuit

Ecnu ctynenT nmocetun meHee 25% 3aHATHIA, OAJUTBI HE HAUUCIISIFOTCS




32

12. [IpemuansHbie OaIbl 20 JlononHuTENbHBIE TPEMUATBHBIE OAJUIBI MOTYT OBITh HAYHCIICHBI:
- 3a TIPOEKT, BBHINOJHEHHBIH TO 3aka3dy paboromarenss W
peann3oBaHHBIN Ha IpakTHKe — 20 6aJoB;
- MOCTOSHHAs aKTWBHOCTh BO BpeMsl IMpakTHUECKHX 3aHsATHi — 10
0aIoB;
- TIOJTHOCTHIO MOATOTOBJIICHHAS K MyONHMKAllUM CTaThsi 110 TEMaTukKe B
pamMKax qUCIUILTUHBL — 10 6aos;
- y4acTue ¢ JIOKJIaZIOM BO BCEPOCCHHCKON ONMMIIMAJAE IO TEMAaTHKe
n3ydaeMoit qucturuiuHe — 20 0amios;
- yJacThe B BBICTaBKE 10 TEMAaTUKE U3ydyaeMOW TUCIHILTUHBI — 20
0aIoB;
- myOnuKarusi CTaThM 10 TEMAaTUKE W3ydyaeMOW JTUCIMILTUHBI B
cOOpHUKE CTyA€HYEeCKHX paboT / MarepualaX BCEPOCCHICKON
koH(epeHyHn / xxypHane u3 nepeuns BAK —10/15/20
13. OTBeT Ha dK3aMeHE 30 10-17 GammoB — CTYIEHT PAcCKPHLI OCHOBHBIE BOIIPOCHI W 3aJaHUS
OwsieTa Ha OIIEHKY «yJOBIETBOPUTEIHHO»
18-24 GammoB — CTYIEHT PACKPHLI OCHOBHBIEC BOIIPOCHI W 3aJaHUS
OmeTa Ha OICHKY «XOPOIIIOY,
25-30 6GamroB — CTYIEHT pacKphUl OCHOBHBIC BOTPOCHI M 3aJaHUS
OusieTa Ha OIIEHKY «OTIUIHOM.
14. |MunuBunyanbHbIC 3aJaHUSA, 20 Pemenue ketica (10 6aioB)
C TMIOMOILBIO0 KOTOPBIX [Ipoxoxxnenne TtectupoBanus (30 BOMPOCOB) MO BCEMY Kypcy
MOXKHO HaOpaTh mucturinHbl (10 6amos)
JIOTIOJTHUTEITEHBIC OaJLThI
15. HUroro 3a cemectp 100
4 cemectp
* moceniaemocts — 10 6amnoB
*  TeKylMi KoHTpoIsb — 50 OaoB
*  KOHTPOJIbHBIE Cpe3bl — 2 cpe3a Mo 5 0aioB Kaxablil
* npemuanbHble 6amiel — 20 6amIoB
* OTBeT Ha ’Kk3aMeHe: He Ooinee 30 OamioB
Pacnipenenenne 6amioB 1Mo 3a1aHUsIM:
No  [HaszBanue Ttembl | DopMbl Max. Mertoauka mpoBeICHUS 3aHATUS U OLICHKU
Te | /BHJI y4eOHOH |TEKyIEro | KoJI-BO
MBI paboThI KOHTpoJisi | 0asuioB

/ cpe3sl
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KommyTHpyeMbt
€ ceTu

Cobeceno
BaHUE

CobecenoBanue npeamnonaraet
OpraHu3anuio Oecepl MpernoaaBaTess
CO CTyACHTaMH IO BOIIPOCaM
MPaKTUUECKOTO 3aHTHUS C LENbI0 Ooee
0OCTOSITENBHOTO BBISIBJICHUS UX 3HAHUHN
0 OTIpeIeICHHOMY pa3zeny, TeMe,
npobneme u T.I. Bee wieHsl rpynnst
MOTYT Y4acTBOBAaThb B 00CYKJICHHH,
100aBIATh HHPOPMALTHIO,
TMCKYTHPOBATb, 33/1aBaThb BOIIPOCH U
T.A.

VYCTHBIN 0npOC MOXKET IPUMEHSATHCS B
pa3nuyHbIX popMax: GpPOHTAIBHBIH,
WHAWBUAYaTbHBINA, KOMOMHUPOBAHHBIN.
OcCHOBHBIE Ka4ecTBa YCTHOTO OTBETa
HOJJIEKALIETO OLIEHKE:

- IPaBUJIBHOCTH OTBETA I10
COZICPIKaHHMIO;

- IOJTHOTA W TITyOMHA OTBETA;

- CO3HATENBHOCTh OTBETA;

- JIOTHKa U3JI0KEHUSI MaTepuaa;

- pPaMOHaIBHOCTH UCTIOIB30BaHHBIX
MIPUEMOB U CIIOCOOOB PEIICHUS
MOCTaBJICHHON y4eOHOH 3a/1auu;

- CBOCBPEMEHHOCTD U 3()()EKTUBHOCTD
WCTIOJIb30BaHUs HATTISIIHBIX TOCOOUH 1
TEXHUYECKUX CPEICTB MPU OTBETE;

- MCTIOJIb30BaHKE JIOTIOIHUTEIBHOTO
Marepuana;

- pPaMOHaIbHOCTH UCTIONB30BAHMUS
BpPEMEHH, OTBEICHHOTO Ha 3a/1aHUeE.

2 Gaia - CTYICHT yMeeT IPUMEHSTh
MOJTYYEHHYIO NIPU TIOATOTOBKE K
MPAaKTUIECKOMY 3aHSTHIO
nHpOPMAINIO, OTBEYATh Ha
OOJIBIIMHCTBO BOIIPOCOB, BECTH
JUCKYCCHIO C UCTIO.

1 Gamn — cTyaeHT Bnageet
TEOPETUYECKUM MaTepUaoM MO TeMe
MPaKTUYECKOTO 3aHATHUS, HHOTIA
3aTpyAHSETCS IPU OTBETE Ha BOIPOCHI,
HE yMeeT cOpMyIUPOBaTh CBOIO
TOYKY 3pEHUS Ha 00CYKIaeMyI0
npobiemy

Ecnu cryneHt He Bnaneet
npo0IeMaTuKol MPaKTHYECKOTO
3aHATHSI, HE MOXET OTBeYaTh Ha
BOIIPOCHI, 3a4YNTHIBAET OTBET IO
Hale4aTaHHOMY TEKCTY — OTBET
0aJjulaMH He OLICHHUBAETCA.




34

Jlaboparo
pHast
pabora

JlaGoparopHbie pabOTHI BBIMOIHAIOTCS M0 TEMaTHKE MPAaKTHYECKUX
3aHATHH.

3 Oamna — naboparopHas paboTa BBIOJHEHA B IOJHOM OOBEME,
CTYACHT CBOOOJHO BJajgeeT MaTepHalioM, AEMOHCTPHUPYET IITyOOKHe,
CHCTEMaTU3UPOBAHHBIC 3HAHUS, CBOOOJHO OTBEYAECT HA BOIPOCHI
UCTIONB3Ys NPO(EeCCHOHATBHYIO TEPMUHOIOTHIO

2 Oamna — naboparopHast paboTa BBHINOJHEHA, HO UMEET HEKOTOpHIE
HETOYHOCTH BBINIOJIHEHHS, CTYAEHT BJaJeeT MpPEACTABICHHBIM
MaTepuaioM, OTBEUAeT Ha 3aJaHHbIC BOPOCHI

1 Gamn - nabopatopHas paboTa B LIEJIOM BBHINOJNHEHA, OAHAKO B
mporecce  BBINOJIHEHHUS — J1a0OpaTOpHOM  pabOoTBl  JOIMYIICHBI
CYIIECTBEHHBI OMIMOKH, CTYACHT ciabo BiaxeeT WHpOpPMAaILUEH Mo
TeMe, TIPH OTBETE UCIOJB3YET 3arOTOBICHHBIN TEKCT, 3aTPyAHACTCS C
OTBETaMH Ha 3aJjaBaeMbl€ BOIIPOCHI
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OcHoBHEBIE
KOHLEMINU ’
HacTpoiika
KOMMYyTaropa

Cobeceno
BaHUE

CobecenoBanue npeamnonaraet
OpraHu3anuio Oecepl MpernoaaBaTess
CO CTyACHTaMH IO BOIIPOCaM
MPaKTUUECKOTO 3aHTHUS C LENbI0 Ooee
0OCTOSITENBHOTO BBISIBJICHUS UX 3HAHUHN
0 OTIpeIeICHHOMY pa3zeny, TeMe,
npobneme u T.I. Bee wieHsl rpynnst
MOTYT Y4acTBOBAaThb B 00CYKJICHHH,
100aBIATh HHPOPMALTHIO,
TMCKYTHPOBATb, 33/1aBaThb BOIIPOCH U
T.A.

VYCTHBIN 0npOC MOXKET IPUMEHSATHCS B
pa3nuyHbIX popMax: GpPOHTAIBHBIH,
WHAWBUAYaTbHBINA, KOMOMHUPOBAHHBIN.
OcCHOBHBIE Ka4ecTBa YCTHOTO OTBETa
HOJJIEKALIETO OLIEHKE:

- IPaBUJIBHOCTH OTBETA I10
COZICPIKaHHMIO;

- IOJTHOTA W TITyOMHA OTBETA;

- CO3HATENBHOCTh OTBETA;

- JIOTHKa U3JI0KEHUSI MaTepuaa;

- pPaMOHaIBHOCTH UCTIOIB30BaHHBIX
MIPUEMOB U CIIOCOOOB PEIICHUS
MOCTaBJICHHON y4eOHOH 3a/1auu;

- CBOCBPEMEHHOCTD U 3()()EKTUBHOCTD
WCTIOJIb30BaHUs HATTISIIHBIX TOCOOUH 1
TEXHUYECKUX CPEICTB MPU OTBETE;

- MCTIOJIb30BaHKE JIOTIOIHUTEIBHOTO
Marepuana;

- pPaMOHaIbHOCTH UCTIONB30BAHMUS
BpPEMEHH, OTBEICHHOTO Ha 3a/1aHUeE.

2 Gaia - CTYICHT yMeeT IPUMEHSTh
MOJTYYEHHYIO NIPU TIOATOTOBKE K
MPAaKTUIECKOMY 3aHSTHIO
nHpOPMAINIO, OTBEYATh Ha
OOJIBIIMHCTBO BOIIPOCOB, BECTH
JUCKYCCHIO C UCTIO.

1 Gamn — cTyaeHT Bnageet
TEOPETUYECKUM MaTepUaoM MO TeMe
MPaKTUYECKOTO 3aHATHUS, HHOTIA
3aTpyAHSETCS IPU OTBETE Ha BOIPOCHI,
HE yMeeT cOpMyIUPOBaTh CBOIO
TOYKY 3pEHUS Ha 00CYKIaeMyI0
npobiemy

Ecnu cryneHt He Bnaneet
npo0IeMaTuKol MPaKTHYECKOTO
3aHATHSI, HE MOXET OTBeYaTh Ha
BOIIPOCHI, 3a4YNTHIBAET OTBET IO
Hale4aTaHHOMY TEKCTY — OTBET
0aJjulaMH He OLICHHUBAETCA.
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Jlaboparo
pHast
pabora

JlaGoparopHbie pabOTHI BBIMOIHAIOTCS M0 TEMaTHKE MPAaKTHYECKUX
3aHATHH.

3 Oamna — naboparopHas paboTa BBIOJHEHA B IOJHOM OOBEME,
CTYACHT CBOOOJHO BJajgeeT MaTepHalioM, AEMOHCTPHUPYET IITyOOKHe,
CHCTEMaTU3UPOBAHHBIC 3HAHUS, CBOOOJHO OTBEYAECT HA BOIPOCHI
UCTIONB3Ys NPO(EeCCHOHATBHYIO TEPMUHOIOTHIO

2 Oamna — naboparopHast paboTa BBHINOJHEHA, HO UMEET HEKOTOpHIE
HETOYHOCTH BBINIOJIHEHHS, CTYAEHT BJaJeeT MpPEACTABICHHBIM
MaTepuaioM, OTBEUAeT Ha 3aJaHHbIC BOPOCHI

1 Gamn - nabopatopHas paboTa B LIEJIOM BBHINOJNHEHA, OAHAKO B
mporecce  BBINOJIHEHHUS — J1a0OpaTOpHOM  pabOoTBl  JOIMYIICHBI
CYIIECTBEHHBI OMIMOKH, CTYACHT ciabo BiaxeeT WHpOpPMAaILUEH Mo
TeMe, TIPH OTBETE UCIOJB3YET 3arOTOBICHHBIN TEKCT, 3aTPyAHACTCS C
OTBETaMH Ha 3aJjaBaeMbl€ BOIIPOCHI

Bupryanbnsie
TTOKaJbHBIE CETH
VLAN

Jlabopato
pHas
pabora

JlaboparopHble pabOTHI BBHIMOIHAIOTCA O TEMAaTHKE MPAKTUIECKUX
3aHATHUI.

3 Oamra — maboparopHas paboTa BBITOJIHEHA B TIOJHOM OOBEME,
CTyZEHT CBOOOIHO BIIajeeT MarepHalioM, IEMOHCTPUpPYET TIIyOoKue,
CHUCTEMaTH3UPOBAaHHBIE 3HAHUS, CBOOONHO OTBEYAaeT HA BOIPOCHI
UCTIONB3YS TPO(ECCUOHATBHYIO TEPMUHOIOTHIO

2 Oamra — mabopartopHasi paboTa BBITTOJIHEHA, HO UMEET HEKOTOPHIE
HETOYHOCTH BBINIOJIHEHUS, CTYACHT BiaJleeT MpPeACTaBICHHBIM
MaTepHaloM, OTBEYaeT Ha 3aJaHHbIE BOMIPOCHI

1 6amn - maboparopHas paboTa B II€JIOM BBINTOJHEHA, OTHAKO B
MpoIecce  BHINIOJHEHUS  JTaOOpaTOpHOW  pabOTHl  JIOIYIICHBI
CYIIECTBCHHBI OMMOKH, CTYIEHT ciaabo BiazeeT mMHGOpMAINUEH I10
TeMe, IIPH OTBETE HCIIONB3YeT 3arOTOBICHHBIN TEKCT, 3aTPYOHIETCS C
OTBETaMH Ha 3a/laBaeMbI€ BOTIPOCHI

TecTupon

aHue(KOoH

TPOJIBLHBI
i cpe3)

TecT cOCTOUT U3 BOTIPOCOB C BEIOOPOM OTBETA.

4-5 0amnoB - CTYIEHT NpaBWIBHO OTBedaeT Oojee ueM Ha 90%
BOIIPOCOB.

3 Oamma — cTygeHT mpaBwibHO oTBedaeT Ha 50-80% BompocoB B
TecTe.

2 Gaia - CTyIeHT npaBuiIbHO oTBedaeT Ha 30-50% Bompocos.

1 Gann - cTyneHT npaBUIIbHO OTBedaeT Ha 25-30% BompocoB B TecTe.
Mesnee 25% MpaBUWIBHBIX OTBETOB 0AJLIOB HE JACT.
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Cobeceno
BaHUE

CobecenoBanue npeamnonaraet
OpraHu3anuio Oecepl MpernoaaBaTess
CO CTyACHTaMH IO BOIIPOCaM
MPaKTUUECKOTO 3aHTHUS C LENbI0 Ooee
0OCTOSITENBHOTO BBISIBJICHUS UX 3HAHUHN
0 OTIpeIeICHHOMY pa3zeny, TeMe,
npobneme u T.I. Bee wieHsl rpynnst
MOTYT Y4acTBOBAaThb B 00CYKJICHHH,
100aBIATh HHPOPMALTHIO,
TMCKYTHPOBATb, 33/1aBaThb BOIIPOCH U
T.A.

VYCTHBIN 0npOC MOXKET IPUMEHSATHCS B
pa3nuyHbIX popMax: GpPOHTAIBHBIH,
WHAWBUAYaTbHBINA, KOMOMHUPOBAHHBIN.
OcCHOBHBIE Ka4ecTBa YCTHOTO OTBETa
HOJJIEKALIETO OLIEHKE:

- IPaBUJIBHOCTH OTBETA I10
COZICPIKaHHMIO;

- IOJTHOTA W TITyOMHA OTBETA;

- CO3HATENBHOCTh OTBETA;

- JIOTHKa U3JI0KEHUSI MaTepuaa;

- pPaMOHaIBHOCTH UCTIOIB30BaHHBIX
MIPUEMOB U CIIOCOOOB PEIICHUS
MOCTaBJICHHON y4eOHOH 3a/1auu;

- CBOCBPEMEHHOCTD U 3()()EKTUBHOCTD
WCTIOJIb30BaHUs HATTISIIHBIX TOCOOUH 1
TEXHUYECKUX CPEICTB MPU OTBETE;

- MCTIOJIb30BaHKE JIOTIOIHUTEIBHOTO
Marepuana;

- pPaMOHaIbHOCTH UCTIONB30BAHMUS
BpPEMEHH, OTBEICHHOTO Ha 3a/1aHUeE.

2 Gaia - CTYICHT yMeeT IPUMEHSTh
MOJTYYEHHYIO NIPU TIOATOTOBKE K
MPAaKTUIECKOMY 3aHSTHIO
nHpOPMAINIO, OTBEYATh Ha
OOJIBIIMHCTBO BOIIPOCOB, BECTH
JUCKYCCHIO C UCTIO.

1 Gamn — cTyaeHT Bnageet
TEOPETUYECKUM MaTepUaoM MO TeMe
MPaKTUYECKOTO 3aHATHUS, HHOTIA
3aTpyAHSETCS IPU OTBETE Ha BOIPOCHI,
HE yMeeT cOpMyIUPOBaTh CBOIO
TOYKY 3pEHUS Ha 00CYKIaeMyI0
npobiemy

Ecnu cryneHt He Bnaneet
npo0IeMaTuKol MPaKTHYECKOTO
3aHATHSI, HE MOXET OTBeYaTh Ha
BOIIPOCHI, 3a4YNTHIBAET OTBET IO
Hale4aTaHHOMY TEKCTY — OTBET
0aJjulaMH He OLICHHUBAETCA.
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Mapuipytuzanu
s Mexay VLAN

Jlaboparo
pHast
pabora

JlaGoparopHbie pabOTHI BBIMOIHAIOTCS M0 TEMaTHKE MPAaKTHYECKUX
3aHATHH.

3 Oamna — naboparopHas paboTa BBIOJHEHA B IOJHOM OOBEME,
CTYACHT CBOOOJHO BJajgeeT MaTepHalioM, AEMOHCTPHUPYET IITyOOKHe,
CHCTEMaTU3UPOBAHHBIC 3HAHUS, CBOOOJHO OTBEYAECT HA BOIPOCHI
UCTIONB3Ys NPO(EeCCHOHATBHYIO TEPMUHOIOTHIO

2 Oamna — naboparopHast paboTa BBHINOJHEHA, HO UMEET HEKOTOpHIE
HETOYHOCTH BBINIOJIHEHHS, CTYAEHT BJaJeeT MpPEACTABICHHBIM
MaTepuaioM, OTBEUAeT Ha 3aJaHHbIC BOPOCHI

1 Gamn - nabopatopHas paboTa B LIEJIOM BBHINOJNHEHA, OAHAKO B
mporecce  BBINOJIHEHHUS — J1a0OpaTOpHOM  pabOoTBl  JOIMYIICHBI
CYIIECTBEHHBI OMIMOKH, CTYACHT ciabo BiaxeeT WHpOpPMAaILUEH Mo
TeMe, TIPH OTBETE UCIOJB3YET 3arOTOBICHHBIN TEKCT, 3aTPyAHACTCS C
OTBETaMH Ha 3aJjaBaeMbl€ BOIIPOCHI
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Cobeceno
BaHUE

CobecenoBanue npeamnonaraet
OpraHu3anuio Oecepl MpernoaaBaTess
CO CTyACHTaMH IO BOIIPOCaM
MPaKTUUECKOTO 3aHTHUS C LENbI0 Ooee
0OCTOSITENBHOTO BBISIBJICHUS UX 3HAHUHN
0 OTIpeIeICHHOMY pa3zeny, TeMe,
npobneme u T.I. Bee wieHsl rpynnst
MOTYT Y4acTBOBAaThb B 00CYKJICHHH,
100aBIATh HHPOPMALTHIO,
TMCKYTHPOBATb, 33/1aBaThb BOIIPOCH U
T.A.

VYCTHBIN 0npOC MOXKET IPUMEHSATHCS B
pa3nuyHbIX popMax: GpPOHTAIBHBIH,
WHAWBUAYaTbHBINA, KOMOMHUPOBAHHBIN.
OcCHOBHBIE Ka4ecTBa YCTHOTO OTBETa
HOJJIEKALIETO OLIEHKE:

- IPaBUJIBHOCTH OTBETA I10
COZICPIKaHHMIO;

- IOJTHOTA W TITyOMHA OTBETA;

- CO3HATENBHOCTh OTBETA;

- JIOTHKa U3JI0KEHUSI MaTepuaa;

- pPaMOHaIBHOCTH UCTIOIB30BaHHBIX
MIPUEMOB U CIIOCOOOB PEIICHUS
MOCTaBJICHHON y4eOHOH 3a/1auu;

- CBOCBPEMEHHOCTD U 3()()EKTUBHOCTD
WCTIOJIb30BaHUs HATTISIIHBIX TOCOOUH 1
TEXHUYECKUX CPEICTB MPU OTBETE;

- MCTIOJIb30BaHKE JIOTIOIHUTEIBHOTO
Marepuana;

- pPaMOHaIbHOCTH UCTIONB30BAHMUS
BpPEMEHH, OTBEICHHOTO Ha 3a/1aHUeE.

2 Gaia - CTYICHT yMeeT IPUMEHSTh
MOJTYYEHHYIO NIPU TIOATOTOBKE K
MPAaKTUIECKOMY 3aHSTHIO
nHpOPMAINIO, OTBEYATh Ha
OOJIBIIMHCTBO BOIIPOCOB, BECTH
JUCKYCCHIO C UCTIO.

1 Gamn — cTyaeHT Bnageet
TEOPETUYECKUM MaTepUaoM MO TeMe
MPaKTUYECKOTO 3aHATHUS, HHOTIA
3aTpyAHSETCS IPU OTBETE Ha BOIPOCHI,
HE yMeeT cOpMyIUPOBaTh CBOIO
TOYKY 3pEHUS Ha 00CYKIaeMyI0
npobiemy

Ecnu cryneHt He Bnaneet
npo0IeMaTuKol MPaKTHYECKOTO
3aHATHSI, HE MOXET OTBeYaTh Ha
BOIIPOCHI, 3a4YNTHIBAET OTBET IO
Hale4aTaHHOMY TEKCTY — OTBET
0aJjulaMH He OLICHHUBAETCA.
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Cratnueckasg
MapuipyTU3anus

Cobeceno
BaHUE

CobecenoBanue npeamnonaraet
OpraHu3anuio Oecepl MpernoaaBaTess
CO CTyACHTaMH IO BOIIPOCaM
MPaKTUUECKOTO 3aHTHUS C LENbI0 Ooee
0OCTOSITENBHOTO BBISIBJICHUS UX 3HAHUHN
0 OTIpeIeICHHOMY pa3zeny, TeMe,
npobneme u T.I. Bee wieHsl rpynnst
MOTYT Y4acTBOBAaThb B 00CYKJICHHH,
100aBIATh HHPOPMALTHIO,
TMCKYTHPOBATb, 33/1aBaThb BOIIPOCH U
T.A.

VYCTHBIN 0npOC MOXKET IPUMEHSATHCS B
pa3nuyHbIX popMax: GpPOHTAIBHBIH,
WHAWBUAYaTbHBINA, KOMOMHUPOBAHHBIN.
OcCHOBHBIE Ka4ecTBa YCTHOTO OTBETa
HOJJIEKALIETO OLIEHKE:

- IPaBUJIBHOCTH OTBETA I10
COZICPIKaHHMIO;

- IOJTHOTA W TITyOMHA OTBETA;

- CO3HATENBHOCTh OTBETA;

- JIOTHKa U3JI0KEHUSI MaTepuaa;

- pPaMOHaIBHOCTH UCTIOIB30BaHHBIX
MIPUEMOB U CIIOCOOOB PEIICHUS
MOCTaBJICHHON y4eOHOH 3a/1auu;

- CBOCBPEMEHHOCTD U 3()()EKTUBHOCTD
WCTIOJIb30BaHUs HATTISIIHBIX TOCOOUH 1
TEXHUYECKUX CPEICTB MPU OTBETE;

- MCTIOJIb30BaHKE JIOTIOIHUTEIBHOTO
Marepuana;

- pPaMOHaIbHOCTH UCTIONB30BAHMUS
BpPEMEHH, OTBEICHHOTO Ha 3a/1aHUeE.

2 Gaia - CTYICHT yMeeT IPUMEHSTh
MOJTYYEHHYIO NIPU TIOATOTOBKE K
MPAaKTUIECKOMY 3aHSTHIO
nHpOPMAINIO, OTBEYATh Ha
OOJIBIIMHCTBO BOIIPOCOB, BECTH
JUCKYCCHIO C UCTIO.

1 Gamn — cTyaeHT Bnageet
TEOPETUYECKUM MaTepUaoM MO TeMe
MPaKTUYECKOTO 3aHATHUS, HHOTIA
3aTpyAHSETCS IPU OTBETE Ha BOIPOCHI,
HE yMeeT cOpMyIUPOBaTh CBOIO
TOYKY 3pEHUS Ha 00CYKIaeMyI0
npobiemy

Ecnu cryneHt He Bnaneet
npo0IeMaTuKol MPaKTHYECKOTO
3aHATHSI, HE MOXET OTBeYaTh Ha
BOIIPOCHI, 3a4YNTHIBAET OTBET IO
Hale4aTaHHOMY TEKCTY — OTBET
0aJjulaMH He OLICHHUBAETCA.
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Jlaboparo
pHast
pabora

JlaGoparopHbie pabOTHI BBIMOIHAIOTCS M0 TEMaTHKE MPAaKTHYECKUX
3aHATHH.

3 Oamna — naboparopHas paboTa BBIOJHEHA B IOJHOM OOBEME,
CTYACHT CBOOOJHO BJajgeeT MaTepHalioM, AEMOHCTPHUPYET IITyOOKHe,
CHCTEMaTU3UPOBAHHBIC 3HAHUS, CBOOOJHO OTBEYAECT HA BOIPOCHI
UCTIONB3Ys NPO(EeCCHOHATBHYIO TEPMUHOIOTHIO

2 Oamna — naboparopHast paboTa BBHINOJHEHA, HO UMEET HEKOTOpHIE
HETOYHOCTH BBINIOJIHEHHS, CTYAEHT BJaJeeT MpPEACTABICHHBIM
MaTepuaioM, OTBEUAeT Ha 3aJaHHbIC BOPOCHI

1 Gamn - nabopatopHas paboTa B LIEJIOM BBHINOJNHEHA, OAHAKO B
mporecce  BBINOJIHEHHUS — J1a0OpaTOpHOM  pabOoTBl  JOIMYIICHBI
CYIIECTBEHHBI OMIMOKH, CTYACHT ciabo BiaxeeT WHpOpPMAaILUEH Mo
TeMe, TIPH OTBETE UCIOJB3YET 3arOTOBICHHBIN TEKCT, 3aTPyAHACTCS C
OTBETaMH Ha 3aJjaBaeMbl€ BOIIPOCHI

JnaaMugeckas
MapIIpy TH3AIAS

Jlabopato
pHas
pabora

JlaboparopHble pabOTHI BBHIMOIHAIOTCA O TEMAaTHKE MPAKTUIECKUX
3aHATHUI.

3 Oamra — maboparopHas paboTa BBITOJIHEHA B TIOJHOM OOBEME,
CTyZEHT CBOOOIHO BIIajeeT MarepHalioM, IEMOHCTPUpPYET TIIyOoKue,
CHUCTEMaTH3UPOBAaHHBIE 3HAHUS, CBOOONHO OTBEYAaeT HA BOIPOCHI
UCTIONB3YS TPO(ECCUOHATBHYIO TEPMUHOIOTHIO

2 Oamra — mabopartopHasi paboTa BBITTOJIHEHA, HO UMEET HEKOTOPHIE
HETOYHOCTH BBINIOJIHEHUS, CTYACHT BiaJleeT MpPeACTaBICHHBIM
MaTepHaloM, OTBEYaeT Ha 3aJaHHbIE BOMIPOCHI

1 6amn - maboparopHas paboTa B II€JIOM BBINTOJHEHA, OTHAKO B
MpoIecce  BHINIOJHEHUS  JTaOOpaTOpHOW  pabOTHl  JIOIYIICHBI
CYIIECTBCHHBI OMMOKH, CTYIEHT ciaabo BiazeeT mMHGOpMAINUEH I10
TeMe, IIPH OTBETE HCIIONB3YeT 3arOTOBICHHBIN TEKCT, 3aTPYOHIETCS C
OTBETaMH Ha 3a/laBaeMbI€ BOTIPOCHI
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Cobeceno
BaHUE

CobecenoBanue npeamnonaraet
OpraHu3anuio Oecepl MpernoaaBaTess
CO CTyACHTaMH IO BOIIPOCaM
MPaKTUUECKOTO 3aHTHUS C LENbI0 Ooee
0OCTOSITENBHOTO BBISIBJICHUS UX 3HAHUHN
0 OTIpeIeICHHOMY pa3zeny, TeMe,
npobneme u T.I. Bee wieHsl rpynnst
MOTYT Y4acTBOBAaThb B 00CYKJICHHH,
100aBIATh HHPOPMALTHIO,
TMCKYTHPOBATb, 33/1aBaThb BOIIPOCH U
T.A.

VYCTHBIN 0npOC MOXKET IPUMEHSATHCS B
pa3nuyHbIX popMax: GpPOHTAIBHBIH,
WHAWBUAYaTbHBINA, KOMOMHUPOBAHHBIN.
OcCHOBHBIE Ka4ecTBa YCTHOTO OTBETa
HOJJIEKALIETO OLIEHKE:

- IPaBUJIBHOCTH OTBETA I10
COZICPIKaHHMIO;

- IOJTHOTA W TITyOMHA OTBETA;

- CO3HATENBHOCTh OTBETA;

- JIOTHKa U3JI0KEHUSI MaTepuaa;

- pPaMOHaIBHOCTH UCTIOIB30BaHHBIX
MIPUEMOB U CIIOCOOOB PEIICHUS
MOCTaBJICHHON y4eOHOH 3a/1auu;

- CBOCBPEMEHHOCTD U 3()()EKTUBHOCTD
WCTIOJIb30BaHUs HATTISIIHBIX TOCOOUH 1
TEXHUYECKUX CPEICTB MPU OTBETE;

- MCTIOJIb30BaHKE JIOTIOIHUTEIBHOTO
Marepuana;

- pPaMOHaIbHOCTH UCTIONB30BAHMUS
BpPEMEHH, OTBEICHHOTO Ha 3a/1aHUeE.

2 Gaia - CTYICHT yMeeT IPUMEHSTh
MOJTYYEHHYIO NIPU TIOATOTOBKE K
MPAaKTUIECKOMY 3aHSTHIO
nHpOPMAINIO, OTBEYATh Ha
OOJIBIIMHCTBO BOIIPOCOB, BECTH
JUCKYCCHIO C UCTIO.

1 Gamn — cTyaeHT Bnageet
TEOPETUYECKUM MaTepUaoM MO TeMe
MPaKTUYECKOTO 3aHATHUS, HHOTIA
3aTpyAHSETCS IPU OTBETE Ha BOIPOCHI,
HE yMeeT cOpMyIUPOBaTh CBOIO
TOYKY 3pEHUS Ha 00CYKIaeMyI0
npobiemy

Ecnu cryneHt He Bnaneet
npo0IeMaTuKol MPaKTHYECKOTO
3aHATHSI, HE MOXET OTBeYaTh Ha
BOIIPOCHI, 3a4YNTHIBAET OTBET IO
Hale4aTaHHOMY TEKCTY — OTBET
0aJjulaMH He OLICHHUBAETCA.
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OSPF mnsa
OIHOI1 o0yIacTu

Cobeceno
BaHUE

CobecenoBanue npeamnonaraet
OpraHu3anuio Oecepl MpernoaaBaTess
CO CTyACHTaMH IO BOIIPOCaM
MPaKTUUECKOTO 3aHTHUS C LENbI0 Ooee
0OCTOSITENBHOTO BBISIBJICHUS UX 3HAHUHN
0 OTIpeIeICHHOMY pa3zeny, TeMe,
npobneme u T.I. Bee wieHsl rpynnst
MOTYT Y4acTBOBAaThb B 00CYKJICHHH,
100aBIATh HHPOPMALTHIO,
TMCKYTHPOBATb, 33/1aBaThb BOIIPOCH U
T.A.

VYCTHBIN 0npOC MOXKET IPUMEHSATHCS B
pa3nuyHbIX popMax: GpPOHTAIBHBIH,
WHAWBUAYaTbHBINA, KOMOMHUPOBAHHBIN.
OcCHOBHBIE Ka4ecTBa YCTHOTO OTBETa
HOJJIEKALIETO OLIEHKE:

- IPaBUJIBHOCTH OTBETA I10
COZICPIKaHHMIO;

- IOJTHOTA W TITyOMHA OTBETA;

- CO3HATENBHOCTh OTBETA;

- JIOTHKa U3JI0KEHUSI MaTepuaa;

- pPaMOHaIBHOCTH UCTIOIB30BaHHBIX
MIPUEMOB U CIIOCOOOB PEIICHUS
MOCTaBJICHHON y4eOHOH 3a/1auu;

- CBOCBPEMEHHOCTD U 3()()EKTUBHOCTD
WCTIOJIb30BaHUs HATTISIIHBIX TOCOOUH 1
TEXHUYECKUX CPEICTB MPU OTBETE;

- MCTIOJIb30BaHKE JIOTIOIHUTEIBHOTO
Marepuana;

- pPaMOHaIbHOCTH UCTIONB30BAHMUS
BpPEMEHH, OTBEICHHOTO Ha 3a/1aHUeE.

2 Gaia - CTYICHT yMeeT IPUMEHSTh
MOJTYYEHHYIO NIPU TIOATOTOBKE K
MPAaKTUIECKOMY 3aHSTHIO
nHpOPMAINIO, OTBEYATh Ha
OOJIBIIMHCTBO BOIIPOCOB, BECTH
JUCKYCCHIO C UCTIO.

1 Gamn — cTyaeHT Bnageet
TEOPETUYECKUM MaTepUaoM MO TeMe
MPaKTUYECKOTO 3aHATHUS, HHOTIA
3aTpyAHSETCS IPU OTBETE Ha BOIPOCHI,
HE yMeeT cOpMyIUPOBaTh CBOIO
TOYKY 3pEHUS Ha 00CYKIaeMyI0
npobiemy

Ecnu cryneHt He Bnaneet
npo0IeMaTuKol MPaKTHYECKOTO
3aHATHSI, HE MOXET OTBeYaTh Ha
BOIIPOCHI, 3a4YNTHIBAET OTBET IO
Hale4aTaHHOMY TEKCTY — OTBET
0aJjulaMH He OLICHHUBAETCA.
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Jlaboparo
pHast
pabora

JlaGoparopHbie pabOTHI BBIMOIHAIOTCS M0 TEMaTHKE MPAaKTHYECKUX
3aHATHH.

3 Oamna — naboparopHas paboTa BBIOJHEHA B IOJHOM OOBEME,
CTYACHT CBOOOJHO BJajgeeT MaTepHalioM, AEMOHCTPHUPYET IITyOOKHe,
CHCTEMaTU3UPOBAHHBIC 3HAHUS, CBOOOJHO OTBEYAECT HA BOIPOCHI
UCTIONB3Ys NPO(EeCCHOHATBHYIO TEPMUHOIOTHIO

2 Oamna — naboparopHast paboTa BBHINOJHEHA, HO UMEET HEKOTOpHIE
HETOYHOCTH BBINIOJIHEHHS, CTYAEHT BJaJeeT MpPEACTABICHHBIM
MaTepuaioM, OTBEUAeT Ha 3aJaHHbIC BOPOCHI

1 Gamn - nabopatopHas paboTa B LIEJIOM BBHINOJNHEHA, OAHAKO B
mporecce  BBINOJIHEHHUS — J1a0OpaTOpHOM  pabOoTBl  JOIMYIICHBI
CYIIECTBEHHBI OMIMOKH, CTYACHT ciabo BiaxeeT WHpOpPMAaILUEH Mo
TeMe, TIPH OTBETE UCIOJB3YET 3arOTOBICHHBIN TEKCT, 3aTPyAHACTCS C
OTBETaMH Ha 3aJjaBaeMbl€ BOIIPOCHI

Crucku
KOHTPOJIS
noctyma (ACL)

Jlabopato
pHas
pabora

JlaboparopHble pabOTHI BBHIMOIHAIOTCA O TEMAaTHKE MPAKTUIECKUX
3aHATHUI.

3 Oamra — maboparopHas paboTa BBITOJIHEHA B TIOJHOM OOBEME,
CTyZEHT CBOOOIHO BIIajeeT MarepHalioM, IEMOHCTPUpPYET TIIyOoKue,
CHUCTEMaTH3UPOBAaHHBIE 3HAHUS, CBOOONHO OTBEYAaeT HA BOIPOCHI
UCTIONB3YS TPO(ECCUOHATBHYIO TEPMUHOIOTHIO

2 Oamra — mabopartopHasi paboTa BBITTOJIHEHA, HO UMEET HEKOTOPHIE
HETOYHOCTH BBINIOJIHEHUS, CTYACHT BiaJleeT MpPeACTaBICHHBIM
MaTepHaloM, OTBEYaeT Ha 3aJaHHbIE BOMIPOCHI

1 6amn - maboparopHas paboTa B II€JIOM BBINTOJHEHA, OTHAKO B
MpoIecce  BHINIOJHEHUS  JTaOOpaTOpHOW  pabOTHl  JIOIYIICHBI
CYIIECTBCHHBI OMMOKH, CTYIEHT ciaabo BiazeeT mMHGOpMAINUEH I10
TeMe, IIPH OTBETE HCIIONB3YeT 3arOTOBICHHBIN TEKCT, 3aTPYOHIETCS C
OTBETaMH Ha 3a/laBaeMbI€ BOTIPOCHI
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Cobeceno
BaHUE

CobecenoBanue npeamnonaraet
OpraHu3anuio Oecepl MpernoaaBaTess
CO CTyACHTaMH IO BOIIPOCaM
MPaKTUUECKOTO 3aHTHUS C LENbI0 Ooee
0OCTOSITENBHOTO BBISIBJICHUS UX 3HAHUHN
0 OTIpeIeICHHOMY pa3zeny, TeMe,
npobneme u T.I. Bee wieHsl rpynnst
MOTYT Y4acTBOBAaThb B 00CYKJICHHH,
100aBIATh HHPOPMALTHIO,
TMCKYTHPOBATb, 33/1aBaThb BOIIPOCH U
T.A.

VYCTHBIN 0npOC MOXKET IPUMEHSATHCS B
pa3nuyHbIX popMax: GpPOHTAIBHBIH,
WHAWBUAYaTbHBINA, KOMOMHUPOBAHHBIN.
OcCHOBHBIE Ka4ecTBa YCTHOTO OTBETa
HOJJIEKALIETO OLIEHKE:

- IPaBUJIBHOCTH OTBETA I10
COZICPIKaHHMIO;

- IOJTHOTA W TITyOMHA OTBETA;

- CO3HATENBHOCTh OTBETA;

- JIOTHKa U3JI0KEHUSI MaTepuaa;

- pPaMOHaIBHOCTH UCTIOIB30BaHHBIX
MIPUEMOB U CIIOCOOOB PEIICHUS
MOCTaBJICHHON y4eOHOH 3a/1auu;

- CBOCBPEMEHHOCTD U 3()()EKTUBHOCTD
WCTIOJIb30BaHUs HATTISIIHBIX TOCOOUH 1
TEXHUYECKUX CPEICTB MPU OTBETE;

- MCTIOJIb30BaHKE JIOTIOIHUTEIBHOTO
Marepuana;

- pPaMOHaIbHOCTH UCTIONB30BAHMUS
BpPEMEHH, OTBEICHHOTO Ha 3a/1aHUeE.

2 Gaia - CTYICHT yMeeT IPUMEHSTh
MOJTYYEHHYIO NIPU TIOATOTOBKE K
MPAaKTUIECKOMY 3aHSTHIO
nHpOPMAINIO, OTBEYATh Ha
OOJIBIIMHCTBO BOIIPOCOB, BECTH
JUCKYCCHIO C UCTIO.

1 Gamn — cTyaeHT Bnageet
TEOPETUYECKUM MaTepUaoM MO TeMe
MPaKTUYECKOTO 3aHATHUS, HHOTIA
3aTpyAHSETCS IPU OTBETE Ha BOIPOCHI,
HE yMeeT cOpMyIUPOBaTh CBOIO
TOYKY 3pEHUS Ha 00CYKIaeMyI0
npobiemy

Ecnu cryneHt He Bnaneet
npo0IeMaTuKol MPaKTHYECKOTO
3aHATHSI, HE MOXET OTBeYaTh Ha
BOIIPOCHI, 3a4YNTHIBAET OTBET IO
Hale4aTaHHOMY TEKCTY — OTBET
0aJjulaMH He OLICHHUBAETCA.
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[Iporokona
DHCP

Jlaboparo
pHast
pabora

JlaGoparopHbie pabOTHI BBIMOIHAIOTCS M0 TEMaTHKE MPAaKTHYECKUX
3aHATHH.

3 Oamna — naboparopHas paboTa BBIOJHEHA B IOJHOM OOBEME,
CTYACHT CBOOOJHO BJajgeeT MaTepHalioM, AEMOHCTPHUPYET IITyOOKHe,
CHCTEMaTU3UPOBAHHBIC 3HAHUS, CBOOOJHO OTBEYAECT HA BOIPOCHI
UCTIONB3Ys NPO(EeCCHOHATBHYIO TEPMUHOIOTHIO

2 Oamna — naboparopHast paboTa BBHINOJHEHA, HO UMEET HEKOTOpHIE
HETOYHOCTH BBINIOJIHEHHS, CTYAEHT BJaJeeT MpPEACTABICHHBIM
MaTepuaioM, OTBEUAeT Ha 3aJaHHbIC BOPOCHI

1 Gamn - nabopatopHas paboTa B LIEJIOM BBHINOJNHEHA, OAHAKO B
mporecce  BBINOJIHEHHUS — J1a0OpaTOpHOM  pabOoTBl  JOIMYIICHBI
CYIIECTBEHHBI OMIMOKH, CTYACHT ciabo BiaxeeT WHpOpPMAaILUEH Mo
TeMe, TIPH OTBETE UCIOJB3YET 3arOTOBICHHBIN TEKCT, 3aTPyAHACTCS C
OTBETaMH Ha 3aJjaBaeMbl€ BOIIPOCHI
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Cobeceno
BaHUE

CobecenoBanue npeamnonaraet
OpraHu3anuio Oecepl MpernoaaBaTess
CO CTyACHTaMH IO BOIIPOCaM
MPaKTUUECKOTO 3aHTHUS C LENbI0 Ooee
0OCTOSITENBHOTO BBISIBJICHUS UX 3HAHUHN
0 OTIpeIeICHHOMY pa3zeny, TeMe,
npobneme u T.I. Bee wieHsl rpynnst
MOTYT Y4acTBOBAaThb B 00CYKJICHHH,
100aBIATh HHPOPMALTHIO,
TMCKYTHPOBATb, 33/1aBaThb BOIIPOCH U
T.A.

VYCTHBIN 0npOC MOXKET IPUMEHSATHCS B
pa3nuyHbIX popMax: GpPOHTAIBHBIH,
WHAWBUAYaTbHBINA, KOMOMHUPOBAHHBIN.
OcCHOBHBIE Ka4ecTBa YCTHOTO OTBETa
HOJJIEKALIETO OLIEHKE:

- IPaBUJIBHOCTH OTBETA I10
COZICPIKaHHMIO;

- IOJTHOTA W TITyOMHA OTBETA;

- CO3HATENBHOCTh OTBETA;

- JIOTHKa U3JI0KEHUSI MaTepuaa;

- pPaMOHaIBHOCTH UCTIOIB30BaHHBIX
MIPUEMOB U CIIOCOOOB PEIICHUS
MOCTaBJICHHON y4eOHOH 3a/1auu;

- CBOCBPEMEHHOCTD U 3()()EKTUBHOCTD
WCTIOJIb30BaHUs HATTISIIHBIX TOCOOUH 1
TEXHUYECKUX CPEICTB MPU OTBETE;

- MCTIOJIb30BaHKE JIOTIOIHUTEIBHOTO
Marepuana;

- pPaMOHaIbHOCTH UCTIONB30BAHMUS
BpPEMEHH, OTBEICHHOTO Ha 3a/1aHUeE.

2 Gaia - CTYICHT yMeeT IPUMEHSTh
MOJTYYEHHYIO NIPU TIOATOTOBKE K
MPAaKTUIECKOMY 3aHSTHIO
nHpOPMAINIO, OTBEYATh Ha
OOJIBIIMHCTBO BOIIPOCOB, BECTH
JUCKYCCHIO C UCTIO.

1 Gamn — cTyaeHT Bnageet
TEOPETUYECKUM MaTepUaoM MO TeMe
MPaKTUYECKOTO 3aHATHUS, HHOTIA
3aTpyAHSETCS IPU OTBETE Ha BOIPOCHI,
HE yMeeT cOpMyIUPOBaTh CBOIO
TOYKY 3pEHUS Ha 00CYKIaeMyI0
npobiemy

Ecnu cryneHt He Bnaneet
npo0IeMaTuKol MPaKTHYECKOTO
3aHATHSI, HE MOXET OTBeYaTh Ha
BOIIPOCHI, 3a4YNTHIBAET OTBET IO
Hale4aTaHHOMY TEKCTY — OTBET
0aJjulaMH He OLICHHUBAETCA.
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10.

IIpeoOpazoBanu
€ CETEBBIX
aapecos [Pv4

Jlaboparo
pHast
pabora

JlaGoparopHbie pabOTHI BBIMOIHAIOTCS M0 TEMaTHKE MPAaKTHYECKUX
3aHATHH.

3 Oamna — naboparopHas paboTa BBIOJHEHA B IOJHOM OOBEME,
CTYACHT CBOOOJHO BJajgeeT MaTepHalioM, AEMOHCTPHUPYET IITyOOKHe,
CHCTEMaTU3UPOBAHHBIC 3HAHUS, CBOOOJHO OTBEYAECT HA BOIPOCHI
UCTIONB3Ys NPO(EeCCHOHATBHYIO TEPMUHOIOTHIO

2 Oamna — naboparopHast paboTa BBHINOJHEHA, HO UMEET HEKOTOpHIE
HETOYHOCTH BBINIOJIHEHHS, CTYAEHT BJaJeeT MpPEACTABICHHBIM
MaTepuaioM, OTBEUAeT Ha 3aJaHHbIC BOPOCHI

1 Gamn - nabopatopHas paboTa B LIEJIOM BBHINOJNHEHA, OAHAKO B
mporecce  BBINOJIHEHHUS — J1a0OpaTOpHOM  pabOoTBl  JOIMYIICHBI
CYIIECTBEHHBI OMIMOKH, CTYACHT ciabo BiaxeeT WHpOpPMAaILUEH Mo
TeMe, TIPH OTBETE UCIOJB3YET 3arOTOBICHHBIN TEKCT, 3aTPyAHACTCS C
OTBETaMH Ha 3aJjaBaeMbl€ BOIIPOCHI

TecTupoB

aHue(KOH

TPOJILHBI
i cpe3)

TecT cOCTOUT U3 BOMPOCOB C BLIOOPOM OTBETA.

4-5 0OammoB - CTYOEHT MpaBWIBLHO OTBe4daeT Oomee uem Ha 90%
BOIIPOCOB.

3 Oamma — cTymeHT mpaBwibHO oTBeyaeT Ha 50-80% BompocoB B
TecTe.

2 Oanna - CTyIeHT nmpaBuiIbHO oTBedaeT Ha 30-50% BompocoB.

1 Gamn - cTymeHT mpaBWIIBHO OTBedaeT Ha 25-30% BOmpoCoB B TecTe.
Menee 25% mpaBHIIbHBIX OTBETOB OAJJTOB HE JAET.
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Cobeceno
BaHUE

CobecenoBanue npeamnonaraet
OpraHu3anuio Oecepl MpernoaaBaTess
CO CTyACHTaMH IO BOIIPOCaM
MPaKTUUECKOTO 3aHTHUS C LENbI0 Ooee
0OCTOSITENBHOTO BBISIBJICHUS UX 3HAHUHN
0 OTIpeIeICHHOMY pa3zeny, TeMe,
npobneme u T.I. Bee wieHsl rpynnst
MOTYT Y4acTBOBAaThb B 00CYKJICHHH,
100aBIATh HHPOPMALTHIO,
TMCKYTHPOBATb, 33/1aBaThb BOIIPOCH U
T.A.

VYCTHBIN 0npOC MOXKET IPUMEHSATHCS B
pa3nuyHbIX popMax: GpPOHTAIBHBIH,
WHAWBUAYaTbHBINA, KOMOMHUPOBAHHBIN.
OcCHOBHBIE Ka4ecTBa YCTHOTO OTBETa
HOJJIEKALIETO OLIEHKE:

- IPaBUJIBHOCTH OTBETA I10
COZICPIKaHHMIO;

- IOJTHOTA W TITyOMHA OTBETA;

- CO3HATENBHOCTh OTBETA;

- JIOTHKa U3JI0KEHUSI MaTepuaa;

- pPaMOHaIBHOCTH UCTIOIB30BaHHBIX
MIPUEMOB U CIIOCOOOB PEIICHUS
MOCTaBJICHHON y4eOHOH 3a/1auu;

- CBOCBPEMEHHOCTD U 3()()EKTUBHOCTD
WCTIOJIb30BaHUs HATTISIIHBIX TOCOOUH 1
TEXHUYECKUX CPEICTB MPU OTBETE;

- MCTIOJIb30BaHKE JIOTIOIHUTEIBHOTO
Marepuana;

- pPaMOHaIbHOCTH UCTIONB30BAHMUS
BpPEMEHH, OTBEICHHOTO Ha 3a/1aHUeE.

2 Gaia - CTYICHT yMeeT IPUMEHSTh
MOJTYYEHHYIO NIPU TIOATOTOBKE K
MPAaKTUIECKOMY 3aHSTHIO
nHpOPMAINIO, OTBEYATh Ha
OOJIBIIMHCTBO BOIIPOCOB, BECTH
JUCKYCCHIO C UCTIO.

1 Gamn — cTyaeHT Bnageet
TEOPETUYECKUM MaTepUaoM MO TeMe
MPaKTUYECKOTO 3aHATHUS, HHOTIA
3aTpyAHSETCS IPU OTBETE Ha BOIPOCHI,
HE yMeeT cOpMyIUPOBaTh CBOIO
TOYKY 3pEHUS Ha 00CYKIaeMyI0
npobiemy

Ecnu cryneHt He Bnaneet
npo0IeMaTuKol MPaKTHYECKOTO
3aHATHSI, HE MOXET OTBeYaTh Ha
BOIIPOCHI, 3a4YNTHIBAET OTBET IO
Hale4aTaHHOMY TEKCTY — OTBET
0aJjulaMH He OLICHHUBAETCA.

11.

ITocemaeMocThb

10

10 6amnoB — crynent nocetnn Bce 100% 3ansaTHit

7-9 GannoB — cTyaeHT nmoceTws He MeHee 80% 3aHATHil

4-6 6amioB — cTyneHT nmocetun He Mmeree 50% 3aHaTuit

1-3 Gamnnma — CTyIeHT moceTH1 He MeHee 25% 3aHaTuit

Ecnu ctynenT nmocetun meHee 25% 3aHATHIA, OAJUTBI HE HAUUCIISIFOTCS
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12. [IpemuansHbie OaIbl 20 JlononHuTENbHBIE TPEMUATBHBIE OAJUIBI MOTYT OBITh HAYHCIICHBI:
- 32 TIPOEKT, BHINOJIHCHHBIH 10 3aka3ly paboromarens W
peann3oBaHHBIN Ha IpakTHKe — 20 6aJoB;
- MOCTOSHHAs aKTWBHOCTh BO BpeMsl IMpakTHUECKHX 3aHsATHi — 10
0aIoB;
- TIOJTHOCTBIO TIOJITOTOBJICHHAS K IYOTUKAIIMK CTAThsl M0 TEMaTHKE B
pamMKax qUCIUILTUHBL — 10 6aos;
- y4acTue ¢ JIOKJIaZIOM BO BCEPOCCHHCKON ONMMIIMAJAE IO TEMAaTHKe
n3ydaeMoit qucturuiuHe — 20 0amios;
- yJacThe B BBICTaBKE 10 TEMAaTUKE U3ydyaeMOW TUCIHILTUHBI — 20
0aIoB;
- myOnuKarusi CTaThM 10 TEMAaTUKE W3ydyaeMOW JTUCIMILTUHBI B
cOOpHUKE CTyA€HYEeCKHX paboT / MarepualaX BCEPOCCHICKON
koH(epeHyHn / xxypHane u3 nepeuns BAK —10/15/20

13. OTBeT Ha dK3aMeHE 30 10-17 GammoB — CTYIEHT PAcCKPHLI OCHOBHBIE BOIIPOCHI W 3aJaHUS
OwsieTa Ha OIIEHKY «yJOBIETBOPUTEIHHO»
18-24 GammoB — CTYIEHT PACKPHLI OCHOBHBIEC BOIIPOCHI W 3aJaHUS
OmeTa Ha OICHKY «XOPOIIIOY,
25-30 6GamroB — CTYIEHT pacKphUl OCHOBHBIC BOTPOCHI M 3aJaHUS
OusieTa Ha OIIEHKY «OTIUIHOM.

14. |MunuBunyanbHbIC 3aJaHUSA, 20 Pemenue ketica (10 6aioB)

C TMIOMOILBIO0 KOTOPBIX [Ipoxoxxnenne TtectupoBanus (30 BOMPOCOB) MO BCEMY Kypcy
MOXKHO HaOpaTh mucturinHbl (10 6amos)
JIOTIOJTHUTEITEHBIC OaJLThI
15. HUroro 3a cemectp 100

HtoroBass omeHka 1O »dKk3aMmeHy BeicTaBisieTcss B 100-0ayibHON 1mikame W B TPaTUIIMOHHOMN
YeThIpexOasIbHONW  IIIKaJe.
TPAJAUIIMOHHYIO YETHIPEXOATUTHHYIO OCYIIECTBISIETCS CISIYIOINM 00pa3oMm:

[TepeBon

100-6annbHOM  pEeHTHUHTOBOM OICHKHM 1O JUCIHIUIMHE B

100-6annpHas cucrema Tpagunuonnas cucrema
85 - 100 6anyoB OTnuyHO
70 - 84 Gannos Xoporo
50 - 69 6aiuioB YIOBIETBOPUTEITHHO
Memnee 50 HeynosnerBoputenbHO

4.2 TunoBsle OLICHOYHBIE CPEACTBA TEKYILIETO KOHTPOJIS

JlaboparopHas pabora

Tema 1. U3yuenue cetn

Jlaboparopnas pabora. M3y4ueHue cpeacTs Jyisi COBMECTHOM pabOTHI B CETH.

Tema 2. CeTeBble TPOTOKOJIBI U KOMMYHHUKAIIUH

JlaGoparopnas pabora. CocraBneHue cxembl cetu MIHTEepHET.

Tema 3. CereBoil noctyn

Jlabopatopnas pabora. M3y4yeHue ppiHka BakaHcHil B chepe HHOOPMAIIMOHHBIX M CETEBBIX TEXHOJIOTHH.

Tema 4. Ethernet

JlaGoparopnas pabora. Co3nanue KOHCOMBHON ceccuu ¢ nmomorbto Tera Term.

Tema 5. CeteBoil ypoBEHb



JlaGoparophas pabota. HacTpolika HCXOIHBIX MapaMeTPOB KOMMYTAaTOpa.

Tema 6. TpaHCIIOPTHBIN YPOBEHb
Jlaboparopnas pabora. HacTpoiika OCHOBHBIX TapaMETPOB MOAKIIOYCHHUS.

Tema 7. IP-agpecauus
JlaGoparopnas pabora. Kondurypamus agpeca yrnpapieHHs KOMMYTaTOpaMu.

Tema 8. Pa3Ouenue [P-cereit Ha monceTn
JlaGoparopnas pabora. [IpoekTupoBaHKE CHCTEMBI CBSI3H.

Tema 9. YpoBeHb MPUITOKEHHI
Jlaboparopnas pabora. M3yuenue ceteBbx cranaapToB. OpraHu3aiyy 1Mo CTaHIapTU3AINN.

Tema 10. D10 ceTb
Jlabopatopnas pabota. Mcrionb3oBanue nporpammsl Wireshark st mpocmotpa ceteBoro Tpaduka.

Tema 11. KommyTupyemsie cetu
1 Hacrpoiika nepeaapecanuy NOpTOB Ha MapIryptu3aropa Linksys.
2 bazoBas HacTpoiika KOMMYyTaTopa.

Tema 12. OCHOBHBIE KOHIEIIMU U HACTPOKKa KOMMYTaTopa
1 Hacrpoiika napameTpoB 6e30MacHOCTH KOMMYTaTopa.
2 WccnenoBanue MeToa0B peanuzanuu cetu VLAN.

Tewma 13. Bupryanbnsie okaibHble cetTd VLAN
1 Kongwurypamus VLAN 1 TpaHKOBBIX KaHAJIOB.
2 Ilouck u ycTpaHeHue HENOJAAI0K npu peanuzanuu cetu VLAN.

Tema 14. Mapuipytuzamus Mmexxay VLAN
1 Hacrpoiika mapmpyTtuzanuu Mexay VLAN s kaxxaoro uarepderica.
2 Hacrpoiika mapmpytuzanuu Mexay VLAN Ha ocHoBe ctangapta 801.2Q v TpaHKOBOTO KaHaa.

Tewma 15. Ctatnueckas MapupyTH3ALMS
Pazpabotka u peanuzanus cxemsl agpecauuud VLSM.

Tema 16. Jlunamuueckass MapupyTH3aLUsl
1 Hacrtpoiika o0bequnenus (arperanun) MapmpyToB [Pv4.
2 Ilouck u ycTpaHEHHE HEMONAOK CTATUYECKUX MapIIPYTOB.

Tema 17. OSPF mis ogHoi oOnactu
1 Xapakrepuctuku u TepmuHosiorust OSPF.
2 Onpenenenue Tuna naketos OSPF.

Tema 18. Cnucku konTposs gocrymna (ACL)
1 Ipunnun padoter ACL-cnmcka.
2 Pa3menieHue craHIapTHHIX U pacliMpeHHbIX ACL-CIIUCKOB.
3 Hactpoiika u npoBepka ctanaapTHbix ACL-criuckoB.



Tema 19. IIporoxona DHCP
bazosas nactpoiika DHCPv4 Ha MapuipyTu3aTtopa 1 KOMMYTaTOpeE.
Hacrpoiika mapmpytuzaropa DHCPv4 ¢ momomrsio Cisco 10S.
[Touck u ycTpaneHnue Henonaaok B padbore mapmpytuzaropa DHCPv4

Tema 20. IIpeoOpa3zoBanue ceTeBbIX aapecoB [Pv4
Hacrpoiika o0benuHeHus (arperaiuu) Mapupytos [Pv4.

CobecenoBannue

Tema 1. 3yuenue cetn
1.YUto Takoe KJIMEHTHI U CEPBEPHI B CETH, UX THUIIbI U BUJIBI.
2.JloHsATHE OHOPAHTOBBIX CETEH.
3.Ut0 Takoe mobanbHBIC CETH.

4. TexHOIOTHUHU AOCTYTa B UHTEPHET.
S.IMonknroueHue yaaaeHHbIX MOJIb30BaTenel K cetu MHTepHeT.
6.YTpo3bI U pelieHus o odecrnedeHnio 0€30MacHOCTH CETH.

Tema 2. CereBble IPOTOKOJIBI 1 KOMMYHUKALIUN
1.ITpaBuiia ceTeBbIX MPOTOKOJIOB U KOMMYHHKAIIHA.
2.BpeMeHHbIe TapaMeTphbl COOOIICHMS.
3.IlpaBwiia, periaMeHTHPYIOIHE CITOCOOBI 0OMEHA TaHHBIMHU.
4.Buapl ceTeBBIX MTPOTOKOJIOB.
5.00MeH JaHHBIMU C TIOMOIIBIO YCTPOUCTB B OJHOM CETH.

Tema 3. CereBoil nocTyn
1.Crioco0bI MOJKITIOUEHUS K CETH.
2.Yt0 Takoe cereBbie MHTEP(EHCHI TIATHI.
3.CpencTBa nepeaayu JaHHBIX (U3UUIECKOTO YPOBHSI.
4.0OCHOBHBIC PUHIIUTIBI (PU3UIECKOTO YPOBHS.
S.IIoHATHE CETEBOU Cpeapbl.
6.Tonomnorus rodaabHOM CeTH.

Tema 4. Ethernet
1.Ipuniun padots! Ethernet.
2 Ilpunanmn padotsr ARP.
3.Pons ARP B mporiecce yaanéHHOT0 0OMEHa JaHHBIMHU.
4.0OcHoBHas nH(MOPMAITUS O MOPTaX KOMMYTATOpA.
5. Texnomnorus Cisco Express Forwarding.

Tema 5. CereBoil ypoBEHb
1. Xapakrepuctuku [P-iporokoa.
2.MeTozas! MapLIpyTH3aLUH Y3JI0B.
3.YCcTpolcTBO MapIrypTU3aTopa.

4.Kak npoucxoauT UCIOJIb30BAHUE IILJTI03a 10 YMOJIYaHHUIO Ha y3JI€ 1 KOMMYTaTope.

Tema 6. TpaHCIIOPTHBIN YPOBEHb
1 3HayeHue TPaHCIOPTHOTO YPOBHS.
2 VYcranonenue TCP-coearHeHs U €T0 3aBEPIICHUSI.
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3 IIpoueccel u 3anpocsl UDP-cepsepa.
4 IIpoueccot UDP-knuenTa.

Tema 7. IP-agpecanus
1 CereBbie [Pv4-aapeca.
2 TIpeobOpa3oBaHue TBOUYHOTO a/ipeca B ICCATUIHBIM.
3 IIpucBoenue IP-agpecos.
4 Omnpenenenue [Pv4-agpecos.

Tema &. Pa3ouenue IP-cereii Ha moaceTn
1 CerMmeHTalus CeTH.
2 Tlpuunbl pa30UEHUS IO MTOICETH.
3 OOMeH JaHHBIMH MEX]Ty MOJICETSMHU.
4 3naunmocTh pazouenus [P-cetu Ha moaceTH.

Tema 9. YpoBeHb MPUITOKEHHI
1 Crioco6bl B3auMOACHCTBUS MPOTOKOJIOB MPUIOKEHUH € TPUIIOKEHUSIMU KOHEUHBIX
2 IOJIB30BaTEIICH.
3 IIpenocraBnenue cepucos [P-anpecarnun.
4 TlpenocraBieHue ciryx0 ooOMeHa dainamu.
5 Yro Ttakoe nporokoin nepenaun runeprekcra (HTML) u runeprekcToBbIi A3bIK
6 omnucaHus TOKYMEHTOB.
7 Paznuune nporokonoB HTTP u HTTPS.

Tema 10. D10 ceTh
1 IP-agpecanus B paMkax HEOOJBIION CETH.
2 Kak npoucxonut pe3epBUpOBaHKE B CETH.
3 PacnpocTpaneHHbIE POTOKOJIBI, HCTIOIB3YEMbIC B HEOOIBIIION CETH.
4 Tursl ya3BUMOCTEH B CUCTEME CETEeBOI 6e30MacHOCTH.
5 TloHsiTHE MEXKCETEBOTO IKpAHA.
6 MeTozp! 3aIIUTHl YCTPOHCTB: OCHOBHBIE MEpPhI 00ecrieueH s 0€301MacHOCTH.

Tema 11. KommyTupyemslie ceti
1 Ipunnun pa6otel NAT 1 ero xapakTepucTHUKH.
2 Craruyeckoe npeodpa3oBaHKUE CETEBbIX a/IPECOB.
3 JTunamuueckoe mpeoOpa3zoBanue ceTeBbIX agpecoB NAT.
4 TlpeumyniectBo NAT.
5 Henocrtarku NAT.

Tema 12. OCHOBHBIE KOHIEIIMU U HACTPOKKA KOMMYTaTopa
1 Yro Takoe IyIUIeKCHas CBA3b.
2 OyHKIMS aBTOMAaTUYECKOTO OIpe/ieJIeHHsI THUIla KaOes.
3 Ipunnun padorsr SSH.

4 PacnpocTpaHeHHBIE yTPpo3bl 0€30MaCHOCTH: nepernoHeHune Tadmuisl MAC-aapecos,

5 DHCP-cnyuHr 1 ucnosnb3oBaHue ysa3BUMocTel mpotokona CDP.

Tema 13. BupryanbHble nokanbHble ceTh VLAN
1 CerMeHTanus BUPTYaJbHbBIX JOKAJIbHBIX CETEH.
2 Tunsl BUPTyaJIbHBIX JIOKAJbHBIX CETEH.
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3 HazHaueHue BUPTyaJIbHOH JIOKAJIbHOM CETH.
4 Jlnamazon VLAN Ha kommyTtaropax Catalyst.

Tema 14. Mapuipytuzamus Mmexxay VLAN
1 Vcrapesmme meroasl Mapuipytuszaunu mexay VLAN.
2 TIpo6nembr mapmpytusanuu Mexay VLAN: Hemonaaku B paboTe mopTa KOMMYyTaTopa.
3 IIpoBepka HaCTPOEK MapILIypTH3ATOP.
4 Bupasr ommbok B [P-anpecax u mapkax moaceT.
5 OCHOBBI HACTPOWKH U pabOTHI KOMMYTAIMK Ha 3-M ypOBHE.

Tema 15. Crarnueckas MapupyTu3anus
1 JlocTym K yaaJd€eHHBIM CETSM.
2 IlpeumyiiecTBa CTaTHYECKON MapIIPyTHU3ALMH.
3 Tumbl cTaTUYECKUX MAPLIPYTOB U UX MPUMEHEHHE.
4 KnaccoBble MacKu MOJICETH.

Tema 16. Jlunamuueckass MapupyTH3aLusl
1 IlpuHnun paboThl IMHAMUYECKOW MapIIPyTH3AIIHH.
2 Pa3BuTHE MPOTOKOJIOB TUHAMUYECKON MapIIpyTU3aAIUH.
3 HaznaueHue v poiib TPOTOKOJIIOB IMHAMUYECKON MapIIpyTHU3aUHU.
4 Knaccugukaiys poTOKOJIOB MapIIpyTU3AIUH.

Tema 17. OSPF st onHoli oGnacTtu
1 Xapakrepuctuku npotokosia OSPF.
2 Kommnonents! npotokona OSPF.
3 IlpuHnunsl paboThl MapIIPYyTU3ALKH 110 COCTOSHUIO KaHaja.
4 Cunxponu3zaius 6a3 ganaeix OSPF.

Tema 18. Cnucku kouTposst gocrymna (ACL)
1 Ipunnun pa6otsr ACL-crrckoB 1o npoTtokony IP.
2 IMpunun padotst ACL-cuCKOB.
3 [Ha6nonusie Mmacku B ACL-criuckax.
4 Pacnpoctpanennblie ook ACL-CIIMCKOB.

Tema 19. IIporoxona DHCP
1 OO6uue cenenus o mpotokosie DHCPv4.
2 ®opmar coobmenunit DHCPv4.
3 Xapakrepuctuka npotokona DHCPv6.
4 TMpunmun padorst SLAAC.

Tema 20. IIpeoOpa3oBanue ceTeBbIX aapecoB [Pv4
1 Xapakrepuctuku NAT.
2 Tumsl npeodpa3oBanus ceTeBbIX agpecoB NAT.
3 Crarnueckoe npeoOpazoBaHHe CETEBBIX aPECOB U JMHAMUYECKOE MTpeoOpa3oBaHue
4 anpecoB NAT.
5 TIpeobpaszoBanmue anpecoB mopToB PAT.
6 I[IpeumymiectBa u Hegoctarku NAT.

TecrupoBanue
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Tema 3. CerteBoil nocTyn
1. Inst wero ciy>xut nmapametp “n” B komanzae ping —n 200 192.168.0.8
Ortser:
(-) [TapameTp «—n» MO3BOJIAET 33/1aTh Ka4ecTBa Mepeadu Tpaduka 1mno ceTu
(+) ITapameTp «—n» O3BOJISIET 3a7aTh KOJIMUECTBO MepeaaBacMbIX 3X0-3ampocoB (y Hac ux 200)
(-) ITapameTp «—n» MO3BOJISIET 3a1aTh BpeMs *ku3HU nakeTa = 200 Mcek
(-) ITapameTp «—n» NO3BOJIAET 331aTh ONTUMAJIBHBIN MapLIPyT AJIs MPOJABMXKEHHS ITAKeTa 110 CETH
2. Ha xaxom yposae mozaenu OSI pa6oraer HUB?
Ortser:
(+) Ha 1m
(-) Ha 2m
(-) Ha 3m
(-) Ha 4m
3. YkaxxuTe Ha OMIHOKY:
Ortser:
(-) Hub ormpaBnsier makeTsl BO Bce MOPTHI, KPOME OPTA — UCTOUHUKA

(-) Switch oTnpaBisieT MakeThl TOJBLKO B TOPT HA3HAYCHUS 3a CUET MCToab30Banus Tabmuiet MAC aapecos
XOCTOB

(+) Hub otmpapnsieT makeThl TOJIBKO B MOPT HA3HAYCHMSI 3a CUET UCTIONb30BaHus Tabmuibel MAC anpecos
XOCTOB

(+) Switch ormpaBmnsieT makeThl BO BCE OPTHI, KPOME TTOPTa — HCTOYHHKA

4. B yuem Ha3HaueHue nporpammsl Traffic Generator?

Ortser:

(-) OHa no3BOJISIET IPOBEPUTH CBSI3b MEXKY XOCTAMHU

(-) OHa no3BosisgeT BBIOpaTh ONTUMANIBHBIA MapIIPYT IS IPOABHKEHUS ITAKETA IO CETH
(+) OHa no3BOJIIET MEHATH BEIMYUHY 3arpy>KEHHOCTH CETU

(+) Ona mo3BoJISIET MPOU3BOAUTH MCCIIEIOBAHNE KaueCTBa Niepenavyn Tpaduka 1o ceTu
5. B yem maBHO€E Ha3HaueHue nporokona ICMP?

Ortser:

(+) ICMP ucnonb3yercs A epenadu cooOIIeHui 00 omuodKax 1 APYruxX UCKIIOYUTEIbHBIX CUTYaIUsX,
BO3HHKIIUX IIPH MIepeaade JaHHBIX

(-) ICMP ucnonp3yetcst Ui yIan&éHHOTO JOCTYTa K MHTepQeiicy KOMaHIHOM CTPOKHU ONEPAITHOHHBIX
CUCTEM

(-) ICMP ucnonb3yetcst 1u1st 00ecriedyeHHst CBA3U MKy KOMIBIOTEpaMH BHYTPH JIOKAJIbHON CeTH

(-) ICMP ucnionp3yetcst 115t 00eCTieUeHUs CBSI3U MEXKY JTIOKAJTbHBIMHU CETAMU (MEXKITY KOMITBIOTEpaAMH U3
pa3HBIX JOKAJHHBIX CETEH)

6. B uem Ha3HaueHue komaH b1 Ping?
Orser:
(-) Komannma ucnonb3yercs i 0ToOpakeHus TeKymux HacTpoek npotokona TCP/IP u st oOHOBIEHUS

HEKOTOPBIX ITApaMETPOB, 3a7]aBAEMbIX IIPH aBTOMAaTHYECKOM KOH(UTYPUPOBAHUH CETEBBIX HHTEP(HEHCOB
MpHU Ucoiib30BaHuM mpoTokosia Dynamic Host Configuration Protocol (DHCP).

(+) Komanna ormpasinsier 3anpockl (ICMP Echo-Request) mporokona ICMP ykazanHoMy y31y ceTd U
¢ukcupyet nocrynaromue orsetsl (ICMP Echo-Reply)

(+) D10 KOMaHaa I TPOBEPKU COeTMHEHMH B ceTsax Ha ocHoBe TCP/IP

(-) Komanma mo3BossieT mpocMarpuBath U U3MEHTH 3anucy B ka1 ARP (Address Resolution Protocol -
MIPOTOKOJI pa3peIICHUsI aIpECOB), KOTOPBIN MPEICTaBIIsIeT cOO0M Tabnuiry cooTBeTcTBUs [P-anpecos
armapaTHbIM aJ[pecaM CETEBBIX YCTPOUCTB

7. Kakoit mopT NpuHSTO UCIOIB30BATh I POTpaMMUPOBaHUs MapupyTu3aropoB Cisco?
Ortser:



(-) Konconpnsriit nopt LPT

(+) Konconpasriii moptr USB

(-) Konconpnsiit noptr COM1 unu COM?2

8. [lns1 yero npeaHa3HauYEHbI access MOPThI?

Ortser:

(-) Anst moaxmroueHus: 6€CIIPOBOIHBIX YCTPOMCTB

(-) Jnst moakmroueHus K o0aKy

(+) st momKITFOueHus M0JIb30BaTeen

(-) st cBSI3M KOMMYTaToOpoB

9. 11 wero co3naroTcs BUpTyasibHbIE JoKabHBIE ceTr (VLAN)?
Ortser:

(+) Anst orpanndeHus pazmMepa MHPOKOBENIaTEIbHBIX PACCHIIIOK

(+) Ans ynyuiieHust IpoU3BOAUTEIBHOCTH CETU

(+) st moBbIIeHHs] 6€30MMACHOCTH CETH

(-) Hdnst oObequHEeHMsI ceTeld pa3IMYHbIX TOMOJIOTHI

10. Kakue koMaHAbl UCTIONB3YIOTCA 111 MPOCMOTpa akTUBHBIX VLAN?
Ortser:

(+) show vlan

(+) shvl br

(-) reload

(-) Switchport mode access

11. Yro onpenensier komanna Routerl(config)#enable password parol?
Ortser:

(-) [Tapons Ha TIOJTE30BATEIBCKHUI PEKUM

(+) [Taponb Ha NIPUBUIIETUPOBAHHBINA PEKUM

(-) [Tapons Ha peXxuM TI0OATBHON KOH(MUTYpALUN

(-) ITaponpb Ha HacTpoiiKy uHTEpdEiicoB

12. B yem naznauenue komanibl SERVER>nslookup www.yandex.ru?
Ortser:

(+) Ona cityXuT IJ1s1 TPOBEPKHU MPABMUIBHOCTH paboThI Ipsimoit 30H6I DNS cepBepa
(-) OHa ciy>XuT Ui IpOBEpKU NPaBUIBHOCTH paboThl oOpaTHoi 3061 DNS cepBepa
(+) Ona cityXuT aj1st TOro, YToOBI Y3HaTh IoMeHHOE uMsi DNS

(+) Ona cayxur ans Toro, uto0s! y3Hath [P anpec DNS cepsepa

13. B yeM otimuwme 30HbI IpsiMoro npocmoTrpa DNS ot 30HB1 00paTHOTO TpocMoTpa DNS? Vikaxute
MPaBWIbHBIN OTBET.

Orser:

(+) B 30He mpsiMoro mpocMoTpa Ha 3alpoc TOMEHHOT0 UMEHH HET OTBET B Buje [P anpeca

(+) B 30ne obpaTHOTO MpocMoTpa 1o [P Ml y3naem qomerHoe umst [1K

(-) B 30HE mpsiMOTO MPOCMOTpA HA 3aMIPOC JOMEHHOTO UMEHH UIET OTBET B BUJE NOMEHHOro nMmenu [1K
(-) B 30m€ 0O6parHoTO IpocMoTpa 1o 3anpocy I[P mer y3naem IP anpec I1IK

14. Haiinute ommoky:

Orser:

(+) Omymsrop cereBoii cpenst Cisco Packet Tracer mo3BossieT MpoOBOANUTH HACTPOIKY TaKUX CETEBBIX
cepBepHbIX cepBucoB, kak: DNS, EMAIL, FTP, pe3epsHoro konuposanusi, HTTP, DHCP

(-) OmymnsTop cereBoit cpennl Cisco Packet Tracer mo3BosnsieT mpoOBOAUTH HACTPOUKY TAKHX CETEBBIX
cepBepHbIx cepBucos, kak: HTTP, DHCP, DNS, EMAIL, FTP

(+) Omymsrop cereBoii cpenst Cisco Packet Tracer mo3BosseT mpoBOANUTH HACTPOIKY TaKUX CETEBBIX
cepBepHbIX cepBucos, kak: HTTP, DHCP, FTP, 6a3 nanusix, DNS, EMAIL



(+) Omymsrop cereBoii cpenst Cisco Packet Tracer mo3BosseT MpOBOANUTH HACTPOIKY TaKUX CETEBBIX
cepBepHbIx cepBucos, kak: HTTP, DHCP, DNS, npokcu, EMAIL, FTP

15. B uem naznauenue Cisco DHCP cepsepa?

Ortser:

(-) ITo3BomsieT co3naBaTh MpoCTeHiIne BeO-CTPAaHUIKU U IPOBEPSATH MPOXOXKACHUE MaKeTOB Ha 80-bIif HOPT
cepsepa

(+) [To3BosteT OPraHU30BBIBATH MYJIBI CETEBBIX HACTPOEK JIJIsl aBTOMAaTHYECKOTO0 KOH(DUTYPUPOBAHUS
CEeTeBbIX UHTEPEiicoB

(-) ITo3BomnsieT opraHnU30BaTh CIIy>KOy pa3pelIeHus JOMEHHBIX UMEH

(-) B ero 3amaum Bxomut xpaneHue ¢aiaoB u odecreueHne noctyna K HuM kimentckux 1K, nampumep, mo
npotokoiny FTP

Tema 10. DT0 cetb
1. Kakue nmapametpsl cepsep DHCP npenocTanser kiaueHTam?

OTtBeT:

(+) IP-ampec

(+) Macky moncetu

(+) OcHOBHOI 1UTIO3

(-) MACanpec

2. Kakoli KOMaHJI0M Ha poyTepe MOKHO MOCMOTPEThH HA CIMCOK BBIIAHHBIX POYTEPOM JIJIsI XOCTOB aJIPECOB?

Ortser:

(+) show ip dhcp binding

(-) ip address 192.168.1.1 255.255.255.0

(-) ip dhep pool TST

(-) ip dhcp excluded-address 192.168.1.1

3. YkaxuTe HaWTydlInid alnroput™ ajst odecrieueHus 6ezomnacHoctu cereid Wi-Fi

Ortser:

(-) WEP

(-) WPA

(+) WPA2

(-) WPS (QSS)

4. Hatinure ommOKA B OTBETAX?

Ortser:

(+) Kaxxpii cereBoil nnTepdeiic (ceTeBoit aganrep) umeer cBoit coocTBenHblit ARP -anpec
(+) Kaxnplii cereBoit maTepdeiic (ceTeBoit agantep) umeeT cBoii cooctBennbiii TCP/IP-anmpec
(-) Kaxxzprii cereBoii uHTEpdeiic (ceTeBoii aganTep) UMeeT cBOi cOOCTBEHHBII mac-aapec

(+) Kaxnplii cereBoii mHTEpdeiic (ceTeBol agantep) uMeeT CBOi coocTBeHHbIN [P-aapec

5. Kakoii ypoenb mozenu OSI ne onpenensier IEEE 802.3?

OrtBert:

(-) buzmveckuii ypoBeHb

(-) KaHaJIBHBIN YPOBEHb

(-) mpOTOKOI TOCTyTA K Cpelie

(+) IpOTOKOJ YIIpaBIeHUS JOTMYECKOM CBS3BIO
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6. Kakomy cranmapty IEEE 802.3 coorBerctByet Ethernet Bepcun 27

Otser:

(+) 10Base5

(-) 10Base2

(-) 1Base5

(-) 10BaseT

(-) 10Broad36

(-) HM OHOMY M3 NEPEYUCIECHHBIX

7. Kakyto TEXHUKY UCTIOJIB3YIOT KPUTHUYHBIE K OTKa3aM YCTPOWCTBA JJIsl TOBBIIIEHUS OTKa30yCTOMYUBOCTH?

Otser:

(+) IBOMHOE MOJIKIIIOUEHNE

(-) onTHYECKHE TYHTHPYIOITUE TIEPEKITIOYaTETN

(-) cBepTHIBaHUS CETH

8. Kakoit unTepdetic ucnonb3yercs B Texnomoruu HSSI?

Ortser:

(-) CSMA

(-) CSMA/CA
(-) CSMA/CD
(+) DTE/DCE

9. B kaky1o ¢a3y npouecca LCP cereBble NPOTOKOJIBI MOTYT ObITH B JIIO00l MOMEHT BbI3BaHbI U
0CBOOOKIEHBI /ISl MOCTeTYIOIIEero HCIOJIb30BaHUA?

OTBeT:

(-) opraHmM3anus KaHAJIA M COIVIACOBaHUE ero KoHGUurypauumu
(-) onpeneneHne KauecTBa KaHaja CBSA3H

(+) cormacoBanue KOH(PUTYpAIIUX TPOTOKOJIOB CETEBOTO YPOBHS
(-) mpekpalieHue A1eMCcTBUS KaHaa

10. B kakux ceTsax ucnoib3yercs meton goctyna CSMA/CD?

OTtBeT:

(+) Ethernet

(+) IEEE 802.3

(-) IEEE 802.5

(-) Token Ring

(-) FDDI

(-) PPP

(-) HSSI

(-) UltraNet

(-) ISDN

11. K10 y4acTByeT B peleHIH BOIPOCOB O€30IMaCHOCTH CETH:

OTtBeT:

(+) Cnucku ynpasienus gocrtynom (ACL)
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(-) IIporoxon OSPF

(-) IIporoxoxn RIP1

(-) IIporokon RIP2

12. O6bsicHUTE cleayronyro koMaHay: # access-list 3 permit 10.0.0.9 0.0.0.0 # access-list 3 denyany

OTtBeT:

(-) IIpaBumo paspemaet goctyn Toibko aapecy 0.0.0.0, ocTaabHBIM JOCTYI 3alperieH

(-) [pasuio 3ampemntaer goctyn K agpecy 10.0.0.9, ocTanbHbIM JOCTYII pa3perieH

(+) IIpaBwmio pazpemraer goctyn Tosbko aapecy 10.0.0.9, octaibHBIM JOCTYII 3ampeiieH

(-) JBa cniucka ympasinenus gocrynom: aapec 0.0.0.0 3anpernien, a aapec 10.0.0.9 pasperien
13. Korma Ha mapmipyTtuzarope pabotaer npaBuio «Bc€, 94To He pa3penieHo, To 3anpenieHoy ?

OTtBeT:

(-) [Toka Ha mHTEpdEiice HE 3a/1aH CIIUCOK OCTYTa
(+) Korna na uaTepdeiice 3a1aH CmucoK AOCTyma
(-) IIpu ucnonp30BaHUK KOMAHBI permit

(-) IIpu ucnonp3oBaHUM KOMaHbI deny

14. YkaxuTe Ha MPaBUIbHBIE OTBETHI:

OTtBeT:

(+) ACL (Access Control List) — 310 HaOOp TEKCTOBBIX BBIPAKEHUN, KOTOPBIE YTO-TO pa3pemniaroT, JH0o
YTO-TO 3aIPEIAIOT

(-) B ocHOBHOM IIpHIMEHEHHUE CITUCKOB JIOCTYIIAa PACCMATPUBAIOT JIJIsl TAKETHON (DUIIBTPALINH

(+) O6b1unO BhI pazmeniaere ACL Ha BXOIIIEM HaIllpaBICHUU U OJIOKUpYyeTe HEe HYKHbBIC BHIIBI Tpaduka
(+) IIpaBwmna 3aBucsar ot toro, kyna ACL nmpumensiercs. Hanmpumep, ecnmiu ACL npumensieTcs Ha
uHTepdelice, TO MPUCYTCTBYET MakeTHas puibTpanus, a eciau ais NAT, To MBI perraeM BOImpoc O TOM,
KaKHe ajgpeca TPaHCIUPOBATh

15. Ykasxkure Ha olIMOKY B OTBeTax:

OTBeT:

(+) ACL pa3aessiloTcs HAa YeThbIpe THIA
(+) Pacmupennsie ACL (Extended): MoryT mpoBepsiTh TOJTBKO ajipeca moxydarenen
(-) Crangaptabsie ACL (Standard): MOTyT pOBepsITh TOJIBKO aJpeca HCTOYHUKOB

Tema 13. BupryanbHble nokanbHble ceth VLAN
1. Uto o3nauvaer 3anuck Router(config-if)#no ip access-group 1 in?

OTtBeT:

(-) Hoctym mo mpaswity 1 pasperieH

(+) IlpaBuio ¢ HomepoM 1 oTMeHseTCs

(-) Hoctym mo mpaBwity 1 3anpemieH

(-) IIpaBuno 1 mpumensiercst Ha BxozsmieM (in)or PC1 HanpasneHun
2. [TosicHuTe Ha3HAYEHHUE CIIEYIONINX CITMCKOB JOCTYyTA!

access-list 1 deny 192.168.1.0 0.0.0.255



access-list 1 permit 192.168.0.0 0.0.255.255
Ortser:

(+) Pa3pemaercs npoxoxJeHHE AaKeTOB ¢ aapecoB B O61oke 192.168.0.0/16 3a uckiroueHrEM aipecoB
192.168.1.0/24

(-) Pa3pemaeTcs nmpoxoxieHue MakeToB ¢ agpecoB B Onoke 192.168.1.0/24 3a uckioueHNEM apecoB
192.168.0.0/16

(+) Aumamazon aapecoB 192.168.0.0 0.0.255.255 3anpemien, a quamazon 192.168.1.0 0.0.0.255 paszpemien
(-) Aumamazon aapecos 192.168.1.0 0.0.0.255 3anpemnieH, a nuanazon 192.168.0.0 0.0.255.255 paspemen
3. IlosicuuTe creayromue npaBuiia J0CTyna:

Routerl (config)#ip access-list standard 10

Router] (config-std-nacl)#deny host 12.0.0.13

Routerl (config-std-nacl)#deny host 12.0.0.14

Routerl (config-std-nacl)#permit any

OTtBeT:

(-) B cranmapTHOM criEicke AOCTYIIAa MBI pa3pelii Bech Tpaduk (any)

(+) 3aech MBI pa3pemuiau Bech Tpaduk, 3a uCKiroueHneM aByx aapecon: 12.0.0.13 u 12.0.0.14
(-) 3meck MBI 3anpeTHIIN BeCh TpaduK, 32 UCKIIOYeHHEeM IBYX aapecoB: 12.0.0.13 u 12.0.0.14
(-) 3mech MBI 3anpeTriIn Tpauk OT IByX KOHKpeTHBIX aapecoB: 12.0.0.13 u 12.0.0.14

4. Tlpu npoxoxkaeHUH uepe3 Mapuipytusarop, aapec 10.1.1.5 Bcerna 3amensercs va 11.1.1.5. Kakoit Bun
TEXHOJIOTUM TPAHCIISIIUU CETEBBIX aIpECOB HACTPOEH?

OTtBeT:

(+) Static NAT (crarnueckuiit NAT)

(-) Dynamic NAT (quaammuecknii NAT)
(-) Overloading (MackapaauHT)

(-) PAT (Port Address Translation)

5. Bam HEeoOxonmuMo ipeoOpa3oBbIBaTh HECKOJIBKO BHYTPEHHHUX aIpecOB B OJIMH BHeImHUMA. Kakoit B
TPAHCIIALUHU CIIETYET HACTPOUThH?

OTtBeT:

(-) Static NAT (craruueckuit NAT)

(-) Dynamic NAT (muaamudeckuii NAT)

(+) Overloading

(+) PAT

6. [Tpu poXOoKISHUH Yepe3 MapIIpyTH3aTOp, HOBBIN aipec BHIOUpAETCs] TMHAMUYECKH U3 HEKOTOPOTO
JMara3oHa aJpecoB, Ha3piBaeMoro mynoM (pool). Kakoii BU TEXHOIOTHUYU TPAHCIISIIINK CETEBBIX aJpecoB
HacTpoeH?

Ortser:
(-) Static NAT (craruueckuit NAT)

(+) Dynamic NAT (nunamuueckuit NAT)
(-) Overloading



(-) PAT (Port Address Translation)
7. Kakyro koMaHly CJIeTyeT BKIIOYaTh OTHOBPEMEHHO ¢ KoMaH10i Router#show ip nat translations?

OTtBeT:

(-) ipconfig

(-) cmd

(+) Ping

(-) Ipconfig/all

8. [lns yero cimyXuT meTpuka?

OTtBeT:

(-) [nis co3manus cTaTUYECKOM TabIUITbl MApIIPYTH3AIHHI

(-) st cozmanus fMHAMUYEeCKON TaOIUIIBl MapIIPyTH3AIUN

(+) Kaxaplii mpoTOKOI MapuIpyTH3aIIUH UCIIOJIB3YET CBOIO CHCTEMY OIICHKH MapIIpyTOB (METPHUKY)
(-) s moacyera mporeHTa OMIMOOK MPH BHITIOJIHEHUH KOMaH bl ping

9. Kak nocMOTpeTh, KaKue MapIIpyThl MOJYYEHBI UEPE3 COOTBETCTBYIOIIUN MTPOTOKOI?

OTtBeT:

(-) BeimostHUTE KOMaHAY ping

(+) BeimonmauTh KOMaHay show ip route

(-) Bemmonauth komauay show ip route rip

(-) Bemmonauts Komanzy ipconfig/all

10. YkaxuTe Ha OmMMOKY B CBOMCTBAX MPOTOKOIA TUHaMuUeckor MapiipyTusanuu EIGRP:

OTtBeT:

(-) IIporoxon EIGRP 6onee npoct B peanuzanuu, yeM mpotokoia OSPF

(-) Ipotoxon EIGRP menee TpeGoBaTeneH K BHIYUCIUTEIBHBIM PECYPCaM MapIIpyTH3aTOPa, YEM MTPOTOKOI
OSPF

(-) B mpotokone EIGRP B ¢popmyre BeIYHCICHNUS METPUKU €CTh BO3MOKHOCTh YUUTBIBATh 3arpyKEHHOCTh
U HaJIS)KHOCTh UHTEp(EICOB Ha MTyTH MaKeTa

(+) IIporokon EIGRP MoxHO HCIOIBp30BaTh HE TOJNBKO Ha 000pynoBaHuu komnanuu Cisco, HO U Ha JTI000M
IpyroM

11. HaiinuTe ommOKy B CIEAYIOMINX YTBEPKICHHUIX:

OTtBeT:

(-) unamudeckas MapuIpyTH3AIUSI — BUJI MapIIpyTU3aLKHU, IIPH KOTOPOM TaOIUIa MAPIIPYy TU3AINH
3aIOJIHSETCS U OOHOBIISIETCS aBTOMATHYECKH MTPH MIOMOIIY OHOTO HITM HECKOJIBKUX MPOTOKOJIOB
mapupytusauuu (RIP, OSPF, EIGRP, BGP)

(-) Aunamuyeckast MapuIpyTH3aUs — BUJ MaplIpyTU3aLKH, IIPU KOTOPOM TabIuIa MapIIpyTU3ALUU
3aIOIHAETCS TTPU TIOMOIIM OHOTO MJTH HECKOJIBKUX MpoTokosioB MapiipyTuzanun (RIP, OSPF, EIGRP,
BGP)

(+) JuHamuaeckasi MapIIpyTU3AMHUS - TPOIECC ONPEEICHHS B CETH HAWIYYIIETO IMyTH, 10 KOTOPOMY
MaKeT MOXKET JOCTUTHYTH aJipecara

(-) Junamudeckas MapuIpyTH3aIUs YBEITUYUBACT HATMYUE TOTOTHUTEIHLHOTO TpaduKa B CETH U HATPYy3Ky
Ha CeThb
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12. B ueM 3axi1royaeTcsl MapLIpyTH3alysl TaKeTOB B CETH?

OTtBeT:

(+) MapupyTtu3zanus - Npouecc ONpeesIeHns B CETH HAWTy4ylIero (ONTUMaIbHOIO) IyTH, 110 KOTOPOMY

IIaKeT MOXET JOCTUTHYTh ajjpecara
(-) MapmpyTusanus - DpoLecc ONpeneIeH s B CETH KpaTyaiIlIero MyTH, 10 KOTOPOMY IaKET MOXKET

JNOCTUTHYTB ajpecara
(-) MapmpyTusanus - DpoLecc ONpeAeIeHHs B CETH HE TIOBPEXKIEHHOTO ITyTH C HAMMEHBIINMHU

3aJIep’KKaMHU, 10 KOTOPOMY IAaKET MOXKET JOCTUTHYTh ajpecara
(-) MapuipyTusanus - poLeCcC ONPENETIEHHs B CETH CaAMOT0 HAJIEKHOTO IyTH, 110 KOTOPOMY IaKET MOXKET

JNOCTUTHYTb ajpecara
13. Ykaxxure Ha orpaHuYeHUs (HEIOCTATKH ) UCIIONb30BaHuUs MpoTokoaa RIP?

OTtBeT:

(+) MakcumanbHOE KOJIMYECTBO XOIOB (IIaroB 0 MECTa Ha3HaYeHus ), paspemieHHoe B RIP1, pasuo 15
(+) MakcumanbHOE KOJTMYECTBO XOIOB (IIIaroB 0 MeCcTa Ha3Ha4YeHus ), paspemnieHHoe B RIP2, pasHo 30
(+) OrpanuyeHne B YUCJIe XOMOB HEe AaeT npuMeHsTh RIP B 6onbmux cetsx

(-) OrpannueHue B yncye XOMOB He aeT mpuMeHATh RIP B HeGombmux ceTsax

14. Kakas koMaHAa CIYXUT JUIsl T0OaBIEHUS MOAKIIOYEHHON K POYTEpy CETH?

OTtBeT:

(-) Router>enable

(-) Router#configure terminal

(-) Router (config)#router rip

(+) Router (config-router)#network 192.168.1.0

15. Kakast koMaHJ1a 03Ha4aeT “Ucronb30BaTh NpoTokosn RIP 277

OTtBeT:

(-) Router (config-router)#network 10.0.0.0
(+) Router (config-router)#version 2

(-) Router (config)#router rip

(-) Router#write memory

Tema 20. IIpeoOpa3zoBanue ceTeBbIX aapecoB [Pv4

1. Kakue koMaHbl CITyXat JJIsl AMAarHOCTUKHU CETU?
OTBeT:

(+) ping

(+) tracert

(-) netdiagnos

(-) noipdomain-lookup

2. Yro mo3BossieT BRIMOTHUTH komMaHa R1(config)#iproute 192.168.3.0 255.255.255.0 192.168.2.2?

OTtBeT:
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(+) Komana mo3BossieT HACTPOUTh CTAaTHYECKYIO0 MapIIpyTH3aIHI0 Ha ycTpoiicTBe R1
(-) Komana no3BossieT HACTPOUTh TUHAMUYECKYIO MapLIpyTHU3alUIo Ha ycTporicTBe R1

(-) Komania mo3BossieT HaCTPOUTh TUHAMHUUYECKYI0 MapuipyTusaiuio mmo npotokony RIP1 Ha ycTporicTBe
R1

(-) Komania mo3BossieT HaCTPOUTh TUHAMHUUYECKYIO MapIIpyTu3aiuio 1mo npotokony RIP2 Ha ycTporicTBe
R1

3. B Tabnure HUKe TaHbI TapaMeTpbl KOMaH/IbI:
192.168.3.0

CeTtb Ha3HAUECHUS

255.255.255.0

Macka cetn Ha3Ha4ECHUS

192.168.2.2

AJlpec clIeIyIoIero yCTpocTBa

Kaxkast aT0 komana?

Otser:

(-) Kakas aTo xomanma?

(+) iproute...

(-) Copy running-config...

(-) Ping...

4. B yuem ommune nporokosioB RIP u OSPF? Haiinute omubky B oTBeTax

OTtBeT:

(-) B RIP Bce kanans! cBsi3u paBHO3HauHbl, a B OSPF, onuceiBas kaxayro CBsA3b, MapIIpyTH3ATOPHI
CBSI3BIBAIOT C HEW METPUKY — 3HAYEHHE, XapaKTEPU3YIOLEE «KAUECTBO» KaHaJla CBA3H

(-) Baxxnoii ocobenHocthio mpotokosna OSPF sBrsieTcst To, 4T0 UCHONB3YETCsI IPYIIOBasi, a He
HIMpOKOBelareabHas paccolika (kak B RIP), To ecth, Harpy3ka KkaHaJI0B MEHbIIIE

(-) Pabotars ¢ mpotokonom RIP mpome, uem ¢ OSPF
(+) Kondurypuposars npotokon RIP cnoxkuee, yem OSPF
5. YKa)kuTe HEe BEpHOE YTBEPKICHUE

OTtBeT:

(-) OSPF — npoTtokon iMHAMHYECKON MapIIpyTH3aIMK, OCHOBAHHBINA HA TEXHOJOTHH OTCIIC)KUBAHHS
COCTOSIHHsI KaHaJa

(-) OSPF — npoTtokosn IMHaMHYECKON MapIIpyTH3alMK, OCHOBAHHBINA Ha aJrOPUTME JJIS TIOUCKA
KpaT4auliero ImyTu

(+) LSA cooOrienust 0 cocToSsHUM KaHaioB oTnpasisitorcs nmpotokosniom OSPF oxun pas B 10 MunyT

(-) IIpoTokon peanusyeT AeIEHUE CETH Ha 30HHI (areas). Vcmonp30BaHre 30H MO3BOISIET CHU3UTD Harpy3Ky
Ha CETh ¥ MPOIECCOPBI MAPIIPYTH3ATOPOB U YMEHBIIIUTH pazMep TaOIUI] MapIIPy TH3AIHA

6. Ykaxxute 00paTHYIO MacKy
Orser:

(+) 0.0.0.255

(-) 0.255.255.255

(-) 255.255.0.0

(-) 255.255.255.0

7. Nana mpsimast Macka 255.255.255.248. BeimonaHuTe pacyeT oOpaTHONH MacKu



OTtBeT:

(-)0.0.0.3
(-) 0.0.0.5
(+) 0.0.0.7

(-) 0.0.0.10
8. YkaxkuTe Ha KOMaHy, IPeIHA3HAYCHHYIO I ONPEesICHUs] MapIIPyTOB CIEIOBaHMS TAHHBIX B CETSIX

TCP/IP

OTtBeT:

(-) ping
(+) tracert
(-) ip addr 192.168.1.2 255.255.255.252

(-) no shut
9. Kyna uzaer naker, eciiy ajzipeca rnojyyareis HeT B TaOJIHIe MapiIpyTU3auu?

OTtBeT:

(-) Ha anpec Gnukaiiiero ysna

(-) Ha agpec Gmkaifieii moaceTu

(+) Ha angpec ocHoBHOrO 1nutro3a (Default Gateway)
(-) Ha 6mmxaiimmit poytep

10. [lna yero npenHazHaueHa koManaa show ip route?

OTtBeT:

(-) Ansa nokasa IP agpeca mapmpyTtuzaropa
(+) st mpoBepku TabIUITBEI MapIIPYTHU3AIUH poyTepa
(-) s BBIBOZIA KOJITM3HM HA poyTepe

(-) [yis mokasza onTHMaIbHOTO MapIipyTa B CETH
11. Kakoiif ©3 mpOTOKOJIOB HE SIBJISIETCS] IPOTOKOJIOM JUHAMUYECKON MapLIpyTU3aIUu:

OTtBeT:

(-) RIP
(+) POP3
(-) OSPF

(+) SMPT
12. B xakux cilydasx UCIOJNb3YETCsl CTaTUYECKasi MapLIpyTH3aus?

OTtBeT:

(-) B c1oXHBIX ceTeBbIX KOHPUTYpAIHIX
(+) Ecnu 3anmmcu B Tabnuiie MapupyTH3aIiyd BBOASTCS U U3MEHSIOTCS BPYYHYIO
(-) Ecnu 3anicu B Tabnuiie MappyTH3anuyd OOHOBISIIOTCS aBTOMATHYECKH IIPY TIOMOILIH OTHOTO HITH

HECKOJIbKHUX MPOTOKOJIOB MapIIpyTHU3AIUN
(+) B mpocThix (HEOOMBIINX) TOKATBHBIX CETIX



13. B ueM II0Chl CTaTUYECKOM MapiIpyTH3anuu?
Ortser:

(+) JIérkocTh OTHANKK ¥ KOH(PUTYPHUPOBAHUS B MAJIBIX CETIX

(+) OTCcyTCTBHE NOTIOJHUTEIBHBIX HAKIAIHBIX PACX0/I0B (M3-32 OTCYTCTBHUS MPOTOKOJIOB MapIIPyTH3AIIHH )
Y MTHOBEHHAsl TOTOBHOCTH (HE TpeOyeTCs MHTEpBaJ i KOHPUTYPHUPOBAHUS/TIOICTPOIKHN)

(+) Huskas Harpy3ka Ha mpoiieccop MapiipyTu3aTopa
(-) Xoporee MaciTabupoBaHue, TMHAMUYECKOE OaTaHCUPOBaHUE HATPY3KH
14. Kakast koMaH/1a CITY»XUT JJIs COXpaHEeHUsT KOHGUTypanuu poyrepa?

OTtBeT:

(-) end

(+) wr

(-) no sh

(-) exit

15. Kakoit u3 npuBeAEHHBIX MTPOTOKOJIOB SIBISETCS IPOTOKOJIOM BHEIIHETO NUTH03a7

OTtBeT:

(-) RIP

(-) IGRP
(-) OSPF
(+) BGP

4.3 TIpomexxyTouHas aTTecTalus 10 AUCIHUILINHE TPOBOAUTCS B OopME IK3aMeHa

Tunosbie Bonpockl 3xk3ameHna (I1K-4)

Bomnpocsl k 3x3ameny - 3 cemecTp.

1. CoBpemeHHbIE ceTeBbIe TeXHOMOTUU. Vcrionb3oBaHue ceTell B MOBCeAHEBHOM ku3HU. [IpenocraBnenue
pecypcoB B pamkax cetd. CeTu pa3nuuHbIX MaciTadoB. KimueHTs! u cepBepbl. OTHOPAHTOBBIE CETH.

2. JlokanpHbie U TI00anbHbIe ceTu. CeTh MHTEpHET. KoOMnOHEHTHI ceTr. OKOHEUHBIE CETEeBBIE YCTPOUCTRA.
IIpomexyTounsle ceTeBble ycTpoiicTBa. CereBas cpena. Cxemsl Tononoruil. [lonkitouenue k cetu
Nurepner. Texnonoruu nocryna B IHTEpHET.

3. Cets B kauecTBe miargopmbl. KouBeprentasie (comemmuecs) cetu. HaaéxHOCTh ceTn. YCTOMYNBOCTD K
cO0sIM B CeTSIX ¢ KOMMYyTalllel KaHajaoB U nmakeToB. Macmrabupyemocts cetu. ObecrieueHre KauecTBa
obcmyxkuanus QoS. ObecnieueHne 6€30MaCHOCTH CETH.

4. Teanentuu pazsutus cereil. Konnenmus BYOD. CoBmecTHas pabota uepe3 MuTepHeT. Buneocsizb.
Oo6nauynsbie BeraucieHus. L{eHTpsl 00paboTku nanHbiX. CeTeBble TEXHONOTHH Tt qoMa. OpraHu3aius CeTH
T0 JIMHUSAM 3JIeKTporepenayn. becrpoBoaHoi mupokononocHsiit goctyn. CereBasi 6€30MacHOCTb.

5. Hacrtpoiika cereBoii onepamnuonnoi cucteMbl. Cisco I0S. OcHoBHbIe dyHKIMU. JIOCTYI K YCTPOUCTBY Ha
6a3ze Cisco 10S. Konconpnsiii noctyi. Telnet, SSH u AUX. Pesxxumbl paboThI ONepaliioOHHON CHCTEMBI
Cisco IOS. TlpuBmiiernpoBaHHBIN U MOJIB30BATEIBCKUI peKUM. PexxuM riobanbHON KOHPUTYparuu 1
nonoaHuTENbHBIC pekuMbl. CTpykTypa komana Cisco IOS. KonrekcTHas cnpaBka. [IpoBepka cuHTakcuca
komaH1bl. Komanasl mposepku B 10S.

6. Orpanudenue nocryna K (aisiaM KoHUTYpalud yCTPOUCTB. 3aluTa J0CTyIa K yCTPOUCTBaM. 3amuTa
J0CTyNa K MPUBUIIETUPOBAHHOMY U MOJb30BaTelIbckoMy pexkumy. Llndposanue napons. bannepusie
coobmenusi. Coxpanenrne KOHGUTYpalluU yCTPOUCTB.
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7. optel u anpeca. [P-anpecanus yctpoiicts. Matepdeiicel n moptel. HacTpolika BUpTyanbHOTO
uHTepdeiica kommyraropa. Hacrpoiika [P-agpecoB OKOHEUHBIX yCTPONCTB: BPYYHYIO U P MOMOIIN
DHCP. Koudmuxrs! [P-anpecos. IIpoepka mapamerpos noaxitouenus (loopback-unrepdeiic, mposepka
uHTEp(PECOB KOMMYTATOpa, TECTUPOBAHNUE CKBO3HOT'O MOIKIIOUCHHS).

8. CeteBble MPOTOKOJIBI M cTaHAapThl. KogupoBanue coobuienus. @opMaTupoBaHUe U MHKATICYIISALINS
cooOuienus. Pasmep coobmenus. Bpemennsie napameTpsl coobmenus. [lapameTpsl JocTaBKU COOOICHMUS.
BsaumoneiictBue nporokonos. Crek nporokonos TCP/IP u npouecc oOmena ganupiMu. Opranu3aiiu mno
crangapruzanuu: [ISOC, IAB, IETF, IEEE, ISO.

9. Oranonnsie mogenu. Mozaens OSI. Moznens TCP/IP. CpaBHeHue Mozeneil.

10. [IBmxeHue nqaHHbIX 10 ceTyu. MHKancynanus gaHHubix. JlocTyn K JokaiasHbIM pecypcam. Joctym k
YAANEHHBIM PECYpPCaM.

11. CereBoii noctyt. [lonkmouenue k cetu. CereBbie HHTEPQEHCHBIC TUIaThl. DU3NYECKUA YPOBEHbD.
CpencrBa nepefauyl 1aHHbIX GU3HYECKoro ypoBHs. CTaHAApTHl U MPOTOKOJIBI (PU3UYECKOTO YPOBHSI.
[TpomyckHast crtoco6HOCTh. [IpOM3BOANTENBHOCTD CETH. TUTIBI PU3HUECKON CPEJIbI.

12. Mennsble kabenun. DKpaHUpOBaHHAs U HEAKpaHUPOBaHHAs BUTas napa. [Ipoknaaka kadeneit UTP.
Crannaptel. PaznoBugnoctu kabeneit Tuna UTP. TectupoBanue xabeneit UTP. KoakcuanbHblil kabens.
be3omacHoCTh MeTHBIX Kabemnei.

13. OnrroBostoKOoHHBIE Kabenu. OcoOeHHOCTH MpoKaiku. KOHCTPYKITHS OMTOBOJIOKOHHOTO Kabens. Turbl
ONTOBOJIOKOHHBIX Kabenei. [IpoBepka onToBONIOKOHHBIX Kabeneil. CpaBHEHHE ¢ MEAHBIMH KaOCIIsSIMH.

14. becnipoBoaHbBIE CpecTBa nMepeaadn JaHHBIX. OCOOCHHOCTH OECIIPOBOIHOM Cpe/bl. THIIBI
OeCIpOBOAHBIX CPEJICTB Mepeaayun JaHHBIX. becipoBonHas mokansHas cetb. Ctanmaptel WiFi 802.11.

15. IlpoTokosbl kKaHAJIBHOTO YpOBHs. Ha3zHaueHne kaHanbHOTO ypoBHS. [lonypoBHM KaHamoB qanHbIXx MAC
u LLC. YnpaBneHnue n0cTynom K cpene nepenadu AaHHbix. CTpykTypa kaapa ypoBHs 2. DopmaTupoBaHue
JAHHBIX Ui nocienyronieit nepenadn. Coznanue kaapa. CtaHaapTsl KAHAJTBHOTO YPOBHS.

16. Bugas! Tononoruit. dusndeckas u Jorudeckas ronojorus. Tononoruu rmodansHOM cetu. Kaap xanama
nepenaun ganubix. Kagper LAN u WAN. Kanp Ethernet. Kagp PPP. becipoBonnoii kaap 802.11.

17. IIpotokon Ethernet. ITpuauun padotsl. [Tonyposan MAC u LLC. MAC-anpeca. O6paboTka KaapoB.
Wukancynsuusa Ethernet. Pasmep u ctpykrypa kaapa. MAC-anpeca oqHOaApECHON, ITUPOKOBEINATEILHON 1
MHoroajipecHoi paccbuiku. CkBo3zHoe noaxmouenue. MAC u IP-anpeca.

18. IIporokon pazpemenus aapecoB ARP. @ynkiun ARP u npunnun pa6otsl. Pons ARP B poniecce
ynanéaHoro oomeHna ganHbiMH. Tabmuiia ARP Ha ceTeBbix ycTpoiictBax. [Ipo6iembr ARP.

19. KommyTtaropst LAN. ITopTel kommyTaTtopa. Tabmuiia MAC-aapecoB. HacTpoiiku TymIeKCHOTO pexuMa.
Oynknusa Auto-MDIX. Crioco6s1 iepechbutky kaapa Ha kommyTaropax Cisco. KommyTanus ¢
oydepuszanueii u 6e3. Kommyramnus ¢ uckiaoueHrneM ¢pparMeHToB. bydepu3zanus maMsaTH Ha KOMMyTaTopax.
OukcupoBaHHast U MOIyJIbHas KOHGUrypauus kommyTaTopos Cisco.

20. Kommyrarus ypoBHs 3. CpaBHEHHE KOMMYTAIMH BTOPOTO U TPEThEro ypoBHs. TexHnomorus Cisco
Express Forwarding. Tuner uaTepdeiico ypoBHs 3. Kondurypanusi MapupyTH3UpyeMOro mopTa Ha ypoBHE
3.

21. Ilpotokomsl cereBoro ypoBHs. CeTeBoil ypOBEHb B IIPOLIECCE NIEPENAUH TaHHBIX. XapaKTePUCTUKU
nporokona IP. ITaker IPv4. Orpannuenus IPv4. ITaket IP v6.

22. Mapupytuzanus. Metonsl Mapuipytusanui. L3 o ymonuanuto. Tabnuiia MapiipyTH3anuy y3ia
IPv4. Tabnuna MapupyTuzauuu MapipyTtusaropa [Pv4. Anpec ciemyromiero nepexoaa.

23. MapupyTu3aropsl. YcTpoiicTBo Mapiipytusatopa. [lpouneccop u namsats. CeteBble HHTEPQEICHI.
Omnepanmonnas cucrema mapupytuzaropa. Cisco IOS. Ilpouece 3arpy3ku MapupyTH3aropa.

24. IIpoTOKOJIBI TPAHCIIOPTHOTO YPOBHS. 3HAYEHHUE TPAHCIIOPTHOTO YPOBHS IIPU NIEpEaye NaHHBIX.
MynbTHILUIEKCHPOBaHKE ceaHCOB cBsi3u. Hanéxunocts TpancnoptHoro ypoBHs. IIpotokon TCP. IIporokon
UDP. Anpecanus nopros TCP u UDP.

25. O6men ganabiMu o TCP. HanéxuocTh JOCTaBKH. YCTaHOBICHUE COCTUHEHUS U €TO 3aBEPIICHHE.
TpéxcTopoHHee pykonokarue. YnopsaodeHHas nocraBka. [lonrsepxxaenue u pamep okHa. [loteps
JAHHBIX U TOBTOPHAA Iepejada. YIpasileHne NOToKoM. [IpenoTepaienue neperpysox.

26. Obmen ganabiMU ¢ ucnonb3oBanneM UDP. UDP-nararpammel. [poneccsr u 3ampocst UDP-cepBepa.
ITpoueccs UDP-knuenta. [punoxenus, ucnonssyromue UDP. Cpasaenne UDP u TCP.
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27. IP-agpecanus. Ceressle IPv4 anpeca. Ctpykrypa anpeca. Macka nonceru. OgHoaapecHas,
LIMpOKOBeNIaTeabHas U MHOroaapecHas paccolika [IPv4. Tunsl IPv4 anpecos.

28. Cetesnle IPv6 anpeca. [Ipodnems ¢ IPv4. Anpecanus [Pv6. [IpaBuna 3anucu agpecos IPv6. Tunst
anpecoB IPv6. UnauBuayansueie [IPv6 anpeca. ImobansHblii MHAMBHYadbHBIN agpec. JIokambHBIN agpec
kanauna. Jlormueckuit uurepdetic loopback. Heonpenenennsiii anpec. YHUKaIbHbIN JOKaIbHBIN. [uHa
IPv6 npeduxca.

29. UnnuBunyansheie [Pv6 anpeca. CtpykTypa mobanbHOro HHAMBHyadbHOro IP v6 agpeca. Cratnueckas
KOH(uUrypauus rmodarbHOr0 MHAWBUIAYAIBHOTO ajpeca. JlnHaMuueckas KOH(Urypamus rio0anbHOro
WHANBUAYAIBHOTO ajipeca ¢ ucnonb3oBanneM SLAAC u DHCPv6. [ponecc EUI-64 u nunentudukarop
uHTepdeiica. Jlunamuueckue okanpHble agpeca. CtaTuyeckue JokaiabHbIe aapeca. [IpoBepka
koH(purypauuu [Pv6 anpeca.

30. I'pyniossie IP v6 anpeca. IlpucBoennsie rpynnossie IPv6 anpeca. I'pynmnossie IPv6 anpeca
3aIpalirBaeMbIX y3JI0B.

31. TectupoBanue u nposepka coenuHerns. Coobmenust ICMPv4 u ICMPv6. CooGmienus ICMPv6

"3ampoc k MapmpyTtuzaropy”, "O0bsBieHre 0T MapiipyTuzatopa”, "3anpoc cocennero y3na", "O0bsBieHue
cocenHero y3na". OTInpaBKa 3X0-3alpOCOB: TECTUPOBAHUE JIOKAJIBHOIO CTEKA, MOAKIIOUEHUS K JIOKAJIbHON

CEeTH, OAKIIIOYCHUS K yIaI€HHOMY y3i1y. TpaccupoBKa MapuipyTa.

Bomnpocsl k 3k3ameny - 4 cemecTp.

1. O0benHEHHBIE ceTH. MHOTOKOMITOHEHTHOCTh COBPEMEHHBIX CeTel. DJIEeMEHThl 00beTMHEHHON CETH.
Hepapxus B KOMMYTUPYEMOW CETH. YPOBEHB JOCTYIIA U YPOBEHb paCIpeICICHHUS.

2. KommyTupyemas cpena. I[lepecbuika kaapoB. Jlunamuueckoe 3anonaerue Tadauist MAC-aapecos
KOMMYTaropa. MeToipl NepechblIKA Ha KOMMYTATOPEe: KOMMYTaUs ¢ IPOMEKYTOUHBIM XPAHEHUEM U
ckBO3Has kommyTtanus. Komnmmsunonnsie qoMensl. [npokosemarensabie JoMeHbl. CHUKEHHE MTEPErpy30K
CeTH.

3. bazoBas HacTpolika kommyTaTtopa. [locnenoBarensHOCTh 3arpy3ku. Boccranosnenue. CBETOBbIE
uHauKatopbl. HacTpoiika natepdeiica yrpasieHUs KOMMYTaTopa.

4. Hactpoiika noptoB komMmyTaropa. [ymnekcHas cBs3b. Auto-MDIX. [IpoBepka HacTpoek mopra.
YcTpaHeHne HenmonaaokK.

5. bezonacHocTh KOMMyTaTopa. 3amumEHHbIN ynanéuubiit goctyn. [Ipotokon SSH. ITpoGiemsl
6e3omacHocTH KoMMmyTatopa. [lepenonnenue Tabmu MAC-anpecoB. DHCP-cniydunr. VazpumocTtu
nporokosa CDP. BrisBienne yrpos 6€30macHOCTH.

6. ObecnieueHne 6€30MaCHOCTH KOMMYTATOpa. 3allyWTa HEUCHOIb3YeMBbIX MOPTOB. OTCIeKUBAHNE
DHCP-coobmenwnii. Hactpoiika Port-Security.

7. Buptyansnsle nokanbHble ceTh VLAN u ux npenmymectsa. Tunsl VLAN. T'onocossie cetn VLAN.

8. BupTyanbHbie JIOKAJIbHBIE CETH B CPEJIe C MHOXKECTBOM KOMMYTAaTopoB. Tpanku. KoHTponb
IIUPOKOBEIIATeNIbHBIX ToMeHOB. TerupoBanue kaapoB Ethernet. Native VLAN.

9. Haznauenue BupTyanbHO# JokabHOU ceTu. nanazonsl VLAN Ha kommyTtaropax Cisco Catalyst.
Co3nanue BUpTyaabHOM JOKalbHOU ceTH. Haznauenue noptos cetsiMm VLAN. M3meHnenne
MPUHAJIC)KHOCTH TOPTOB BUPTYAJIbHOW CETH. YIaJIeHHE BUPTYaJIbHBIX JJOKaJIbHBIX ceTell. [IpoBepka
nHpopmaruu o VLAN.

10. Tpanku BupTyanbHbIX ceTedd. HacTpotika TpankoBbix kaHanoB IEEE 802.11Q. Copoc TpankoBoro
KaHaJja JI0 COCTOSHUA Mo ymonauanuto. [IpoBepka koHdurypamum TpankoBoro kanana. [lpotokon
JTUHAMHAYECKOTO co3manus TpaHnkoBoro kanaiga DTP. CormacoBanHble pexkuMbI HHTEpGelica.

11. Iouck u ycrpanenue Henonanaok VLAN. I[IpoGnemsi ¢ [P-anpecanueit. OrcyrcrBue cetd VLAN.
ITpo6aemsbl ¢ TpaHKOBBIMH KaHanaMu. HecoBnasieHne peskuMOB TPAHKOBOM CBS3H.

12. IIpoexktupoBanue u obecneuenue 6ezonacHoctd VLAN. Artaku Ha VLAN. Cny¢uHr-araka u ataka ¢
nBoiHbIM TerupoBanueM. Cetb PVLAN nepumerpa. Pexomenaannu no npoekrupoBanuio VLAN.

13. HayanbHas ycranoBka Mapiipytusaropa. @yHkuuu mapuipytusaropa. o361 o ymonyaHuro.
AxrtuBauus [P-anpecanuu Ha y3ne u Mapupytusarope. KonconasHslil foctym.

14. OcHoBHbIe mapaMeTpbl MapupyTuzaropa. Hacrpoiika napamerpos [Pv4 u IPv6 Ha unrepdeiice
Mmapuipytuzatopa. Hacrpoiika unrepdetica loopback ms [Pv4.
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15. IIpoBepka CBA3HOCTH ceTei ¢ mpsAMbIM noakitoueHueM. I[IpoBepka HacTpoek nuntepdeiica. [Iposepka
Hactpoek [Pv6 Ha unTepdeiice. @unbrpanus BEIXOAHBIX TaHHBIX KOMaH show.
16. Mapmpytusanus nakeroB. OtnpaBka naketa. [lepecpuika Ha cienyromuil nepexo. JlocTmkenue mecra
Ha3HAYCHUsI.
17. Pemienus mapmpyTtuzanuu. OntuMaibHbli IyTh. Pacnipenenenne Harpy3ku. AJIMUHUCTPAaTUBHOE
paccTosHuE.
18. Tabnuua mapmpyTu3anuu. McToUHUKH TaOIMIIBI MAapLIIpyTU3alUH. 3auCy MapIIpyTH3aluU YIATEHHON
CeTH.
19. MapupyThl ¢ IpSMbIM MOJKITIOYCHUEM. 3aliCH TaOIUIbl MAPIIPYTU3ALMH ISl CETEH C MPSMBIM
nonkiaoueHneM. Crarnyeckue mapuipyTsl IPv4 u [IPv6. ITpoTokonbl fuHaMU4eCKON MapLIpyTH3aI|H.
20. Hactpoiika mapmpytuzanuu Mexay VLAN. OcHoBHbIE IPUHLIMIIBL. YCTapeBIIas cxema
Mapuipytuzanui Mexay VLAN u MapmpyTH3amus ¢ UCIIoIb30BaHUEM MeToAa router-on-a-stick.
21. Tlouck u ycTpaHeHue Hemonanok MapipyTtusanuu mexxay VLAN. Henonanku B pabote nmopra
kommyTatopa. [IpoBepka koHpurypamuu kommyraropa. [IpoBepka HacTpoek mMapuipyTuzaropa. Ommoku B
[P-anpecax u Mackax MojaCeTH.
22. Kommyrarus 3-ro ypoBHs. Mapmpytuzanus mexay VLAN depes BupTyaiabHbie HHTEP(DEHCH
KOMMYTaTopoB. HacTpoiika cTaTH4eCcKuX MapIIpyToB Ha KOMMYTaToOpE.
23. Cratnueckas MapuipyTU3amus, €€ NpeuMyIlecTBa U BO3MOXKHOCTH. CTaHAapTHBIN CTaTUYECKUI
MapupyT. CTaTuyeckuii MapupyT o ymMoadaHuto. CyMMapHbIi cTaTndeckuii MapuipyT. [1naBaroniuit
CTaTUYECKUM MapIIpyT.
24. Hactpoiika cratnueckux mapuipytos IPv4. Komanaa ip route. [TapameTpsl ciegyromero nepexosa.
Hacrtpoiika HanpsiMy10 MOAKJIFOUEHHOT'O U MOJIHOCTBIO 3aJaHHOT0 CTaTHYeCKUX MapuipyToB. Hactpolika
CTaTUYECKOr0 MapuipyTa 1o ymonyanuto. [Iposepka ctaTu4eCcKux MapLIpyTOB.

25. Hactpoiika crarndeckux mapiuipyTtoB [Pv6. Komanna IPv6 route. Hactpoiika Hanpsimyto
MOAKIIIOYEHHOTO U MOJHOCTHIO 3aJaHHOTO CTaTUYECKUX MapupyToB. Ctatnueckuid MmapupyT [Pv6 mo
ymomyanuto. [IpoBepka cTaTuuecKux MapupyToB.

26. KnaccoBas aapecanus cetu. KitaccoBeie Macku noacereil. KitaccoBslii IpOTOKO MapUIpy TH3aLUH.
N30bITOUHBIN pacxof pecypcoB.

27. becknaccoBas mexxgoMmeHHas Mapuipytuzanus. CIDR u o6bennnenne mapipyToB. beckiaccoBbie
MIPOTOKOJIBI MAPUIPYTU3ALIIH.

28. Macku nozcet (pUKCHpOBaHHOM U IepeMeHHOH JUTHHBL. Pa3nenenue noacereil Ha MOACETH.

29. Cymmapnsie MapiipyThel. O0bennHEHHE MapIpyToB. Pacuét cymmapraoro mapmipyta. O0beAMHEHHBIE
MapuipyTsl B [Pv6. Hactpoiika cymmapnoro IPv6 aapeca.

30. [naBaromue craTuyeckue MapuipyTbl. HacTpoliika u mpoBepKa IJ1aBaroliero CTaTH4eCcKoro Mapuipyra.
[Touck u ycTpaneHue HENOJAJOK B HACTPOMKAX CTATUYECKOTO MapuIpyTa.

31. [IpoToKoBl AMHAMHUYECKON MapipyTU3auu. Poiab MpOTOKOIOB ATMHAMUYECKON MapIIpyTHU3AIIUH.
CpaBHeHHE CO CTaTUYECKON MapuIpyTH3aLHEH.

32. IlpuHIUTIBEI pabOTHI TPOTOKOJIOB MAPIIPYTU3AIMH. 3ayCK MOCe BKIoYeHUs muTanus. CeTeBoe
oOHapyxenue. OOMeH JaHHBIMH MapuipyTu3amnuu. OdecrneueHrne CXOIUMOCTH.

33. Tunsl potokonoB mapuipytuzanuu. [Iporokonsl mapmpytuszanuu IGP u EGP.
JIMCTaHIMOHHO-BEKTOPHBIE IPOTOKOIBL. [IpOTOKOIBI MapiIpyTH3aluK 110 COCTOSHUIO KaHaja. KinaccoBeie u
OecKIIacCcOBbI€ MPOTOKOJIBI MAPIIPYTU3ALMH. XaPAKTEPUCTHUKU IPOTOKOJIOB MapIIpyTU3aluu. MeTpuku
IIPOTOKOJIOB MapIIPyTU3ALUH.

34. lnHamuyeckasi TMCTaHIIMOHHO-BEKTOPHAS MapIIpyTu3anus. JJMCTaHIMOHHO-BEKTOPHBIN aIrOPUTM.
[Tpotokonsl RIP nu EIGRP.

35. Ilporokomasr RIP u RIPng. Kondurypamus RIP na mapmpytuzatope. Oonssnenue cetu. RIPv2.
OTkiroueHne aBToMaTndeckoro oobenuuenus. Hactpoiika maccuBHbix naTepdeiicon. [lepenaya mapiipyra
o ymomuanuto. OowsiBnenue ceret [Pvo6.

36. lunaMuveckas MapuIpyTU3alus 10 COCTOSHUIO KaHama. [Ipuniun padotsl. [IpoTokosnsr
MapLIpyTU3aluu [0 KpaTyanieMy nyTu. AJroputm JIefdKkcTpsl.



37. O6noBnenus cocrosiHus kanaia. Hello-mporokon. Co3nanue nakera cocTossHUS KaHama. JIapuHHas
pacchlIKa MaKeToB coCcTOsHUS KaHana. Co3manue 0a3bl JaHHBIX COCTOSTHUIN KaHanoB. Co3maHue nepeBa
Kkparuaimux nyted. Jlo6asnenue mapiipyroB OSPF B Tabnuiry MapmipyTU3aiuu.

38. Tabnua MapupyTu3auu. 3arucu ¢ PSMbIM TOIKITIOYSHUEM U 3alUCH 00 yIan€HHOM CeTH.
OxonHuarenpHbIN MapmpyT. Mapupyt 1-ro ypoBHs. Poqutensckuit MapuipyT 1-ro ypoBHs. [JouepHuit
MapuipyT 2-ro ypoBHs. [Ipouecc moucka mapuipyra. OnTUMaNbHbIN MapIpyT. 3arucu B TabIuIe
MapuipyTtuzanuu [Pvé6.

39. Ilporokon OSPF. OcHoBHble xapakTepucTuku. KommonenTsl mpotokosia OSPFE. [Tpuniumn paboTsl.
OSPF s oxHOM 00/1aCTH M HECKOJIBKUX 00JIacTEMN.

40. Coobmenus OSPF. Nnkancynsamus coodmenuii OSPF. Tunel coobmmenunii. [TakeTsl mpuBeTCTBUS.
Wurepsanst otnpaBku hello-makeroB. OOHOBIIEHUSI COCTOSTHUS KaHAaIa.

41. Pabouue cocrostaust OSPF. YcranoBneHne OTHOIIEHUH CMEXHOCTH C COCETHUMH YCTPONCTBAMU.
Boigenennsiii Mapuipytusatop DR u pesepBHbIii BoieneHHbli Mapiipytuzatop BDR. Cunxponuszanus 6a3
nanHbeix OSPF.

42. Hactpoiika OSPFv2 nnst ognoit o6nactu. Unentudukaropsl Mapuipytuszatopa. Hacrpoiika
unentudukaropa mapmytuzatopa OSPF. Bkmtouenne OSPF Ha untepdeiicax. [llabnonnas macka.
Komanna network. IlaccuBnsriii uatepdeiic. Croumocts OSPF. Akkymynsnus croumoct. Hactpoiika
3aJJaHHOM MPOMYCKHOI criocooHocTH nHTepdeiica. Hactpoiika ctoumoctu OSPF Bpyunyto. [Iposepka
OSPF.

43. Kondurypamus OSPFv3 mis onHoit obnactu. Cxoxacrsa u pasnuaust mexxay OSPFv2 u OSPFv3.
Anpeca Link-local. Tononorust cetu OSPFv3. Hactpoiika u u3aMeHeHne UaeHTU(GUKaTopa MapIipyTH3aropa
OSPFv3. Brmrouenne OSPFv3 na unrepdeiicax. [IpoBepka OSPFv3.

44, Cniucku koHTpOos goctyna. [punamun padotsl ACL-cniuckoB no nporokony IP. HazHauenue
ACL-cniuckoB. CTanaapTHbIE M pacliupeHHbIe crucku aocryna. [1laGnonneie macku. Pekomenpanuu mo
CO3JIaHUIO U Pa3MEIEHUIO CIIUCKOB JOCTYTIA.

45. Cranpaprasle ACL-cniucku 1 [IPv4. Hactpoiika crangaptaeix ACL-cniuckoB. BHeceHne n3MeHEeHUH.
3amumra noptoB VTY ¢ nomomisio crannaptHoro ACL-criucka.

46. Pactunpennsie ACL-cniucku. Ctpykrypa pacmmpenHoro ACL-cnmcka. HacTpolika pacimpeHHbIX
ACL-cnuckoB. [Ipumenenune pacmmpennsix ACL-criuckoB Ha nnTepdeiicax. Co3gaHne MMEHOBaHHbIX
cnuckoB aocrtyna. [IpoBepka u pegakTupoBaHUe pacIMPEHHBIX CIUCKOB JOCTYIIA.

Bomnpocsl k 3k3amMeny - 6 cemecTp.

1. IlpoekT kopnopaTUBHOM CETH JUIs KOMIUIEKca 3aaHuil. [IpoekTupoBaHye nepapXmuuecKkoil CeTH.
TpeboBanus k cetu. [I[pUHIHUMIBI CTPYKTYPUPOBAHHOTO TPOSKTUPOBAHUS.

2. Uepapxus ceTu. YpoBeHb AOCTyNA. YPOBEHb paclpeneacHus. YPOBEHb AIpa.

3. Kopnoparusnas apxurekrypa Cisco. Moayab KOMILIEKca 3MaHAN PeAnpHUsITHS. MOIyIIb TpaHUIIbI
npennpusitus. [ panuia cetu oneparopa cBsi3u. YaanéHHas (GyHKIHMOHAIbHAs 00IacTh.

4. Pa3zBuBarommecs ceTeBbie apxXuTeKTypbl. CeTn 6e3 rpaHuil. ApXUTEKTypa COBMECTHOU paboThl. LIeHTphI
00pabOTKM TaHHBIX M BUPTyanu3anus. Pacmmpenue certu.

5. [Moakmrouenue k mobanpHOM cetn. Cetn dunmuanos. Pacnpenenénnas cetb. YcTpoiicTBa 1modanbHON
cetu. KommyTanus kaHaI0B U KOMMYTaIMsl TaKETOB.

6. Cepucsl mobanbHOU cetu. UH(DpacTpykTypa cetn oneparopa. MHpacTpyKTyphl YaCTHBIX TT100aTbHBIX
cereil. ApennoBannbie TuHUN. KommyTupyemsbrit noctyn. ISDN. FrameRelay. ATM. WAN Ha ocHOBe
Ethernet. MPLS. VSAT.

7. Nudpactpykrypa odmenoctymHoi riodansHoi cetu. DSL. KaGenb. becipoBogHbie TEXHOIOTHH.
CoroBas cBs3b. Texnonorust VPN. Bri6op cnoco6a noaximodeHus K 11o0aibHOM ceTu.

8. IlocnenoBarenbHoe coeauHeHne "Touka-Touka'". IlocienoBarenbHble U napajseibHble NopThl. CBs3b MO
[IOCJIEI0BATEIbHOMY KaHally. MyIbTUINIEKCUPOBAaHUE ¢ pa3zesieHueM 1o BpeMeHu. Ycrporictsa DTE u
DCE. IlocnenoBatenbHble KaOeH.

9. Nnkancymsmust HDLC. Tunsr kaapoB. HacTpoiika u oTiianka mocieaoareasHoro uaTepdeiica. [puammn
pabotsl mpotokoa PPP. LCP u NCP. Crpykrypa kanpa PPP. Ceancer PPP.

10. Hacrpoiika mpotokona PPP. Komannbr 6a30Boii HacTpoiiku. Cxkarrue JaHHBIX. MOHUTOPHHT KadecTBa
kanazna PPP. [IpoBepka HacTpoexk.
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11. Ayrentuduxarnus PPP. [Tporokomnst ayrentuduxannu PAP u CHAP. Hactpoiika PPP ¢
ayrenTudukanueit. Omiaaka PPP.

12. Frame Relay: npeumymectBa u Hegoctatku. [IpuHuun pabotsl. ['pynna BUpTyaibHBIX KaHAJIOB.
Wukancynsuusa Frame Relay. Tononoruu ceteii Frame Relay. Conocrasnenue agpecos. UnTepdeiic
JokajbpHOro ynpanienus. Inverse ARP. Ynpasnenue norokom naHsbsix B cetu Frame Relay.

13. Hacrpoiika Frame Relay. Komannbr 6a3oBoit Hactpoiiku. Hactpoiika n mpoBepka cTaTUueCcKoro
comocTaBieHus aapecoB. Hactpoiika monbraTepdeiicoB.
14. Otnanka Frame Relay. Pabora LMI. Coctosiane kanana PVC. IIpoBepka padotsl Inverse ARP.

15. Cucrema NAT. [Tpunuun pa6otsl. OCHOBHBIE XapakTepucTUKU. CTaTH4uecKre U TMHAMHYECKUE
npeoOpaszoBanust NAT. [IpeoOpasoBanue aapeca u Homepa nopra PAT. [IpeumymectBa u Henocrarku NAT.

16. Hacrpoiika ctatnueckoro u quHamuyeckoro NAT. Hactpoiika PAT. [lepenanpaBienue nopTos.
Hacrpoiika mexann3ma NAT u nmpotokona [Pv6. Otnanka NAT, komanasr show u debug.

17. PerieHus upoOKOMOIOCHOTO AOCTyMA. YianéHHas paboTa: mpeuMyIecTBa U HeJoCTaTKH. TpeboBanus
K MOKJIIOYECHHUIO IS YIAJIEHHOTO paOOTHHKA.

18. CpaBHeHue penieHuit mupokomnoaocHoro gocrymna. Kadens. DSL. becnipoBoiHbie NIMPOKOTIONOCHbIE
ceTu. BeiOop permieHuii nMpoKonosIocHOro JOCTYTIA.

19. Hactpoiika nogxirouennit XDSL. O630p PPPoE. Hactpoiika PPPoE.

20. 3ammra mexxdunuanpHon cBs3u. Cetn VPN: nocromncTBa n Henocrarku. Tumbl ceteit VPN,
21. Tynnenu GRE mexnay oo0bekramu. Hactpoiika u npoepka tynnesneit GRE.

22. IIporokon IPsec. CtpykTypa mporokoia. CepBuchl 6e3omacHocTH [Psec.

23. Ynanéunsnii goctym. Cetn VPN ynanénnoro nocryna ¢ ucnonszoBanueM [Psec. Cisco Easy VPN.
Cpasnenue [Psec u SSL.

24. Syslog: npuHIHnIB paboThl 1 OCHOBHBIE HacTpoiiku. dopmar coobmienuit Syslog. Cimy>x6a BpeMeHHBIX
METOK.

25. SNMP: npunmun padotsl. Jlopymku areara SNMP. Bepcun SNMP.
26. NetFlow. IToroku nanubix B cetn. Hactpoiika u mposepka pa6otsl NetFlow. COopka u aHanu3 1aHHBIX.

27. Ilouck U ycTpaHEHUE HETIONIAJOK B CETH C UCIIOIb30BAaHUEM CUCTEMHOTO Noaxoaa. JJokyMeHTupoBaHue
cetu. JlmarpaMMBbl TOIIOJIOTHH.

Tunosble 3aganusa s 3k3amena (I1K-4)
1. OObeAMHAUTH CETMEHTHI CETH MPH MTOMOIIY MapIIPyTH3aTOPA.
2. HacTpouTh NPOTOKOI AMHAMHYECKON MapIIpyTHU3AIIAH.
3. OrpaHu4uTh IOCTYN K CETEBOMY YCTPOMCTBY C UCIOJIb30BAHUEM MAPOIHHOM 3aIIUTHI U CIIUCKOB
JocTyma.
4. ObecrieunTh 0€30MaCHOCTH IOPTa KOMMYTATOpa C UCHOIb30BaHUEM (DYHKIIMHU port-security.
5. Ilouck u ycTpaneHue Henonaaok B padbore mapmpytuzatropa DHCPv6. ITposepka nHactpoek DHCP v6 Ha
MapuIpyTH3aTope.
6. [IpeodpazoBanne ceteBbix aapecoB [Pv4. Cucrema NAT. [Ipuniumn paboThI.
7. Aunamuueckoe U cratudeckoe npeodpazoBanue aapecoB NAT. [IpeoOpasoBanue aapecos noptoB PAT.
CpaBuenue NAT u PAT. Hactpoiika crarnyeckoro u nuHamudeckoro NAT. Hactpoiika PAT.
Ilepeanpecanus nopros. Hactpoiika NAT u nporokona IPv6.
8. Ycrpanenune Henonaaok B padbote NAT. [Tonck Hemonaaok ¢ momonibio komanx show. Mcmonb3oBanue
koman bl debug. [Tpumepsr.
9. ®opmupoBaHue 6a30BbIX MMOKazarenel cetu. [Ipomemypa moncka u ycrpaneHus: Herosaaok. Coop
JaHHBIX 0 cuMnToMax. Onpoc KOHEYHBIX MOJIb30BATENEH.
10. Mcnonb30BaHrEe MHOTOYPOBHEBBIX MOJIETIEN VISl TOMCKA M YCTPAHEHHUS HEMOJIaIOK B ceTh. MeToabl
ITIOMCKA U YCTPAHEHMS HEMOJIAJ0K.
11. Otnaaka cetu. [IporpaMMHbie cpelicTBa MOMCKA U YCTpaHEHUs Henodaaaok. CpencTBa moucka u
yCTpaHEHUsl HeMCIpaBHOCTEH anmaparHoro obecneuenus. [Ipumenenue cepsepa Syslog st ycTpanenus
HETOJIAJIOK.
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12. Tlouck 1 ycTpaHeHUE HENoal0K Ha (PU3NIECKOM, CETEBOM U KaHAJIbHOM YPOBHSX. YCTpaHEHHUE
Henonanok ACL-cniuckoB u cucteMsl NAT. YeTpaHeHHe HENOIal0K HA YPOBHE MPHIIOKEHUI.

13. Ilouck u ycrpanenue Henosnagok B [P-cersax. KoMIIOHEHTHI CKBO3HOTO ITOMCKA W YCTPAHEHUs
Henonanok. [IpoBepka ¢pusnueckoro ypoBHs. Pexxumsl gymiiekca. Anpecarus. [Iposepka numo3a no
YMOJIYAHUIO U TIPABUIILHOCTH Iy TH.

4.4. Illkana orieHUBaHMsI IPOMEXKYTOUYHOU aTTECTALIUU

Ouetika KoMreTeHii Jeckpuntops! (ypOBHN) — OCHOBHBIC PU3HAKKA OCBOCHUS (TIOKa3aTEIH
TOCTYKCHHSI pe3YJIBTaTa)
[IK-4 CrniocobeH OCyIIECTBIISATh HACTPOHKY 000pYI0BaHUs, HEOOXOIUMOTO
«OTINYHO» 111 paboThl HHPOPMAIIMOHHBIX CUCTEM
(85 - 100 6amnoB) CTyIEHT yBEepEHO OTBEYAET Ha MMOCTABICHHBIC BOIIPOCHI
VY CTyAEHTOB HET JIOJITOB MO KypCy
[IK-4 YacTtuuHO CrMOCOOEH OCYIIECTBIATh HACTPOHKY OOOpYIOBaHUS,
«XOPOILIO» HE0OX0IMMOro /17151 paboThl HH(OPMALIMOHHBIX CHCTEM
(70 - 84 Gamnnos) CTyzneHT J0CTaTOYHO YBEPEHO OTBEYAET Ha IMOCTaBICHHBIE BOIIPOCHI
VY CTyAEHTOB HET JIOITOB MO KypCy
[K-4 B  MeHbmeidl Mepe  CHOCOOEH  OCYIIECTBISTH  HACTPOUKY
o0opynoBaHusi, HEOOXOAMMOTo st paboThl HMH(OPMAIIMOHHBIX
«YAOBJICTBOPHUTCIBHO»
(50 - 69 6amnoB) cuctem
CTyneHT HEYyBEpEHO OTBEYAET Ha MOCTABJICHHBIE BOIIPOCHI
VY CTyAEHTOB HET JIOITOB MO KypCy
[IK-4 He cmocoben  ocymiecTBIsTh  HACTPOWKYy  00OpynOBaHUS,
«HEYIOBJICTBOPUTEIILHO HE0OX0IMMOro /7151 paboThl HH(OPMALIMOHHBIX CHCTEM
(menee 50 6amnoB) CTyneHT HEeyBEepEeHO OTBEYAET Ha IOCTABICHHBIE BOIIPOCHI
VY CcTyneHTOB NPUCYTCTBYIOT JIOJTHU MO KYpCy

5. Metoanueckue yKkazaHus JJisi 00y4al0UIUXCsl 10 OCBOEHHM IO TMCIUILIMHBI (MOXYJIA)

5.1 Meroauueckue yKa3aHus IO OPraHU3aIUN CaMOCTOSITEIbHOM paboThl 00yUYaromuXCs:

[Ipuctynas K W3y4eHHUIO TUCIUIUIMHBI, B MEPBYIO ouepelb OOydaromuMcsi HEOOXOAMMO O3HAKOMUTHCS
comepkanremM paboueii mporpammbl aucturumabl (PIT[]), koTopast ompenenseT comepskaHue, oObem, a
TaK)Ke MOPSAIOK U3YUESHHsI U MTPEToAaBaHus yueOHOM TUCIUIUIMHEIL, €€ pa3/iena, YacTu.

Jlnist caMOCTOSTENbHON pabOThl BAKHOE 3HaUEHUE UMEIOT paszieibl «O0beM U copepikaHue TUCIUILTHHBDY,
«Y4eOHO-MeToauueckoe U HH(popMaIMoHHOE 00ecTedeHne TUCIUILTMHBD U «MarepruanbHO-TEXHUIECKOe
obecriedeHre TUCIUILINHEI, IPOrpaMMHOE obecrieueHue, mpodeccHoHaIbHbIe 0a3bl TaHHBIX U
MH(POPMALMOHHBIE CIIPABOYHBIC CUCTEMBI.

B pasgene «O0beM U conep)kaHWe IUCIHMIUIMHBD) YKa3bIBAIOTCS BCE pasfelibl M TEMbl H3y4aeMoil
JTMCLUIUIMHBIL, a TAK)KEe BUJBI 3aHATHH U TNIAHUPYEMBI 00bEM B aKaJJeMHUYECKUX Yacax.

B pasgene «YuebHO-MeTommyeckoe W HMH(OpMAIMOHHOE oOecreueHre AUCHUIUIMHBDY — yKa3aHa
peKoMeHayeMasi OCHOBHAs U IONOJIHUTEIbHAS JINTEPATypa.

B pasgene «MarepuaabHO-TEXHUYECKOE OOECIeYeHne IUCLUIUIMHBL, MPOrpaMMHOE OOecCIeyYeHue,
npodeccruoHabHble 0a3bl JaHHBIX U MH()OPMAIMOHHBIE CIIPABOYHBIC CHUCTEMBD» COAEPKUTCS MEpeuyeHb
npodeccuoHaNbHBIX 0a3 JaHHBIX U HHPOPMAIIMOHHBIX CIIPABOYHBIX CHCTEM, HEOOXOIUMBIX JJIi OCBOCHHUS
JUCLUIUINHBL.

5.2 Pexomennaruu o0y4aromumcs 1o padbore ¢ TEOPETHUECKUMHU MaTepHallaMy 110 TUCIUILIIMHE

[Ipu uzyyennu u npopabOTKe TEOPETUUECKOr0 MaTepHana HeoOX0AUMO:

- IPOCMOTPETH €IlIe pa3 npe3eHTaluo Jekuuu B cucteMe MOODLe, noBTOpUTh 3aKOHCIIEKTUPOBaHHBIN Ha
JEKUMOHHOM 3aHATUM MaTepual M JOMNOJIHUTh €ro € YYEeTOM PEKOMEHJOBAHHOM JOMOIHUTEIbHOU
JIUTEPATYPBL;

- IIPY CAMOCTOSITEIBHOM M3yYE€HUH TEOPETUYECKOM TEMBI CAENATh KOHCIIEKT, UCIOJIb3Ysl PEKOMEHIOBAHHBIE
B PII/] ucrounuku, npodeccruoHaibHble 0a3bl JaHHBIX U HHPOPMAIIMOHHBIE CIIPABOYHbBIE CUCTEMBI:

- OTBETUTH Ha BOIIPOCHI JIsl CAMOCTOATEIILHON pabOoThI, TTO TeMe MpeacTaBieHHbIe B myHKTe 3.2 PIT/I.




- [P MOATOTOBKE K TEKYIIEMY KOHTPOJIIO HCIIOIb30BaTh MaTepHalibl (hoHa oreHouHbIX cpencts (POC).
5.3 Pexomenmanuu mo paboTe ¢ HayYHOU U y4eOHOM JIUTepaTypoit

PabGota ¢ OCHOBHOM M JONOJHUTENBHOM JHMTEPATYpOH SIBISETCS IIaBHOM (POpMOI caMOCTOATENbHOM
paboThl M HEoOXOoaMMa MPH MOATOTOBKE K YCTHOMY ONpPOCY Ha CEMUHApPCKUX 3aHATHAX, K Jebartam,
TECTHUPOBAHHUIO, 3Kk3aMeHy. OHa BKIIOYaeT MpopabOTKy JIEKIMOHHOTO MaTephalia M PEeKOMEHIOBAHHBIX
HCTOYHMKOB U JINTEPATYPHI 110 TEMATHKE JIEKIIUH.

KoHCHeKT JIeKInu JOJKEeH coliepKaTh pedepaTuBHYIO 3alIUCh OCHOBHBIX BOIPOCOB JICKIIUH, B TOM YHCIIE C
ornopoii Ha pa3MmeleHHble B cucteme MOODLe mpe3eHTay, OCHOBHBIX MCTOYHUKOB M JIMTEPATYphl IO
TeMaM, BBIBOJBI MO KaXKAOMY Bompocy. KoHCeKT MOXKeT OBITh BBITIONIHEH B paMKax pacliedyaTKH BbIIa4uH
Mpe3eHTAlUi JIGKIUH WM B OTACNIBHOW TeTpaau mo mpeaMery. OH JOKeH ObITh aKKypaTHBIM, XOPOIIO
YUTAaEMBbIM, HE COAEPIKaTh HE OTHOCALIYIOCS K TeMe HH(POPMAIUIO HITH PUCYHKH.

KoHcnieKkThl HayyHOW JHUTEparypbl NMPU CaMOCTOSATENBHOM IOATOTOBKE K 3aHATHUAM JOJDKHBI COJEPIKaTh
OTBETHl HA KaX/blii TOCTAaBICHHBIH B TEME BONPOC, MMETh CCHUIKY Ha HCTOYHHK WH(POpPMALUU C
00s13aTeNbHBIM YKa3aHUEM aBTOpAa, HAa3BaHMS W TOJa HU3AAHUS HUCIOJNb3yeMOH HaydyHOW JHMTEpaTyphl.
KoHcniekT MOXeT ObITh ONOpPHBIM (COAEpXAaTh JHUIIb OCHOBHBIE KIIIOUYEBBIC MO3MIMH), HO TPH 3TOM
MO3BOJISIIOIIMM  JIaTh TIOJIHBIA OTBET IO BOINPOCY, MOXET ObITh MOAPOOHBIM. OO0bEeM KOHCHEKTa
OIIPENETSAETCS CAMUM CTYIAECHTOM.

B nporecce paboThl ¢ OCHOBHOM U JOTIOTHUTEIIBHON JTUTEPATYPOI CTYICHT MOXKET:

- JenaTh 3allUCU IO XOAy 4YTE€HHS B BMJIE NPOCTOrO WIM Pa3BEPHYTOrO IIaHa (co31aBaTh IEPEUYEHb
OCHOBHBIX BOIIPOCOB, PACCMOTPEHHBIX B UCTOYHHKE);

- COCTaBJATH Te3HUCHl (LMTHpOBaHHE HauOoJee BAKHBIX MECT CTaTbl MJIM MOHOTpaduu, KOPOTKOE
U3JI0KEHHE OCHOBHBIX MBICJIEH aBTOpA);

- TOTOBUTH aHHOTAIMH (KpaTKoe 0000I1eHe OCHOBHBIX BOIIPOCOB PabOTHI);

- CO3/1aBaTh KOHCIIEKTHI (Pa3BEPHYTHIC TE3UCHI).

5.4. PexoMeH1a1iuy Mo NOATOTOBKE K OTAENIBHBIM 33aHUAM TEKYIIETO KOHTPOJISA

CobecenoBanue MpennojaraeT OpraHu3aluio Oecelpl MpernoAaBareist cO CTyAEHTaMH [0 BOIpPOcam
MPAKTHUYECKOTO 3aHATUS C LEJbl0 Oojiee OOCTOATEIHHOTO BBISBICHHUS UX 3HAHUN MO OINpeneIeHHOMY
pasgeny, TeMme, mpobieme W T.I. Bce wieHbl Ipynmbl MOTYT Y4acTBOBaTh B OOCYXKIEHUU, J00aBIATH
nH(pOpMaIUIO, TUCKYTUPOBATh, 3a/1aBaTh BOIIPOCHI U T.1.

YCTHBIE OMpPOC MOXET TMPUMEHATHCS B pas3au4HbIX (Qopmax: (PpoHTAIbHBIN, WHIWBUIYAIBHBIN,
KOMOMHUPOBaHHBIA. OCHOBHBIE KaUY€CTBA YCTHOTO OTBETA MOJJIEKAIIETO OIICHKE:

- IPaBUJILHOCTH OTBETA IO COJIEPIKAHUIO;

- IOJTHOTA U TIIyOnHa OTBETA;

- CO3HATENIbHOCTh OTBETA;

- JIOTHKA U3JI0KEHUS MaTepuaa;

- PalMOHAJIBLHOCTh UCIIOIb30BaHHBIX PUEMOB U CTIOCOOOB PEIlIeHUs TOCTaBIEHHON yueOHO! 3a1auu;

- CBOEBPEMEHHOCTh M 3((PEKTUBHOCTH MCIIOIB30BAHUS HATNIAIHBIX MMOCOOMNA M TEXHUYECKUX CPEICTB IPH
OTBETE;

- HCII0JIb30BAaHUE JIONOJHUTEIBHOTO MaTepraa;

- palMoOHAJIbLHOCTD UCIIOB30BAaHUSI BPEMEHU, OTBEJICHHOTO Ha 3a/1aHue.

YCTHBIM OIIPOC MOXKET CONPOBOXKAATHCS IMPE3ECHTALUEH, KOTOpas IMOATOTaBIMBACTCA IO OAHOMY U3
BOIIPOCOB MPAKTHYECKOTO 3aHATUS. [Ipy BRICTYIUIEHHH ¢ Mpe3eHTalnueld HeoOXoauMo oOpamarb BHUIMaHUE
Ha TaKU€ MOMEHTBI KaK:

- colep)KaHUE TPE3CHTALMU: aKTyaJlbHOCTh TEMbI, IOJHOTA €€ PACKPBITHSA, CMBICIOBOE COJAEp)KaHUE,
COOTBETCTBHE 3asBJICHHOM TEMbI COJIEPKaHUIO0, COOTBETCTBHE METOAUYECKUM TPEeOOBAHUAM (LIETTU. CCHUIKU
Ha PECYpChl. COOTBETCTBHUE COICpXKaHUS U JIMTEPATyphl), MpaKTUUeCKas HaNpaBIeHHOCTb, COOTBETCTBUE
cofiepaHusl 3asBICHHON QopMe, aeKBaTHOCTh MCIOIb30BAHMSI TEXHUYECKUX CPEACTB YUeOHBIM 3ajlauaM,
MOCJIEIOBATENBHOCTD U JIOTUYHOCTD MPE3EHTYEMOT0 MaTepuara;

- odopMiieHHE TMpe3eHTAlMU: O00bheM (ONMTHUMaTbHOE KOJWYECTBO), AW3alH (YUTAEMOCTh, HAJIMYHE U
COOTBETCTBHE TpaUKd U aHUMAIMH, 3ByKOBoe OQOpMIIEHHE, CTPYKTypUpOoBaHHE UHOpMAINH,
COOTBETCTBHE 3asiBICHHBIM TPEOOBAaHUSAM), OPUTHHAIBHOCTH O(OPMIIEHUS, SCTETHKA, HCIIOIb30BaHUE
BO3MOXKHOCTH MPOTPAMMHOM CpPeibl, COOTBETCTBHE CTaHIAapTaM o(pOpMIICHUS;
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- TMYHOCTHBIC KaueCTBa: OPATOPCKUE CIIOCOOHOCTH. COONIOIEHUE PErIaMEHTa, SMOIIMOHATLHOCTh, YMEHUE
OTBETUTH Ha BOIIPOCHI, CHCTEMATH3UPOBaHHbBIC, TITyOOKHE U TIOTHBIE 3HAHUS 110 BCEM pa3JiesiaM IMPOrpaMMBbl:
- CcoJepXaHWE BBICTYIUICHHUS: JIOTHYHOCTh W3JIOKCHHUS Marephalia, PacKpbITUE TEMBI, JOCTYIHOCTh
u3noxkeHus, dPpdexTuBHOCT npuMeHeHust cpeactB WKT, cmocoObl ©u  yClIOBHS — JTOCTHIKCHHUS
PE3yABTAaTUBHOCTH M IPGEKTUBHOCTH AJIsS BBIOTHEHUS 3a/ad CBOed MpodeccHoHATbHOW WIH y4eOHOU
JEeSTeNbHOCTH, JOKAa3aTeIbHOCTh MPUHUMAEMBIX PEIICHUH, YMEHHE apryMEHTHPOBATh CBOM 3aKIIIOYCHUS,
BBIBOJIBI.

6. YueOHO-MeTOnM4YecKOe M HHPOPMALIMOHHOE o0ecrieyeHre JUCUMITHHbI

6.1 OcHoBHas UTEpaTYypa:

1. Kosran H. M. Kommnbtorepusie cetu : yuebHoe mocobue. - Munck: PUIIO, 2014. - 180 c. - Teker :
sanektpoHubit  /  OBC  «YHuBepcuterckas ~— OuOnmoreka  onmaiim»  [caiit]. -  URL:
http://biblioclub.ru/index.php?page=book&id=463304

2. Jlanonnna O. P. Kpuntorpadguueckne ocHOBBI Oe3omacHOCTH. - MockBa: HarmoHanbHbI OTKPBITHINA
VYuusepcurer « MTHTYUT», 2016. - 244 c. - Teker : anexkrponusbiil / DbC «YHuBepcuteTckas oubamnorexa
onaiiny» [caitt]. - URL: http://biblioclub.ru/index.php?page=book&id=429092

6.2 JlonosHUTENBHAS IUTEpPATYpA:

1. ®omun JI. B. KommbiorepHsle ceTH : ydeOHO-MeToguueckoe mocobue. - MocksalbepnuH:
Hupekt-Menua, 2015. - 66 c. - Tekcr : snexkrponHsiii / OBC «YHuBepcureTckass 6uONIMOTEKa OHIAWH
[caiiT]. - URL: http://biblioclub.ru/index.php?page=book&id=349050

2. Kapramesckuii, B. I, Jluxtuungep, b. f., Kupeesa, H. B., Bypanoa, M. A. KoMmmnbioTepHbie ceTH :
yueOHUK. - Becb cpok oxpanbl aBropckoro mnpaBa; Kommbrorepaele cetu. - Camapa: IloBomxckuii
TOCY/IapCTBEHHBIN YHHUBEPCUTET TelNeKOMMYHUKalmii u wuHpopmaruku, 2016. - 267 c. - Texkcr
snektpoHHbIi / [IPR BOOKS [caiit]. - URL: http://www.iprbookshop.ru/71846.html

3. Kosran, H. M. KommnetotepHusie cetu : yuebHoe ocodbue. - 2025-03-10; KommnbroTepHbie ceTu. - MUHCK:

PecniyOnukanckuit mHCTUTYT mnpodeccuoHansHoro obpaszosanust (PUIIO), 2019. - 179 c. - Teker
anekTpoHHbi // [IPR BOOKS [caiit]. - URL: http://www.iprbookshop.ru/93384.html

6.3 VHbpIe NICTOUHMKMU:

1. Bonpocs! o6pazoBanus - http://www.ecsocman.edu.ru/vo

2. ®enepanpHas ciryx0a 1mo Haa30py B chepe obpazoBanms u Hayku - http://obrnadzor.gov.ru
3. Ilopran "I'ymanutapaoe oopazoBanue" - http://www.humanities.edu.ru/

4. ®enepanphbiii moptan «Poccuiickoe oopazoBanue» - http://www.edu.ru/

7. MaTepuajibHO-TeXHHYecKoe ofecrnevyeHne TUCHMILIUHBI, MPOrpaMMHoe odecredeHmne,
npogdeccuoHa bHbIe 623bI JAHHBIX U HH(OPMALMOHHbIE CIPABOYHBIE CHCTEMBbI

Jlng mpoBeneHus 3aHATHM MO JUCHUIUIMHE HEOOXOIUMO CIIeAyIollee MaTepuaibHO-TEXHUYECKOe
oOecrieueHue: ydeOHble ayqUTOPUM [AJsl TNPOBEICHUS 3aHITHH JIEKIIMOHHOTO M CEMHUHApCKOro THIIA,
TPYNIOBBIX W WHAWBHUYaJbHBIX KOHCYJIbTALMM, TEKYLIEr0 KOHTPOJI M MPOMEKYTOUHOM aTTecTaluw,
MTOMEIIEHUS 111 CAMOCTOSITENIbHON paboThI.

VY4eOHble ayTUTOPUH U TOMEILIEHUS JJIsi CAMOCTOSTENIbHOM pabOThl YKOMIUIEKTOBaHbI CHEIMAIN3UPOBAHHON
MeOeNbI0 U TEXHUYECKUMH CPEJCTBAMHU OOYyUCHHMS, CIIY KAIIUMH JIJIs1 TIPEICTABICHHS YyueOHOW nHbOpMauu
OOJIBITION ayTUTOPHH.

[TomernieHus U1 CaMOCTOSATENILHONW paOOThl YKOMIUIEKTOBAHbI KOMITBIOTEPHON TEXHUKOH C BO3MOXKHOCTBIO
MTOAKITFOYEHHUS K CceTH "Unrepuet" 51 obecrieueHneM JI0CTyIa B AIEKTPOHHYO
UH(OPMAITMOHHO-00Pa30BaTEIbLHYIO Cpey YHUBEPCHUTETA.

Jliig mpoBesieHus 3aHIATUN JIEKIIMOHHOTO TUIA UCTIOIB3YIOTCSI HAOOPHI JEMOHCTPALIMOHHOTO 000PYI0BaHMUS,
o0ecreunBaIIfe TeMaTHYECKUE WILTIOCTpaud (ITPOEKTOP, HOYTOYK, SKpaH/ MHTEPAKTUBHAS JIOCKA).

JIuneH3uoHHOE U CBOOOJHO paclpoCTpaHsIeMoe IPOrpaMMHOE 00eCIIeueHHE:



Microsoft Windows 10

Microsoft Office [Ipodeccuonansusiii moc 2007
Adobe acrobat

LibreOffice

Onepanuonnas cucrema "Ansr O6pazoBanue"
Cisco Packet Tracer

[Tpodeccuonanpubie 6a3bl JaHHBIX U MH(POPMAITMOHHBIC CITIPABOYHBIE CUCTEMBI:

1. DIEKTPOHHBIIN Karajor DyHIaMEHTaIbHON OnOIMOTEeKH TI'V. - URL:
http://biblio.tsutmb.ru/elektronnyij-katalog

2.  VYHuBepcuTeTcKas  OMOMMOTEKa  OHJAWH:  DJIEKTpPOHHO-OMOmmorewnas  cuctema. —  URL:
https://biblioclub.ru

3. Koncynsrant crymenta. ['ymaHuTapHbIe HAyKH: OJJIEKTPOHHO-OMOMMoTeyHass cucrtema. — URL:

https://www.studentlibrary.ru

4. Hayunas snexkrponHas oubianoreka eLIBRARY.ru. — URL: https://elibrary.ru

5. Poccuiickas rocynapctBerHas oubnmoreka. — URL: https://www.rsl.ru

6. Poccuiickast HarmonanbHas Oubnanoreka. — URL: http://nlr.ru

7. llpesunentckas 6udnuorexa umenu b.H. Expiiuna. — URL: https://www.prlib.ru

8. Hayunas osmektponHas OubOnuoreka Poccuiickoit akamemunm — ectecTtBo3HaHms. —  URL:
https://www.monographies.ru

9. OnexrponHas 6ubnmoreka PODU. — URL: https://www.rtbr.ru/rffi/ru/library

JIeKTPOHHasi HH(POPMALIMOHHO-00pa30BaTe/IbHAsA Cpeaa
https://auth.tsutmb.ru/authorize?response type=code&client id=moodle&state=xyz
B3aumoneiicTBue mpenopaBaTenss M CTy[JEHTa B Ipolecce OOy4eHHUs OCYLIECTBISETCS MOCPEICTBOM
MYHBTHMGI[HP'IHBIX, THIICPTCKCTOBLIX, CCTCBLIX, TCICKOMMYHUKAITMOHHBIX TGXHOHOFHﬁ, HCIOJIb3YCMbBIX B

ANIEKTPOHHOH MH(OPMAIIMOHHO-00pA30BATEILHON CPEe YHUBEPCUTETA.



