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1. lean u 3agaun AUCHUATIHMHBI
1.1 Henp qucuuruivHel — GopMUpOBaHUE KOMIIETEHIIHIA:

ITK-4 CriocoGeH ocymiecTBIsATh HACTPOUKY 000pyIOBaHUs, HEOOXOAUMOTO I pabOoThl HHPOPMAITMOHHBIX
CHCTEM

1.2 Tumbl 3amad mpodecCHOHATBHOW JEATETLHOCTH, K KOTOPBIM TOTOBATCS OOydYaroluecs B paMKax
OCBOCHHUS JUCIUILTUHBL:

- HAy4YHO-UCCJIEA0BATEIbCKHI
- MPOEKTHBIN

1.3 JIucuurniauHa OpHEHTHPOBAaHA HA MOATOTOBKY OOydYaromuxcs K MpodeCCHOHAIBLHON JesSTEIhHOCTH B
chepe: 06 CBs3p, mHDOpPMAIIMOHHBIE M KOMMYHHKAITMOHHBIC TEXHOJIOTHH (B cdepe MPOSKTUPOBAHMS,
pa3paboTKu, BHEIPEHUSI U SKCIUTyaTallud HH(GOPMAIIMOHHBIX CUCTEM, YIIPABICHUS X KU3HEHHBIM [TUKIIOM)

1.4 B pesynbrare 0CBOCHHSI TUCIUILUIUHBI Y 00YYaromIMuXCsl TOJKHBI ObITH CHOPMUPOBAHBI:

O0001IeHHBIC TPYIOBBIE Kon n HanmeHoBaHMe

(hyHKUMY / TPYAOBBIC komriereHiu @I'OC BO,
(GyHKUMY / TPYyZOBBIC T HEOOXOIUMOM ISt .
WuankaTopbl JOCTHXKEHHSI KOMIIETEHIHHA
npodeccroHaIbHbIE (hopMHupOBaHUS TPYAOBOTO
JeiicTBus (py HaTUIUU WK IpoecCHOHATBHOTO
npodcranaapra) nefcTBUS

[1K-4 Cnocoben
OCYIIECTBIIATh HACTPOUKY
obopymoBaHus,
HEOOXOIMMOTO TSI pabOTHI
WH(OPMAITMOHHBIX CHCTEM

OcyIecTBieT yCTaHOBKY M HACTPOWKY ammapaTrHOTro
obecrieueHusl JUId 3aIIATHl TIEpefayd NaHHBIX B CETH
Hatepner

1.5 CormacoBanue MCKIUCHTUIITIMHAPHBIX CBs3eH JAWUCIMIIINH, OGCCHG‘-II/IBEIIOH_II/IX OCBOCHHC KOMHGTGHHHﬁ:

[1K-4 CnocobeH oCyIIeCTBIATh HACTPOUKY 00OpYIOBaHHUS, HEOOXOAUMOTO JUISl pabOTHI
MH(POPMALMOHHBIX CUCTEM

No HanmenoBanme
/1 JACLIVIUINH,
OTIPEIEIISIOIINX
MEKTUCIUTUTHHAPHEIE
CBS3U

®dopma oOyueHus

OuHas 3aouHas
(cemecTp) (cemecTp)
415|683 |4|5]61|9

1|"Networksecurity" + +

2 |Ananu3 + +
3aIUAIEHHOCTU
KOMIIBIOTEPHBIX CETEH

3 |KomneroTepusle cetn | + | + + | +

4 |ITIpenmuriomMHast + +
MpaKTHKA

5 |Texnomoruu + +
3D-monenupoBaHus

6 | Texnomornu + | + + |+
nepeaay JaHHbIX

2. MecTo nucuuiuiaabl B cTpykrype OIl 0akanaBpuara:

JuctumuinHa «be30mnacHoCTh KOMITBIOTEPHBIX CETe» OTHOCHTCA K 4acTd, (hOpMHUpPYEeMOW ydacTHUKaAMH
oOpa3oBareibHbIX OTHOIIEHUH, yueOHoro turana OIl mo nHampasiaenuto mnoarotoBku 09.03.03 -
[Tpuknannas nHGOpPMATHKA.

JucuuminHa «be30nacHOCTh KOMIBIOTEPHBIX CETE» U3ydaeTcsa B 3 ceMecTpe.




3.00beM U coep:kaHMe TUCHUILUTHHBI
3.1.00beM ITUCHHILIUHEL 6 3.€.

Oumnas: 6 3.¢.

3aouHas: 6 3.e.

. Ounas 3aoyHas
Bun yueGHOM paboThI
(Bcero yacoB) | (Bcero 4yacon)
O0mas Tpy10€éMKOCTh JMCIHUIITHHBI 72 72
KonTaktHas pabora 48 8
Jlexuu (Jlekrun) 16 4
Jlaboparopnsie (JIab. pab.) 32 4
CamocrosrenbHas padota (CP) 24 60
3auer - 4
3.2.ConepxaHue Kypca:
Ne HasBanue Bun yue6HoO# paboThl, yac. | @OpMBI TEKYIIETO
TEMBI paszzerna/TeMsbl Jlexum |J1a6. pab. CP KOHTPOJIS
O|3[0O0|3 |03
3 cemecTp
1 [TorpeGHOCTH B JlaGoparopHas
kubepbe3onacoctu | 2 | - | 4 | - | 6 | 12 pabora;
CobecenoBanue
2 Ataku, NOHATHS U CobecenoBaHue;
TEXHUKH 2 1 2 1 4 |12 JlaboparopHas
pabora
3 3ammra JaHHbIX 1 TecTtupoBaHue;
KOH(UACHIUANIBHOC | 2 1 2 1 4 112 TectupoBanue
™
4 3amnmra ) 1 ) 1 4 |12 CobecenoBaHue;
OpraHu3alu TecTtupoBanue
5 O6pa3zoBanue u JlaboparopHas
Kapbepa B chepe ) 1 4 1 6 | 12 pabora;
nH(pOpMAITMOHHOM JlaboparopHas
0€30MacHOCTH pabora
6 Kubepb6e3zonacHocTts JlaboparopHas
— MHP OKCIICPTOB U | ) ) ) i i pabora;
MPECTYTHUKOB CobecenoBaHue;
ColOecenoBanue
7 Ky6 JlaboparopHas
KknOepOe30nacHoOCTH | ) ) ) i i pabora;
CobecenoBaHue;
TecTtupoBaHue
8 Yrpo3sl JlaboparopHas
KnoepOe30nacHOCTH pabora;
, YI3BUMOCTH 1 2 - 4 - - - JlaboparopHas
aTaku pabora;
ColecenoBanue




9 CnocoObI 3aIUThI CobOecenoBanue;
CEKpPETHOMI JlaGoparopHas
uH(pOopMaIUN pabora ;

TectupoBanue

10 OO0ecrieueHus CobecenoBaHnue;
LIEJIOCTHOCTH JlaGoparopHas
JTAHHBIX pabora;

TectupoBanue

11 Konuenuus «msith CobecenoBanue
JICBSITOKY

12 3amura ypoBHEH JlaGoparopHas
obecriedeHus pabora;
KkrbepOe30nacHOCTH CobecenoBanue

13 Kak crarb CobecenoBaHue;
CIIEIUAJIUCTOM B JlabGopatopHas
obnacTu pabora
KnoepOe30nmacHOCTH

Tema 1. Ilorpe6HocTs B knbepoesonacuoctu (IK-4)
Jlexknus.

Beenenune. IlorpebHOocTs B kuOepOe3onacHocTH. Ilepconanbhbeie nanHble. Uto Takoe «IlepcoHanmbHbIE
naHHele». Yrto Takoe KubOepOezomacHOCTh. MpeHTudukanus monb3oBaTens OHJIAHH U oddraiin.
Boeruncnurenshblie  yctpoiictBa. KoproparuBhbele naHHble. YTo Takoe «KoprmopaTuBHbBIE JTaHHBIEY.
[TocnencTBust HapymieHus: O€30MACHOCTHU. 3JOYMBIIUICHHUKH W 3KCIEPThl MO KHOepOe30macHOCTH.
[Tpodwmis kubepnpectynuuka. KOpuandeckue u sTuyeckue npoodiemsl kuoepoesonacHocTn. Knubeppoiina.
[TonsTHe KMOEPBOIHEI.

JlaGopaTopHbie padoThbI.
1. Yro takoe «KopropaTuBHbIE JaHHBIE»
2. IlocnencTBus HapymeHus: 0€30MaCHOCTH

3ananus AJ51 CAMOCTOSITEILHOI padoThI.
KoHcnekTupoBaTh TeMy, peliaTh 3a/1aui, MOBTOPSTH

Tema 2. Ataku, nonsatus u Texuuku (I1K-4)

Jlekuus.
AHanmu3 kuOeparaku. YsA3BUMOCTH CHCTEMBI O€30MAaCHOCTH M IKCIUIOWTHI. THIBI YSI3BUMOCTEH CHCTEMBI
6e3onacHocTH. Tumbl 1 cumnToMbl BpenoHocHoro [10. CriocoOs! mpornkHOBeHUA. OTKa3 B 00CTyKMBaHUH.
Jlanamadt kubepode3omacHocTr. CMmeraHHas aTaka. YMEHbIIEHHE TTOCISICTBH.

JlaboparopHbie padoThbI.
O0630p aTak U METOJIOB 3aILIUTHI OT HUX

3ananus AJ51 CAMOCTOSITeILHOI padoThI.
1. 3apanue. OnpeneneHue TEPMUHA KYSI3BUMOCTBY.
2. 3apanue. Onpeznenenue TUNIOB BpenoHocHOro [10.
3. 3apanue. Onpenenenue tuna DoS-ataku.

Tema 3. 3amura 1aHHbIX U KOHpuaeHnuaabHoctu (I1K-4)
Jlekumus.
3ammTa YCTPOMCTB M CETH. 3aIllliTa BBIYUCIUTENBHBIX YCTpoicTB. CoOmoaeHue mpaBuia 0€30MacHOCTH
MPU HMCTIOJIB30BaHUM OCCIPOBOAHBIX ceTeil. Vcronp30BaHNE YHUKAIBHBIX MApOJICH ISl KaKIOH YUETHOU
3amucu B ceTd. Benenuwe pannbiX. IlludpoBanue nanHbIXx. Pe3epBHOE KONMUpOBaHUE JTAHHBIX.
OxoHyarenbHOE yJaleHHEe JaHHbBIX. 3allliTa MePCOHANbHBIX JaHHBIX B ceTH. HanexxHas ayreHTUUKaLUS.
JIByxdakropras ayreHTuGuKanus. OAuth 2.0. KonpuaeHmmatsHOCTS 37IEKTPOHHOM MOYTH U BeO-Opay3epa.



JlaboparopHbie padoThbI.

1. Co3nanuie U COXpaHEHHUE HAJEKHBIX MapoJien

2. Pe3epBHOE KOIIMPOBAaHUE JAHHBIX BO BHEIIHEE XPAHWINLIE

3. JlabopatopHas pabota. Hackonbko puCKOBaHHO TIOBEICHHE MOIb30BaTes B MIHTepHETE?
3ananus AJ51 CAMOCTOSITEILHOI padoThI.

KoncnektupoBars TeMy, pemiath 3a/1aud U MOBTOPSAThH

Tema 4. 3amura opranusanuu (ITK-4)

Jlekumus.
MexceTeBble dKpaHbl. THIBI MEXKCETEBBIX dKpaHOB. CKaHMPOBAaHUE TMOPTOB. YCTPOHCTBAa OE30MACHOCTH.
O6napyxeHue arak B peanbHOM BpeMeHd. OOHapyKeHHE araKk B peajlbHOM BpemeHHu. Jlydmme
MPaKTUYECKUE METOIUKH TI0 MHPOpMannoHHON Oe3omacHoCTH. [logxom kK krnbepOe30macHOCTH Ha OCHOBE
noBezieHusl. borHeT. YOuiicTBeHHas 1ienmouka. YOUNCTBEHHAs Iienodka B kuOep3amnure. bezonacHocTs Ha
ocHoBe moBeaeHus. NetFlow u kubeparaku. Ilogxom Cisco k kubepoeszonacHoctu. CSIRT. COopHuk
ClleHapueB M0 o0ecneueHuto Oe3omacHOCTU. MHCTpyMeHTHI A MpPEeNOTBpAIleHHUsS U OOHapy>KEHUS
naimaeHToB. CucteMsl IDS u IPS.

JlaGopaTopHbie padoThbI.
3amura BUpTyanbHO# opranusanuu B Packet Tracer ¢ ucnonszoBanuem 110

3aganus 1J151 CAMOCTOSITEJIbHOM PadoThlI.
1. 3ananue. OnpeneneHue OTBETa IPOrpaMMbl CKAHUPOBAHUS IIOPTOB.
2. 3aganue. OnpeneneHre yCcTporucTBa 6€30MacHOCTH.
3. 3amanue. OnpenencHue MOpPsIKa STANOB yOUNHCTBEHHOM HIEMTOYKH.

Tema 5. O0pa3oBanue u kapbepa B cgepe nHpopMannoHHoii 6e3onacHocTn (I1K-4)
Jlexknus.
OOpazoBanue u kKappepa B cdepe HHPOPMAIMOHHONW 0€30MaCHOCTH. BO3MOXKHOCTH cepTH(UKAIIH.
BosmoxnocTn ceprudukanuun. PacimpenHsie Bo3MoxHOCTH cepTudukanuu. Kaprepa. Bakancunm B
obmactu kubepOe3omacHocTu Ha caiite Cisco.com. J[pyrue Bakancuu B cpepe KnbepOe30macHOCTH.

JlaGopaTopHbie padoThbI.
[TepciexTrBsI B chepe kubepObe30macHOCTH
3aganus 1J151 CAMOCTOSITEJIbHOM PadoThlI.
CaMocCTOATENBHOE N3YyUEHUE, [IOBTOPEHHE

Tema 6. Kuoep0e3onacHocTb — MHP 3KcnepToB M npecTynHukos (ITK-4)
Jlexknus.

Kubepbe3onacHOCTh — MHp 3KCIEpTOB W mpecTynHHKoB. OO030p ypoBHeW obecrnedeHus
kubepOezonacHocTu. [Ipumepsr ypoBHel obecriedenust kudepoOe3omacHocTH. Poct kubepmomenoB. Kro
Takue KuOepnpecTymHUKU? MOTHUBBI KHOEPIPECTYNHHUKOB. 3ayeM CTAHOBHUTHCS CHEIMAIMCTOM II0
kubepo6e3onacHoctu? IlporuBozeiicTBue KuOepnpecTynmHUKaM. THMOBbIE Yrpo3bl Ui KOHEYHBIX
IOJIb30Bareliel. TUIIbI IEPCOHANIBHBIX JAHHBIX. YTPpo3bl IHTEpHET-cepBUCaM. YTPO3bl KIIFOUEBBIM OTPACIISIM
MPOMBIIIJICHHOCTH. YTpo3bl 00pa3y >KuW3HU Iofed. BHyTpeHHHE W BHEUIHHE YTPO3bl. YA3BUMOCTH
MOOWIBHBIX ycTpoicTB. IlosiBnenue Mutepnera Bemieil. BrnusHue Oonpiimx maHHBIX. Vcmonmb3oBaHue
nepesoBoro opyxusi. bonmee mmpokwii oxBaT M KackamHblid dddekr. IIpeanochuiku 6e30MacHOCTH.
[ToBbIIeHHOE pacrio3HaBaHue yrpo3 [ kubepodezonacHocTH. Pemenue mpobaemMbl HEXBATKU CHEUATUCTOB IT
kubepbOe3onacHocTH. HarmoHnaneHast KOHLENIHS MPO(heCcCHOHATBHOM MOJATOTOBKH COTPYIHHUKOB B cdepe
kubepoe3onacHoct  (The National Cybersecurity Workforce Framework). IIpodeccuonanbubie
opranuzanuu. CTyIeHYeCKHMe OpraHu3alMl U KOHKYypchl 1O KkuOepOe3omacHocTtu. OTpacieBbie
ceprudpukanuu. Ceprudukanuu, CHOHCHpyeMble KOMOaHuAMU. Kak  cTarh  AIKCIEPTOM IO
K1OepOe30MmacHOCTH.

JlaGopaTopHbie padoThbI.
1 Tlouck paboTsl B cepe kubepOe30macHOCTH.



2 Unentuduxanus yrpos.

3 3agaum npodeccuoHaoB B cdepe KnbepOe30MmacHOCTH.
4 Packet Tracer — co3maHue KOMIBIOTEPHOTO MUPA.

5 Packet Tracer — OOmienue B kubepmupe.

Tema 7. Kyo kuoepoe3onacuoctu (I1K-4)

Jlekuus.

[Tpuntuner nHGOpMamoHHON O6e3omacHoCTH. CocTosiHUS TaHHBIX. Mephl [ kubepoe3onacHocTH. [Ipuninm
KOH(QUIECHIMATbHOCTU. 3alluTa KOH(PUACHLUUAIbHBIX JaHHbIX. KoHTpomb pgocTyma. 3akoHbl U
OTBETCTBEHHOCTh. [IpUHIIMN LIETOCTHOCTH MAaHHBIX. TpeOoBaHUS K IEIOCTHOCTH HaHHBIX. [IpoBepku
nenoctHocTH. [Ipuntun mocrynHocTH. Ilate aeBsTtok. ObOecneuenne NOCTymHOCTH. BapuaHThl XpaHeHUs
JaHHBIX. 3afaddl 3alUThl XPaHAUIMXCS JaHHBIX. MeToAbl Iepenadyd JaHHBIX. 3aJayd  3alluThl
nepeIaBacMbIX JaHHBIX. Buasl 00paObOTKM MaHHBIX. 3aJadyd 3alUThl  00padaThIBAEMBIM JAHHBIX.
TexHOJIOrM4YeCKue NPOrpaMMHBIE MEphl 3alMTHl. TEXHOJOTMYECKHE allapaTHble Mepbl 3allUTHI.
TexHOoJOrM4ecKue CeTeBble Mepbl 3allUThl. TE€XHOJOTMYEeCKHEe CpEeICTBa 3alluThl Ha 0Oaze obnaka.
OOpaszoBarenbHble W ydeOHbIE MepompusaTHs 10 KkuoepOezonacHocTd. DopMHUpOBaHHUE KYJIBTYPHI
kuobepoezonacHoctu.  [lomutuku.  Cranmaptel.  Pexomenparmuu.  Ilpomemypel.  OG630p  Momenwu
KknubepOe3onacHOCTH. YpoBHH obOecnedeHuss kubepoOe3omacHocTH. KoHTpompHbie 1emu.  Cpenctsa
ympaBieHus. Monens [ kubepoe3zonacHoctn  [SO wu  Ttpmama «KIJI». Wcmons3oBanue wmomen
[xknbepoe3onacuoctu [SO u cocrostHus maHHbIX. Mogens [ |kubepoe3omacHoct [ISO 1 MephI 3aIUTHI.

JlaGopaTopHbie padoThbI.
1 VYcranoBka BupTyanbHo# MamuHel Ha [1K.
2 AyreHTH(UKaUs, aBTOPU3ALMS U YUET.
3 Packet Tracer — u3yuyenue muppoBanus (GpaiaoB U TaHHBIX.
4 Packet Tracer — mpoBepKa IETOCTHOCTH (PailJIOB U JaHHBIX.

Tema 8. Yrpo3bl kudepoe3onacuoctu, ya3BumMoctu u ataku (I1K-4)

Jlekumus.

VYrpo3sl kKuOepOe30MmacHOCTH, YA3BUMOCTH W araku. Yto Takoe BpemoHOcHas mporpamma? Bupychr,
UHTEPHET-4epBU U «TposiHCKUE KoHW». Jlormueckume OomObl. Ilporpammsbi-BeiMorarenu. baknopel u
PYTKHUTBI. 3amura OT BpenoHOCHBIX mnporpamm. Cnam. Illnuonckoe, pexknamuoe [1O w mopnenbHbIE
QHTUBUPYCHBIC TporpamMmbl. OummHr. BummmHr, cMumuHT, dhapMUHT U yIUIHHT. 3apakeHune Opaysepa u

MOJKJTIOYaeMbIX MOJyJIeil. 3amuTa OT atak uepe3 Opay3ep U ANIeKTPOHHYIO mouTy. ColuanbHas HHKEHEepUs.
TakTuku conuaabHON WHXKEHEepPUHU. B3mmanm depe3 miedo W MOuck B Mycope. Mmmepconmdukanus u
pOo3bIrphIl. HecaHKIIMOHMPOBAHHOE MPOHUKHOBEHHE. MoneHHU4eCTBO B MIHTEepHETE M MO 3JIEKTPOHHOU
nmoure. 3ammurta oT oomana. Otka3 B oocimyxuBanuu. [IpocnymuBanue. [Tonmena. Ataka yepes mocpeaHuka.
Ataku HyneBoro qHs. KiaBuarypHble MMuoHbI (KeUI0oTepsl). 3amuTa OT aTak. YCJIoBHO BpeaoHocHoe [10 u
cmumuHT. Bpenonocuslie Toukn nocryna. [mymenue paanodactoT. Bluejacking u Bluesnarfing. Ataku Ha
WEP u WPA. 3amura oT arak Ha OECHpOBOIHBIE CETH M MOOWJIBHBIC YCTPOWCTBA. MeEKCaWTOBBIM
ckpunituHr. Bueapenne xkoma. Ilepenonnenne Oydepa. VYmanmeHHBINH 3allyCK MpoOTrpaMM. JIEMEHTHI
yrpasieHus ActiveX u Java. 3ammura oT aTak Ha TPHIOKECHUS.

JlaGopaTopHbie padoThbI.

1 OGnapysxeHue yrpo3 u ys13BUMOCTEH.
2 Packet Tracer — nactpoiika WEP/WPA2 PSK/WPA2 RADIUS.

Tema 9. Crioco0bI 3amuThHI ceKpeTHON nHpopmanun (ITK-4)
Jlekumus.



HckyccTtBo 3amuThl cekperoB. Yto Takoe kpunrorpadua? MWceropus xpuntorpadun. CospaHue
KpunrorpaMmMel. J[Ba Tuma mumdpoBanus. Ilpomecc  cummMerpuyHoro —mu@poBaHus.  THMBI
Kpunrorpapuyeckux  mnpeodpaszoBanuii. CuUMMeTpuuHBIe  anroputMbel  mudpoBanus.  Ilpomecc
aCUMMETPUYHOTO IMHK(POBaHUSA. ANTOPUTMBI ACUMMETPHUYHOTO IM(poBaHUS. YIpaBlieHHE KIIOYaMH.
Cpasnenue tumnos mudposanus. [punoxenus. Cuctemsl pasrpaHudeHus puzndeckoro gocrymna. CucremMsl
pasrpaHMyeHHs JIoTH4eckoro poctymna. CpencTBa aMUHUCTPATUBHOIO KOHTPOJs goctymna. Obs3aTenbHOe
pasrpaHndeHue gocryna. JJMCKpenMoHHOE pasrpaHu4eHue A0cTyna. KOHTpoabs 10CTylla Ha OCHOBE POJIEi.
Pasrpannuenue goctyma Ha ocHoBe mnpaBwil. Yto Takoe wuneHTHdukanus? CpeacTtBa KOHTPOIA
unaeHtudukanyu. Yto-To, 4To MBI 3HaeM ((aktop 3HaHHS). UTO-TO, yTO MBI UMeeM ((hakTop BIAJICHUS).
Yro-To, 4TO sBNAETCA 4acThio Hac (pakTop cBoicTBa). MHOrogaxkropHas ayreHtuukanus. Uro Takoe
aBropuzaius?. Mcnonp3oBanue apropusauuu. UYrto Takoe oT4eTHOCTH? BHeapeHue oOT4YETHOCTH.
IIpeBenTHBHBIE cpeacTBa KOHTposs. Crep)kUBaroIMe CpeAcTBa KOHTpoJs. Pacro3HaBaTenbHbBIE CpelcTBa
koHTpons. Koppekrupyromme cpeacrBa koHTposid. CpeacrtBa BoccTaHoBieHus. KomneHcupyromue
cpeacTBa KOHTposid. YTo Takoe MacKMpoBaHUE AaHHBIX? MeTonbl MacKMpOBaHUS AAaHHBIX. UYTO Takoe
creranorpadus?. Meronsl creranorpaduu. CoumanbHas creranorpadus. OO6napyxenue. OOdycKarus.
IIpunoxenus.

JlaboparopHbie padoThbI.
1 Ilpumenenwue creranorpadum.
2 Packet Tracer. Hactpoiika TpancnioptHoro pexxuma VPN.
3 Packet Tracer. Hactpoiika TynHenbHoOro peskuma VPN.

Tema 10. Obecnieyenus neaocTHocT AaHHbIX (ITK-4)
Jlekumus.

Uro mnonmmaercs mox xemupoBaHueM? CBoiicTBa Xeml-QyHKIUH. AJTOPUTMBI  XCIIHPOBAHUSI.
CoBpeMeHHbBIE AJITOPUTMBI XEIIMPOBAHUA. XelpoBanue (HaiyioB u MU(PPOBBIX HOCUTENCH. XeIUPOBaHUE
naponei. [Ipunoxkenus. Banom xemeit. Yro monumaercs nox godasinenueM conu? [IpenorBpaimenue arax.
Peanuzarus mexannsma no6asnenus conu. s yero npumensiercs mexanusMm HMAC? [Ipunnun neiictBus
mexanuzmMa HMAC. Tlpumenenune mexanmzma HMAC. Yto coboif mpeactasiseT IudpoBas MOANUCH?
HeBo3moxHocTh oTka3za. IIpomneccsl, mpuMeHsieMble Mpu co3naHuu IudpoBoi moanucu. Mcmons3oBaHue
nudposbix moanuceit. CpaBHeHHE aITOPUTMOB I (ppoBoit moanucu. Uto coboit mpencrabiseT mudpoBoi
ceprudukar? Hcnonp3zoBanue 1udpoBeix ceprudukaroB. Uto cobol mMpeAcTaBIsIET HCTOYHHUK
ceprudukaroB? Urto comepxut B cebde mudpooii ceprudukar? Ilpouecc nmposepku. Ilyth cepruduxara.
[lenoctHocTh manHbIX. CpencTBa KOHTPOJIS BBoAA AaHHBIX. [IpaBuiio npoBepku. [IpoBepka Tumna JaHHBIX.
ITpoBepka BxomubIX AaHHBIX. [IpoBepka anomanuii. llemoctHocTh 0OBekTa. CCBUIOYHAS IETOCTHOCTD.
IlenocTHOCTH TOMEHA.

JlabopaTropHbie padoThbI.
1 B3znom mapous.
2 Hcnonb3oBaHue HUPPOBBIX MOITHCEH.
3 VYnaneHHbIH JOCTYTI.

Tema 11. Konnenuusa «narthb aeBaTox» (IIK-4)
Jleknus.



Uro o3Ha4aeT TEPMHH «IATh JAeBATOK»? Cdepbl, B KOTOPHIX peaiu3anus KOHIENIUU «ISATh JIEBATOK»
o0s13aTenbHA. YTPO3bl JHOCTYHNHOCTH. [IpoeKTupoBaHHE CHUCTEM BBICOKOW IOCTYNMHOCTH. MpenTuduxanms
pecypcos. Knaccudukanus pecypco. Crannapruzanus pecypcoB. Unentudukanus yrpo3. AHaIN3 pUCKOB.
Yerpanenue. MHoroypoBHeBblii moaxoa. Orpanudenue. PasnooOpasue. CoxpbiTHe HH(pOpMAIMH.
IIpocrora. Eaunas Touka otkasa. PesepBupoBanue mno cxeme "N+1". RAID. STP. PesepBupoBanue
MapuIpyTu3aTopoB. CriocoObl pe3epBHPOBaHUS MapIIPYTH3aTOPOB. Pa3Merienne pe3epBHBIX KON JaHHBIX
Ha ymaneHHOM oObekTe. [IpoekTupoBaHWEe ¢ yd4eToM TpeOOBaHUN K CHOCOOHOCTH CHCTEMBI K
BoccTaHOBIEHUIO. OTka3zoycToMuMBOCTh  HpuioxkeHuil. OrtkazoycroiuuBocts 1OS. Iloaroroska.
OOHnapysxeHue 1 aHanu3. M3omsnuus, TMKBUAAUs U BoccTaHoBiIeHue. [loBeieHre UTOroB 1o HHIMACHTaM
uHpopmanmonHoii Ge3omnacHoctu. CeteBoit Moayns Cisco NAC. Cucrembl OOHapy>KEHHsI BTOpPIKECHHUIL.
Cuctema npenorspaiuenus sropkenuil. NetFlow u IPFIX. [IpoaBunyThie cpencTa aHanuza yrpo3. Busl
asapuil. Ilnan aBapuiHOrO BOCCTaHOBICHUA. DBHenpeHue Mep aBapUWHOIO  BOCCTAHOBIICHHS.
Heo6xonmumMocTh B HENMPEpPHIBHOCTH OM3HEC-TIPOIIECCOB. ACHEKTHl HEMPEPHIBHOCTH OHM3HEC-TIPOIIECCOB.
Jlyudie nmpakTuku o0ecriedeHns: HeMPEPbIBHOCTH OM3HEC-TPOLIECCOB.
JlaGopaTopHbie padoThbI.
1 Cisco Packet Tracer. PezepBupoBanue MapupyTH3aTopoB U KOMMYTaTOpPOB.

2 Cisco Packet Tracer. OTka30yCTOWYMBOCTh MapIIPyTU3aTOPOB U KOMMYTATOPOB.

Tema 12. 3amura ypoBHeii o0ecnieuennsi kuoepoesonacHoctu (I11K-4)
Jlekumus.

be3zomacHOCTh  ONEpallMOHHOM  CUCTEMBbI. 3alMTa OT BPEIOHOCHBIX IpPOTpaMM.  YIpaBJICHUE
HCIIpaBiIeHUsIMUA. MeXceTeBbIe dKpaHbl (OpaHIMay3phl) U CHCTEMbl OOHApPY>KEHUS BTOPKEHUH HA OCHOBE
xocra. 3amurta kommyHukaruii. WEP. WPA/WPA2. B3zaumuas ayrentudukanus. Pasrpannyenue nocryna
k ¢ainam. I[udpoBanue daitnoB. Pe3zepBHOEe KONMMPOBAHHWE MAaHHBIX W CcUCTeM. DuiabTpanus u
omokupoBaHue conepxumoro. Kimonuposanue sxkectkoro aucka u yruiauta Deep Freeze. 3amutHbie kabenun
U 3aMKd. brokupoBka kommbroTepa mocie OesnpeiictBusi. GPS-monuTopuHr. Peectp ycTpolcTB u
paguoMeTKu. YmpaieHue ynajdeHHbIM noctymnoM. Telnet, SSH m SCP. 3ammura mopToB W CEpBHCOB.
[IpuBunerupoBaHHbIE YUYETHBIE 3alUCU. [ PyNIoBbIE MOJIUTUKU. BKiOWeHUE >KypHAJIOB M OIMOBEIICHHIA.
[Muranme. Otomnenue, BeHTWIANMS W KoHaumuoHupoBanue Boszayxa (OBK, HVAC). Kontpons
anmapaTtHbIX cpeacTB. OmneparuBHble HEHTPbl. KoMMyTaTophl, MaplipyTH3aTOphl U CETEBBIE yCTPOICTBA.
becnipoBoaHbie 1 MOOMIIBHBIE yCTpOKicTBa. CEeTeBbIE CEPBUCH M CEPBUCH MapuipyTusanuu. O0opyaoBaHue
VoIP. Kameprr. O6opynoBanue mis Buaco-koH(pepeHI-CBsa3u. CeTeBble AaT4yWKU W naT4ukd MHTepHeTa
Bemield. TexHomoruu OwomMerpuueckoit uaeHTuukanuu. [lpormycka um sxypHansl moctyma. OxpaHa u
compoBoOXieHne. Buneonabmonenne n HaOMIOAECHUE C MCIOIB30BaHUEM 3JIeKTpOHHBIX cpenctB. RFID u
OecrpoBOHOE HAOIIOICHHE.
JlaboparopHbie padoThbI.
1 IToBblmIeHHe HAAEIKHOCTH CUCTEMBI Linux.

2 Cisco Packet Tracer. MexceTeBble SKpaHbl Ha CEpBEPE U CIIUCKU KOHTPOJIS JOCTyIa Ha
MapLIpyTU3aTOPE.

Tema 13. Kak crarh cnenuaaucToM B odsactu kudepoesonacuoctu (IK-4)
Jlekuus.
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OOme yrpo3sl U YS3BUMOCTH, CBS3aHHBIE C MOJb30BAaTENSIMH. YMpaBIECHUE YTrpO3aMH, CBA3aHHBIMHU C
10JIb30BaTeNsIMU. PacnipocTpaHeHHbIE YIpo3bl JUIsl YCTPOMCTB. YIpaBiI€HHE Yrpo3aMH, CBSI3aHHBIMH C
yCTporcTBaMu. PacripocTpaHeHHble yrpo3sl Ul JOKaJIbHOW CETH. YIIPAaBJICHHUE YIrpo3aMU UL JIOKaJIbHOU
cetu. PacnpocTpaHeHHble yrpo3bl Ui YacTHOrO oOiaka. YHpaBieHUE yrpo3aMH JJIsl 4acTHOTO oOOJaka.
PacnipocTpaHeHHble yrpo3bl A 0OLIEOCTYITHOTO O0Jlaka. YIpaBJIEHUE yrpo3aMu Ul OOIIEAOCTYITHOTO
obnaka. PacnpocTpaneHHble yrpo3bl Ui (U3UYECKUX CPEICTB. YIPABICHUE YTpo3aMu s (PU3HUYECKUX
cpenctB. PacmpocTpaHeHHbIE Yrpo3sl I NPWIOKECHHW. YIPABICHHE Yrpo3aMy i IPUIIOKEHUN.
OTHYECKHE LIEHHOCTH CHEIHaIicTa Mo obecneyeHuio KubepOe3omacHOCTH. MHCTHTYT KOMIIBIOTEPHOM
stuku. KubepnpectynHocts. I'paxkgaHckoe U yrojaoBHOE 3aKOHOJATENBCTBO M HOPMATHBHBIC TPeOOBaHUS
MH(POPMALMOHHOTO U TEJIEKOMMYHHUKAIIMOHHOTO MpaBa. OTpacieBble 3aKOHbI. 3aKOHBI 00 yBEJOMJICHUH B
cllyyae HapylleHus Oe3omacHOCTH. 3amuTa KOH()UACHIMATBHOCTH. MeXAyHapoJIHbIE  3aKOHBI.
Hanmonanenas 6a3a panabix  ysa3Bumocted. CERT. Internet Storm Center. IlepenoBoit 1eHTp
kubepbezonacHoctu (Advanced Cyber Security Center, ACSC). Ckanepsl ys3BUMocTel. TecTupoBaHue Ha
BO3MOYKHOCTb IPOHMKHOBEHMs. AHaIn3aTopbl MakeToB. MHCTpyMmeHTanbpHbBIE cpeacTBa O€30IacHOCTH.
Omnpenenenue poJei cnenuamiucToB 1o kudepoesonacHocTu. CpecTBa MoMcKa BaKaHCHIA.
JlaGopaTopHbie padoThbI.

1 Packet Tracer. OTpaOoTKa KOMIUIEKCHBIX TPAKTUYECKUX HABBIKOB.

4. Kontpoab 3HaHMI 00y4alOLINXCS M THIIOBbIE OLICHOYHbIE CPEICTBA
4.1. Pactipenenenue 0auioB:

3 cemecTp
* mocemnraemocts — 10 GamtoB
*  TEKymui KOHTPOJIb — 80 OamioB
*  KOHTPOIILHBIE CPe3bl — 2 cpe3a Mo 5 0aIoB KaxIblit
* mpeMuanbHBIE OauThl — 20 6aioB

Pacnipenenenne 6aJiioB 10 3aaHMSIM:

Ne |HaszBanme tembl | Dopmbl Max. MeTonrka NpoBeAECHNS 3aHATUS U OLIEHKU
Te | /BHJI y4eOHOH |TEKyIEro | KoJI-BO
MBI paboThI KOHTpoJist | 0asuioB
/ cpe3sl
1. |Ilorpebnocts B | JlaGoparo 3 JlaGoparopHble pabOTHI BBIMOIHAIOTCS M0 TEMaTHKE MPAKTUYECKUX
kubepbe3onacH | pHas 3aHSATHH.
OCTH pabora 3 Oamna — naboparopHas paboTa BBINOJHEHA B IOJHOM OOBEME,

CTYACHT CBOOOJHO BJlajgeeT MaTepHalioM, AEMOHCTPHUPYET IITyOOKHe,
CHCTEMaTU3UPOBAHHBIC 3HAHUSA, CBOOOJHO OTBEYAECT HA BOIPOCHI
UCTIONB3Y NPO(ECCHOHATBHYIO TEPMUHOIOTHIO

2 Oamna — naboparopHast paboTa BBHINOJHEHA, HO UMEET HEKOTOPHIE
HETOYHOCTH BBINIOJIHEHUS, CTYAEHT BIaJ€eT MPEACTaBICHHBIM
MaTepHaoM, OTBEYaeT Ha 3aJaHHbIE BOIIPOCHI

1 Gamn - nabopatopHas paboTa B LIEJIOM BBHINOJNHEHA, OAHAKO B
mporecce  BBINOJIHEHHUS — J1a0OpaTOpHOM  pabOoTBl  JOIMYIICHBI
CYIIECTBEHHBI OMIMOKH, CTYACHT ciabo BiaxeeT WHpOpPMAaIUEH Mo
TeMe, IIPH OTBETE MCIIONIB3YET 3arOTOBJIECHHBIN TEKCT, 3aTPyAHIETCS C
OTBETaMH Ha 3aJ1aBa€MbI€ BOIPOCHI
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Cobeceno
BaHUE

CobecenoBanue npeamnonaraet
OpraHu3anuio Oecepl MpernoaaBaTess
CO CTyACHTaMH IO BOIIPOCaM
MPaKTUUECKOTO 3aHTHUS C LENbI0 Ooee
0OCTOSITENBHOTO BBISIBJICHUS UX 3HAHUHN
0 OTIpeIeICHHOMY pa3zeny, TeMe,
npobneme u T.I. Bee wieHsl rpynnst
MOTYT Y4acTBOBAaThb B 00CYKJICHHH,
100aBIATh HHPOPMALTHIO,
TMCKYTHPOBATb, 33/1aBaThb BOIIPOCH U
T.A.

VYCTHBIN 0npOC MOXKET IPUMEHSATHCS B
pa3nuyHbIX popMax: GpPOHTAIBHBIH,
WHAWBUAYaTbHBINA, KOMOMHUPOBAHHBIN.
OcCHOBHBIE Ka4ecTBa YCTHOTO OTBETa
HOJJIEKALIETO OLIEHKE:

- IPaBUJIBHOCTH OTBETA I10
COZICPIKaHHMIO;

- IOJTHOTA W TITyOMHA OTBETA;

- CO3HATENBHOCTh OTBETA;

- JIOTHKa U3JI0KEHUSI MaTepuaa;

- pPaMOHaIBHOCTH UCTIOIB30BaHHBIX
MIPUEMOB U CIIOCOOOB PEIICHUS
MOCTaBJICHHON y4eOHOH 3a/1auu;

- CBOCBPEMEHHOCTD U 3()()EKTUBHOCTD
WCTIOJIb30BaHUs HATTISIIHBIX TOCOOUH 1
TEXHUYECKUX CPEICTB MPU OTBETE;

- MCTIOJIb30BaHKE JIOTIOIHUTEIBHOTO
Marepuana;

- pPaMOHaIbHOCTH UCTIONB30BAHMUS
BpPEMEHH, OTBEICHHOTO Ha 3a/1aHUeE.

2 Gaia - CTYICHT yMeeT IPUMEHSTh
MOJTYYEHHYIO NIPU TIOATOTOBKE K
MPAaKTUIECKOMY 3aHSTHIO
nHpOPMAINIO, OTBEYATh Ha
OOJIBIIMHCTBO BOIIPOCOB, BECTH
JUCKYCCHIO C UCTIO.

1 Gamn — cTyaeHT Bnageet
TEOPETUYECKUM MaTepUaoM MO TeMe
MPaKTUYECKOTO 3aHATHUS, HHOTIA
3aTpyAHSETCS IPU OTBETE Ha BOIPOCHI,
HE yMeeT cOpMyIUPOBaTh CBOIO
TOYKY 3pEHUS Ha 00CYKIaeMyI0
npobiemy

Ecnu cryneHt He Bnaneet
npo0IeMaTuKol MPaKTHYECKOTO
3aHATHSI, HE MOXET OTBeYaTh Ha
BOIIPOCHI, 3a4YNTHIBAET OTBET IO
Hale4aTaHHOMY TEKCTY — OTBET
0aJjulaMH He OLICHHUBAETCA.

12



Araku, IOHATHSA
1 TCXHUKHU

Cobeceno
BaHUE

CobecenoBanue npeamnonaraet
OpraHu3anuio Oecepl MpernoaaBaTess
CO CTyACHTaMH IO BOIIPOCaM
MPaKTUUECKOTO 3aHTHUS C LENbI0 Ooee
0OCTOSITENBHOTO BBISIBJICHUS UX 3HAHUHN
0 OTIpeIeICHHOMY pa3zeny, TeMe,
npobneme u T.I. Bee wieHsl rpynnst
MOTYT Y4acTBOBAaThb B 00CYKJICHHH,
100aBIATh HHPOPMALTHIO,
TMCKYTHPOBATb, 33/1aBaThb BOIIPOCH U
T.A.

VYCTHBIN 0npOC MOXKET IPUMEHSATHCS B
pa3nuyHbIX popMax: GpPOHTAIBHBIH,
WHAWBUAYaTbHBINA, KOMOMHUPOBAHHBIN.
OcCHOBHBIE Ka4ecTBa YCTHOTO OTBETa
HOJJIEKALIETO OLIEHKE:

- IPaBUJIBHOCTH OTBETA I10
COZICPIKaHHMIO;

- IOJTHOTA W TITyOMHA OTBETA;

- CO3HATENBHOCTh OTBETA;

- JIOTHKa U3JI0KEHUSI MaTepuaa;

- pPaMOHaIBHOCTH UCTIOIB30BaHHBIX
MIPUEMOB U CIIOCOOOB PEIICHUS
MOCTaBJICHHON y4eOHOH 3a/1auu;

- CBOCBPEMEHHOCTD U 3()()EKTUBHOCTD
WCTIOJIb30BaHUs HATTISIIHBIX TOCOOUH 1
TEXHUYECKUX CPEICTB MPU OTBETE;

- MCTIOJIb30BaHKE JIOTIOIHUTEIBHOTO
Marepuana;

- pPaMOHaIbHOCTH UCTIONB30BAHMUS
BpPEMEHH, OTBEICHHOTO Ha 3a/1aHUeE.

2 Gaia - CTYICHT yMeeT IPUMEHSTh
MOJTYYEHHYIO NIPU TIOATOTOBKE K
MPAaKTUIECKOMY 3aHSTHIO
nHpOPMAINIO, OTBEYATh Ha
OOJIBIIMHCTBO BOIIPOCOB, BECTH
JUCKYCCHIO C UCTIO.

1 Gamn — cTyaeHT Bnageet
TEOPETUYECKUM MaTepUaoM MO TeMe
MPaKTUYECKOTO 3aHATHUS, HHOTIA
3aTpyAHSETCS IPU OTBETE Ha BOIPOCHI,
HE yMeeT cOpMyIUPOBaTh CBOIO
TOYKY 3pEHUS Ha 00CYKIaeMyI0
npobiemy

Ecnu cryneHt He Bnaneet
npo0IeMaTuKol MPaKTHYECKOTO
3aHATHSI, HE MOXET OTBeYaTh Ha
BOIIPOCHI, 3a4YNTHIBAET OTBET IO
Hale4aTaHHOMY TEKCTY — OTBET
0aJjulaMH He OLICHHUBAETCA.
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Jlaboparo
pHast
pabora

JlaGoparopHbie pabOTHI BBIMOIHAIOTCS M0 TEMaTHKE MPAaKTHYECKUX
3aHATHH.

3 Oamna — naboparopHas paboTa BBIOJHEHA B IOJHOM OOBEME,
CTYACHT CBOOOJHO BJajgeeT MaTepHalioM, AEMOHCTPHUPYET IITyOOKHe,
CHCTEMaTU3UPOBAHHBIC 3HAHUS, CBOOOJHO OTBEYAECT HA BOIPOCHI
UCTIONB3Ys NPO(EeCCHOHATBHYIO TEPMUHOIOTHIO

2 Oamna — naboparopHast paboTa BBHINOJHEHA, HO UMEET HEKOTOpHIE
HETOYHOCTH BBINIOJIHEHHS, CTYAEHT BJaJeeT MpPEACTABICHHBIM
MaTepuaioM, OTBEUAeT Ha 3aJaHHbIC BOPOCHI

1 Gamn - nabopatopHas paboTa B LIEJIOM BBHINOJNHEHA, OAHAKO B
mporecce  BBINOJIHEHHUS — J1a0OpaTOpHOM  pabOoTBl  JOIMYIICHBI
CYIIECTBEHHBI OMIMOKH, CTYACHT ciabo BiaxeeT WHpOpPMAaILUEH Mo
TeMe, TIPH OTBETE UCIOJB3YET 3arOTOBICHHBIN TEKCT, 3aTPyAHACTCS C
OTBETaMH Ha 3aJjaBaeMbl€ BOIIPOCHI

3ammmra JaHHBIX
"
KOH(HICHIHAITb
HOCTH

Tectupos
aHue

TecT cOCTOUT U3 BOMPOCOB C BLIOOPOM OTBETA.

4-5 0OammoB - CTYOEHT MpaBWIBLHO OTBe4daeT Oomee uem Ha 90%
BOIIPOCOB.

3 Oamma — cTymeHT mpaBwibHO oTBeyaeT Ha 50-80% BompocoB B
TecTe.

2 Oanna - CTyIeHT nmpaBuiIbHO oTBedaeT Ha 30-50% BompocoB.

1 Gamn - cTymeHT mpaBWIIBHO OTBedaeT Ha 25-30% BOmpoCoB B TecTe.
Menee 25% mpaBHIIbHBIX OTBETOB OAJJTOB HE JAET.

Tectupos
aHue

TecT cOCTOUT U3 BOTIPOCOB C BEIOOPOM OTBETA.

4-5 0amnoB - CTYIEHT NpaBWIBHO OTBedaeT Oojee ueM Ha 90%
BOIIPOCOB.

3 Oamma — cTygeHT mpaBwibHO oTBedaeT Ha 50-80% BompocoB B
TecTe.

2 Gaia - CTyIeHT npaBuiIbHO oTBedaeT Ha 30-50% Bompocos.

1 Gann - cTyneHT npaBUIIbHO OTBedaeT Ha 25-30% BompocoB B TecTe.
Mesnee 25% mpaBUWIBHBIX OTBETOB 0AJUIOB HE JACT.
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3amura
OpraHU3alNN

Cobeceno
BaHUE

CobecenoBanue npeamnonaraet
OpraHu3anuio Oecepl MpernoaaBaTess
CO CTyACHTaMH IO BOIIPOCaM
MPaKTUUECKOTO 3aHTHUS C LENbI0 Ooee
0OCTOSITENBHOTO BBISIBJICHUS UX 3HAHUHN
0 OTIpeIeICHHOMY pa3zeny, TeMe,
npobneme u T.I. Bee wieHsl rpynnst
MOTYT Y4acTBOBAaThb B 00CYKJICHHH,
100aBIATh HHPOPMALTHIO,
TMCKYTHPOBATb, 33/1aBaThb BOIIPOCH U
T.A.

VYCTHBIN 0npOC MOXKET IPUMEHSATHCS B
pa3nuyHbIX popMax: GpPOHTAIBHBIH,
WHAWBUAYaTbHBINA, KOMOMHUPOBAHHBIN.
OcCHOBHBIE Ka4ecTBa YCTHOTO OTBETa
HOJJIEKALIETO OLIEHKE:

- IPaBUJIBHOCTH OTBETA I10
COZICPIKaHHMIO;

- IOJTHOTA W TITyOMHA OTBETA;

- CO3HATENBHOCTh OTBETA;

- JIOTHKa U3JI0KEHUSI MaTepuaa;

- pPaMOHaIBHOCTH UCTIOIB30BaHHBIX
MIPUEMOB U CIIOCOOOB PEIICHUS
MOCTaBJICHHON y4eOHOH 3a/1auu;

- CBOCBPEMEHHOCTD U 3()()EKTUBHOCTD
WCTIOJIb30BaHUs HATTISIIHBIX TOCOOUH 1
TEXHUYECKUX CPEICTB MPU OTBETE;

- MCTIOJIb30BaHKE JIOTIOIHUTEIBHOTO
Marepuana;

- pPaMOHaIbHOCTH UCTIONB30BAHMUS
BpPEMEHH, OTBEICHHOTO Ha 3a/1aHUeE.

2 Gaia - CTYICHT yMeeT IPUMEHSTh
MOJTYYEHHYIO NIPU TIOATOTOBKE K
MPAaKTUIECKOMY 3aHSTHIO
nHpOPMAINIO, OTBEYATh Ha
OOJIBIIMHCTBO BOIIPOCOB, BECTH
JUCKYCCHIO C UCTIO.

1 Gamn — cTyaeHT Bnageet
TEOPETUYECKUM MaTepUaoM MO TeMe
MPaKTUYECKOTO 3aHATHUS, HHOTIA
3aTpyAHSETCS IPU OTBETE Ha BOIPOCHI,
HE yMeeT cOpMyIUPOBaTh CBOIO
TOYKY 3pEHUS Ha 00CYKIaeMyI0
npobiemy

Ecnu cryneHt He Bnaneet
npo0IeMaTuKol MPaKTHYECKOTO
3aHATHSI, HE MOXET OTBeYaTh Ha
BOIIPOCHI, 3a4YNTHIBAET OTBET IO
Hale4aTaHHOMY TEKCTY — OTBET
0aJjulaMH He OLICHHUBAETCA.

TecTupoB

aHue(KOH

TPOJILHBI
i cpe3)

TecT cOCTOUT U3 BOMPOCOB C BLIOOPOM OTBETA.

4-5 0OammoB - CTYOEHT MpaBWIBHO OTBe4YaeT Oomee dyem Ha 90%
BOIIPOCOB.

3 Gamma — cTymeHT mpaBwibHO oTBewaeT Ha 50-80% BompocoB B
TecTe.

2 Oanna - CTyIeHT nmpaBuiIbHO oTBedaeT Ha 30-50% Bompocos.

1 Gamn - cTymeHT mpaBWIIBHO OTBedaeT Ha 25-30% BOmpoCoB B TecTe.
Menee 25% mpaBHIIBHBIX OTBETOB 0AJJTOB HE JAET.
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OO0pazoBanue u
Kapbepa B
ctepe
WHPOPMAIIOHH
oM
0e30macHOCTH

Jlaboparo
pHast
pabora

JlaGoparopHbie pabOTHI BBIMOIHAIOTCS M0 TEMaTHKE MPAaKTHYECKUX
3aHATHH.

3 Oamna — naboparopHas paboTa BBIOJHEHA B IOJHOM OOBEME,
CTYACHT CBOOOJHO BJajgeeT MaTepHalioM, AEMOHCTPHUPYET IITyOOKHe,
CHCTEMaTU3UPOBAHHBIC 3HAHUS, CBOOOJHO OTBEYAECT HA BOIPOCHI
UCTIONB3Ys NPO(EeCCHOHATBHYIO TEPMUHOIOTHIO

2 Oamna — naboparopHast paboTa BBHINOJHEHA, HO UMEET HEKOTOpHIE
HETOYHOCTH BBINIOJIHEHHS, CTYAEHT BJaJeeT MpPEACTABICHHBIM
MaTepuaioM, OTBEUAeT Ha 3aJaHHbIC BOPOCHI

1 Gamn - nabopatopHas paboTa B LIEJIOM BBHINOJNHEHA, OAHAKO B
mporecce  BBINOJIHEHHUS — J1a0OpaTOpHOM  pabOoTBl  JOIMYIICHBI
CYIIECTBEHHBI OMIMOKH, CTYACHT ciabo BiaxeeT WHpOpPMAaILUEH Mo
TeMe, TIPH OTBETE UCIOJB3YET 3arOTOBICHHBIN TEKCT, 3aTPyAHACTCS C
OTBETaMH Ha 3aJjaBaeMbl€ BOIIPOCHI

Jlabopato
pHas
pabora

JlaboparopHble pabOTHI BBHIMOIHAIOTCA O TEMAaTHKE MPAKTUIECKUX
3aHATHUI.

3 Oamra — maboparopHas paboTa BBITOJIHEHA B TIOJHOM OOBEME,
CTyZEHT CBOOOIHO BIIajeeT MarepHalioM, IEMOHCTPUpPYET TIIyOoKue,
CHUCTEMaTH3UPOBAaHHBIE 3HAHUS, CBOOONHO OTBEYAaeT HA BOIPOCHI
UCTIONB3YS TPO(ECCUOHATBHYIO TEPMUHOIOTHIO

2 Oamra — mabopartopHasi paboTa BBITTOJIHEHA, HO UMEET HEKOTOPHIE
HETOYHOCTH BBINIOJIHEHUS, CTYACHT BiaJleeT MpPeACTaBICHHBIM
MaTepHaloM, OTBEYaeT Ha 3aJaHHbIE BOMIPOCHI

1 6amn - maboparopHas paboTa B II€JIOM BBINTOJHEHA, OTHAKO B
MpoIecce  BHINIOJHEHUS  JTaOOpaTOpHOW  pabOTHl  JIOIYIICHBI
CYIIECTBCHHBI OMMOKH, CTYIEHT ciaabo BiazeeT mMHGOpMAINUEH I10
TeMe, IIPH OTBETE HCIIONB3YeT 3arOTOBICHHBIN TEKCT, 3aTPYOHIETCS C
OTBETaMH Ha 3a/laBaeMbI€ BOTIPOCHI

KubepbezomacH
OCTb — MUD
IKCIICPTOB U

HPECTYITHUKOB

Jlaboparo
pHast
pabora

JlaGoparopHbie pabOTHI BBIMOIHAIOTCS M0 TEMaTHKE MPAKTUYECKUX
3aHATHH.

3 Oamna — naboparopHas paboTa BBINOJHEHA B IOJHOM OOBEME,
CTYACHT CBOOOJHO BJlajaeeT MaTepHalioM, AEMOHCTPHUPYET IITyOOKHe,
CHCTEMaTU3UPOBAHHBIC 3HAHUSA, CBOOOJHO OTBEYAECT HA BOIPOCHI
UCTIONB3YS TPO(EeCCHOHATBHYIO TEPMUHOIOTHIO

2 Oamna — naboparopHast paboTa BBHINOJHEHA, HO UMEET HEKOTOpHIC
HETOYHOCTH BBINIOJIHEHHS, CTYAEHT BJaJeeT MpPEACTABICHHBIM
MaTepuasioM, OTBEUAeT Ha 3aJJaHHbIC BOPOCHI

1 Gamn - nabopatopHas paboTa B LIEJIOM BBHINOJNHEHA, OAHAKO B
mporecce  BBINOJIHEHUS — J1a0OpaTOpHOM  pabOoTBl  JOIMYIICHBI
CYIIECTBEHHBI OMIMOKH, CTYACHT ciabo BiaxeeT WHGOpPMALUEH MO
TeMe, TIPH OTBETE UCIIONB3YET 3arOTOBICHHBIN TEKCT, 3aTPyAHACTCS C
OTBETaMH Ha 3aJjaBaeMbl€ BOIIPOCHI
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Cobeceno
BaHUE

CobecenoBanue npeamnonaraet
OpraHu3anuio Oecepl MpernoaaBaTess
CO CTyACHTaMH IO BOIIPOCaM
MPaKTUUECKOTO 3aHTHUS C LENbI0 Ooee
0OCTOSITENBHOTO BBISIBJICHUS UX 3HAHUHN
0 OTIpeIeICHHOMY pa3zeny, TeMe,
npobneme u T.I. Bee wieHsl rpynnst
MOTYT Y4acTBOBAaThb B 00CYKJICHHH,
100aBIATh HHPOPMALTHIO,
TMCKYTHPOBATb, 33/1aBaThb BOIIPOCH U
T.A.

VYCTHBIN 0npOC MOXKET IPUMEHSATHCS B
pa3nuyHbIX popMax: GpPOHTAIBHBIH,
WHAWBUAYaTbHBINA, KOMOMHUPOBAHHBIN.
OcCHOBHBIE Ka4ecTBa YCTHOTO OTBETa
HOJJIEKALIETO OLIEHKE:

- IPaBUJIBHOCTH OTBETA I10
COZICPIKaHHMIO;

- IOJTHOTA W TITyOMHA OTBETA;

- CO3HATENBHOCTh OTBETA;

- JIOTHKa U3JI0KEHUSI MaTepuaa;

- pPaMOHaIBHOCTH UCTIOIB30BaHHBIX
MIPUEMOB U CIIOCOOOB PEIICHUS
MOCTaBJICHHON y4eOHOH 3a/1auu;

- CBOCBPEMEHHOCTD U 3()()EKTUBHOCTD
WCTIOJIb30BaHUs HATTISIIHBIX TOCOOUH 1
TEXHUYECKUX CPEICTB MPU OTBETE;

- MCTIOJIb30BaHKE JIOTIOIHUTEIBHOTO
Marepuana;

- pPaMOHaIbHOCTH UCTIONB30BAHMUS
BpPEMEHH, OTBEICHHOTO Ha 3a/1aHUeE.

2 Gaia - CTYICHT yMeeT IPUMEHSTh
MOJTYYEHHYIO NIPU TIOATOTOBKE K
MPAaKTUIECKOMY 3aHSTHIO
nHpOPMAINIO, OTBEYATh Ha
OOJIBIIMHCTBO BOIIPOCOB, BECTH
JUCKYCCHIO C UCTIO.

1 Gamn — cTyaeHT Bnageet
TEOPETUYECKUM MaTepUaoM MO TeMe
MPaKTUYECKOTO 3aHATHUS, HHOTIA
3aTpyAHSETCS IPU OTBETE Ha BOIPOCHI,
HE yMeeT cOpMyIUPOBaTh CBOIO
TOYKY 3pEHUS Ha 00CYKIaeMyI0
npobiemy

Ecnu cryneHt He Bnaneet
npo0IeMaTuKol MPaKTHYECKOTO
3aHATHSI, HE MOXET OTBeYaTh Ha
BOIIPOCHI, 3a4YNTHIBAET OTBET IO
Hale4aTaHHOMY TEKCTY — OTBET
0aJjulaMH He OLICHHUBAETCA.
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Cobeceno
BaHUE

CobecenoBanue npeamnonaraet
OpraHu3anuio Oecepl MpernoaaBaTess
CO CTyACHTaMH IO BOIIPOCaM
MPaKTUUECKOTO 3aHTHUS C LENbI0 Ooee
0OCTOSITENBHOTO BBISIBJICHUS UX 3HAHUHN
0 OTIpeIeICHHOMY pa3zeny, TeMe,
npobneme u T.I. Bee wieHsl rpynnst
MOTYT Y4acTBOBAaThb B 00CYKJICHHH,
100aBIATh HHPOPMALTHIO,
TMCKYTHPOBATb, 33/1aBaThb BOIIPOCH U
T.A.

VYCTHBIN 0npOC MOXKET IPUMEHSATHCS B
pa3nuyHbIX popMax: GpPOHTAIBHBIH,
WHAWBUAYaTbHBINA, KOMOMHUPOBAHHBIN.
OcCHOBHBIE Ka4ecTBa YCTHOTO OTBETa
HOJJIEKALIETO OLIEHKE:

- IPaBUJIBHOCTH OTBETA I10
COZICPIKaHHMIO;

- IOJTHOTA W TITyOMHA OTBETA;

- CO3HATENBHOCTh OTBETA;

- JIOTHKa U3JI0KEHUSI MaTepuaa;

- pPaMOHaIBHOCTH UCTIOIB30BaHHBIX
MIPUEMOB U CIIOCOOOB PEIICHUS
MOCTaBJICHHON y4eOHOH 3a/1auu;

- CBOCBPEMEHHOCTD U 3()()EKTUBHOCTD
WCTIOJIb30BaHUs HATTISIIHBIX TOCOOUH 1
TEXHUYECKUX CPEICTB MPU OTBETE;

- MCTIOJIb30BaHKE JIOTIOIHUTEIBHOTO
Marepuana;

- pPaMOHaIbHOCTH UCTIONB30BAHMUS
BpPEMEHH, OTBEICHHOTO Ha 3a/1aHUeE.

2 Gaia - CTYICHT yMeeT IPUMEHSTh
MOJTYYEHHYIO NIPU TIOATOTOBKE K
MPAaKTUIECKOMY 3aHSTHIO
nHpOPMAINIO, OTBEYATh Ha
OOJIBIIMHCTBO BOIIPOCOB, BECTH
JUCKYCCHIO C UCTIO.

1 Gamn — cTyaeHT Bnageet
TEOPETUYECKUM MaTepUaoM MO TeMe
MPaKTUYECKOTO 3aHATHUS, HHOTIA
3aTpyAHSETCS IPU OTBETE Ha BOIPOCHI,
HE yMeeT cOpMyIUPOBaTh CBOIO
TOYKY 3pEHUS Ha 00CYKIaeMyI0
npobiemy

Ecnu cryneHt He Bnaneet
npo0IeMaTuKol MPaKTHYECKOTO
3aHATHSI, HE MOXET OTBeYaTh Ha
BOIIPOCHI, 3a4YNTHIBAET OTBET IO
Hale4aTaHHOMY TEKCTY — OTBET
0aJjulaMH He OLICHHUBAETCA.
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Ky6
Kkubepbe3onacH
oCTH

Jlaboparo
pHast
pabora

JlaGoparopHbie pabOTHI BBIMOIHAIOTCS M0 TEMaTHKE MPAaKTHYECKUX
3aHATHH.

3 Oamna — naboparopHas paboTa BBIOJHEHA B IOJHOM OOBEME,
CTYACHT CBOOOJHO BJajgeeT MaTepHalioM, AEMOHCTPHUPYET IITyOOKHe,
CHCTEMaTU3UPOBAHHBIC 3HAHUS, CBOOOJHO OTBEYAECT HA BOIPOCHI
UCTIONB3Ys NPO(EeCCHOHATBHYIO TEPMUHOIOTHIO

2 Oamna — naboparopHast paboTa BBHINOJHEHA, HO UMEET HEKOTOpHIE
HETOYHOCTH BBINIOJIHEHHS, CTYAEHT BJaJeeT MpPEACTABICHHBIM
MaTepuaioM, OTBEUAeT Ha 3aJaHHbIC BOPOCHI

1 Gamn - nabopatopHas paboTa B LIEJIOM BBHINOJNHEHA, OAHAKO B
mporecce  BBINOJIHEHHUS — J1a0OpaTOpHOM  pabOoTBl  JOIMYIICHBI
CYIIECTBEHHBI OMIMOKH, CTYACHT ciabo BiaxeeT WHpOpPMAaILUEH Mo
TeMe, TIPH OTBETE UCIOJB3YET 3arOTOBICHHBIN TEKCT, 3aTPyAHACTCS C
OTBETaMH Ha 3aJjaBaeMbl€ BOIIPOCHI
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Cobeceno
BaHUE

CobecenoBanue npeamnonaraet
OpraHu3anuio Oecepl MpernoaaBaTess
CO CTyACHTaMH IO BOIIPOCaM
MPaKTUUECKOTO 3aHTHUS C LENbI0 Ooee
0OCTOSITENBHOTO BBISIBJICHUS UX 3HAHUHN
0 OTIpeIeICHHOMY pa3zeny, TeMe,
npobneme u T.I. Bee wieHsl rpynnst
MOTYT Y4acTBOBAaThb B 00CYKJICHHH,
100aBIATh HHPOPMALTHIO,
TMCKYTHPOBATb, 33/1aBaThb BOIIPOCH U
T.A.

VYCTHBIN 0npOC MOXKET IPUMEHSATHCS B
pa3nuyHbIX popMax: GpPOHTAIBHBIH,
WHAWBUAYaTbHBINA, KOMOMHUPOBAHHBIN.
OcCHOBHBIE Ka4ecTBa YCTHOTO OTBETa
HOJJIEKALIETO OLIEHKE:

- IPaBUJIBHOCTH OTBETA I10
COZICPIKaHHMIO;

- IOJTHOTA W TITyOMHA OTBETA;

- CO3HATENBHOCTh OTBETA;

- JIOTHKa U3JI0KEHUSI MaTepuaa;

- pPaMOHaIBHOCTH UCTIOIB30BaHHBIX
MIPUEMOB U CIIOCOOOB PEIICHUS
MOCTaBJICHHON y4eOHOH 3a/1auu;

- CBOCBPEMEHHOCTD U 3()()EKTUBHOCTD
WCTIOJIb30BaHUs HATTISIIHBIX TOCOOUH 1
TEXHUYECKUX CPEICTB MPU OTBETE;

- MCTIOJIb30BaHKE JIOTIOIHUTEIBHOTO
Marepuana;

- pPaMOHaIbHOCTH UCTIONB30BAHMUS
BpPEMEHH, OTBEICHHOTO Ha 3a/1aHUeE.

2 Gaia - CTYICHT yMeeT IPUMEHSTh
MOJTYYEHHYIO NIPU TIOATOTOBKE K
MPAaKTUIECKOMY 3aHSTHIO
nHpOPMAINIO, OTBEYATh Ha
OOJIBIIMHCTBO BOIIPOCOB, BECTH
JUCKYCCHIO C UCTIO.

1 Gamn — cTyaeHT Bnageet
TEOPETUYECKUM MaTepUaoM MO TeMe
MPaKTUYECKOTO 3aHATHUS, HHOTIA
3aTpyAHSETCS IPU OTBETE Ha BOIPOCHI,
HE yMeeT cOpMyIUPOBaTh CBOIO
TOYKY 3pEHUS Ha 00CYKIaeMyI0
npobiemy

Ecnu cryneHt He Bnaneet
npo0IeMaTuKol MPaKTHYECKOTO
3aHATHSI, HE MOXET OTBeYaTh Ha
BOIIPOCHI, 3a4YNTHIBAET OTBET IO
Hale4aTaHHOMY TEKCTY — OTBET
0aJjulaMH He OLICHHUBAETCA.

Tectupos
aHue

TecT cOCTOUT U3 BOMPOCOB C BLIOOPOM OTBETA.

4-5 0OammoB - CTYOEHT MpaBWIBHO OTBe4YaeT Oomee dyem Ha 90%
BOIIPOCOB.

3 Gamma — cTymeHT mpaBwibHO oTBewaeT Ha 50-80% BompocoB B
TecTe.

2 Oanna - CTyIeHT nmpaBuiIbHO oTBedaeT Ha 30-50% Bompocos.

1 Gamn - cTymeHT mpaBWIIBHO OTBedaeT Ha 25-30% BOmpoCoB B TecTe.
Menee 25% mpaBHIIBHBIX OTBETOB 0AJJTOB HE JAET.
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Yrpo3ssl

Kkubepbe3onacH

OCTH,

YA3BUMOCTHU U

aTaKH

Jlaboparo
pHast
pabora

JlaGoparopHbie pabOTHI BBIMOIHAIOTCS M0 TEMaTHKE MPAaKTHYECKUX
3aHATHH.

3 Oamna — naboparopHas paboTa BBIOJHEHA B IOJHOM OOBEME,
CTYACHT CBOOOJHO BJajgeeT MaTepHalioM, AEMOHCTPHUPYET IITyOOKHe,
CHCTEMaTU3UPOBAHHBIC 3HAHUS, CBOOOJHO OTBEYAECT HA BOIPOCHI
UCTIONB3Ys NPO(EeCCHOHATBHYIO TEPMUHOIOTHIO

2 Oamna — naboparopHast paboTa BBHINOJHEHA, HO UMEET HEKOTOpHIE
HETOYHOCTH BBINIOJIHEHHS, CTYAEHT BJaJeeT MpPEACTABICHHBIM
MaTepuaioM, OTBEUAeT Ha 3aJaHHbIC BOPOCHI

1 Gamn - nabopatopHas paboTa B LIEJIOM BBHINOJNHEHA, OAHAKO B
mporecce  BBINOJIHEHHUS — J1a0OpaTOpHOM  pabOoTBl  JOIMYIICHBI
CYIIECTBEHHBI OMIMOKH, CTYACHT ciabo BiaxeeT WHpOpPMAaILUEH Mo
TeMe, TIPH OTBETE UCIOJB3YET 3arOTOBICHHBIN TEKCT, 3aTPyAHACTCS C
OTBETaMH Ha 3aJjaBaeMbl€ BOIIPOCHI

Jlabopato
pHas
pabora

JlaboparopHble pabOTHI BBHIMOIHAIOTCA O TEMAaTHKE MPAKTUIECKUX
3aHATHUI.

3 Oamra — maboparopHas paboTa BBITOJIHEHA B TIOJHOM OOBEME,
CTyZEHT CBOOOIHO BIIajeeT MarepHalioM, IEMOHCTPUpPYET TIIyOoKue,
CHUCTEMaTH3UPOBAaHHBIE 3HAHUS, CBOOONHO OTBEYAaeT HA BOIPOCHI
UCTIONB3YS TPO(ECCUOHATBHYIO TEPMUHOIOTHIO

2 Oamra — mabopartopHasi paboTa BBITTOJIHEHA, HO UMEET HEKOTOPHIE
HETOYHOCTH BBINIOJIHEHUS, CTYACHT BiaJleeT MpPeACTaBICHHBIM
MaTepHaloM, OTBEYaeT Ha 3aJaHHbIE BOMIPOCHI

1 6amn - maboparopHas paboTa B II€JIOM BBINTOJHEHA, OTHAKO B
MpoIecce  BHINIOJHEHUS  JTaOOpaTOpHOW  pabOTHl  JIOIYIICHBI
CYIIECTBCHHBI OMMOKH, CTYIEHT ciaabo BiazeeT mMHGOpMAINUEH I10
TeMe, IIPH OTBETE HCIIONB3YeT 3arOTOBICHHBIN TEKCT, 3aTPYOHIETCS C
OTBETaMH Ha 3a/laBaeMbI€ BOTIPOCHI

Cobeceno
BaHUE

Oamnamu He OLCHMUBACTCA.

Crioco0sbI
3aIATHI

CEKpETHOM
uHopMaru

Cobeceno
BaHHE

OaJuTaMH HE OIEHHUBAETCH.

Jlaboparo
pHast
pabora

JlaGoparopHble pabOTHI BBIMOIHAIOTCS [0 TEMaTHKE MPAKTUYECKUX
3aHATHH.

3 Oamna — naboparopHas paboTa BBINOJHEHA B IOJHOM OOBEME,
CTYACHT CBOOOJHO BJlajaeeT MaTepHalioM, AEMOHCTPHUPYET IITyOOKHe,
CHCTEMaTU3UPOBAHHBIC 3HAHUSA, CBOOOJHO OTBEYAECT HA BOIPOCHI
UCTIONB3YS TPO(EeCCHOHATBHYIO TEPMUHOIOTHIO

2 Oamna — naboparopHast paboTa BBHINOJHEHA, HO UMEET HEKOTOpHIC
HETOYHOCTH BBINIOJIHEHHS, CTYAEHT BJaJeeT MpPEACTABICHHBIM
MaTepuasioM, OTBEUAeT Ha 3aJJaHHbIC BOPOCHI

1 Gamn - nabopatopHas paboTa B LIEJIOM BBHINOJNHEHA, OAHAKO B
mporiecce  BBINOJIHEHUS — J1a0OpaTOpHOM  pabOoTBl  JOIMYIICHBI
CYIIECTBEHHBI OMIMOKH, CTYACHT ciabo BiaxeeT WHpOpPMAaLUEH Mo
TeMe, TIPH OTBETE UCIIONB3YET 3arOTOBICHHBIN TEKCT, 3aTPyAHACTCS C
OTBETaMH Ha 3aJjaBaeMbl€ BOIIPOCHI

Tectupos
aHue

TecT cOCTOUT U3 BOMPOCOB C BLIOOPOM OTBETA.

4-5 0OammoB - CTYOEHT MpaBWIBHO OTBe4YaeT Oomee uem Ha 90%
BOIIPOCOB.

3 Gamma — cTymeHT mpaBwWibHO oTBewaeT Ha 50-80% BompocoB B
TecTe.

2 Oanna - CTyIeHT nmpaBuiIbHO oTBedaeT Ha 30-50% BompocoB.

1 Gamn - cTymeHT mpaBWIIBHO OTBedaeT Ha 25-30% BOmpoCoB B TecTe.
Menee 25% mpaBIIIBHBIX OTBETOB OAJJTOB HE JAET.

10.

ObecnieueHus
LEIOCTHOCTH

JaHHBIX

Cobeceno
BaHUE

3aHATHA, HC MOXKET OTB€YATh HA
BOIIPOCHI, 3aYUTHIBACT OTBET I10
HalC4aTaHHOMY TCKCTY — OTBCT
Oamnamu He OLCHMUBACTC.
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Jlaboparo
pHast
pabora

JlaGoparopHbie pabOTHI BBIMOIHAIOTCS M0 TEMaTHKE MPAaKTHYECKUX
3aHATHH.

3 Oamna — naboparopHas paboTa BBIOJHEHA B IOJHOM OOBEME,
CTYACHT CBOOOJHO BJajgeeT MaTepHalioM, AEMOHCTPHUPYET IITyOOKHe,
CHCTEMaTU3UPOBAHHBIC 3HAHUS, CBOOOJHO OTBEYAECT HA BOIPOCHI
UCTIONB3Ys NPO(EeCCHOHATBHYIO TEPMUHOIOTHIO

2 Oamna — naboparopHast paboTa BBHINOJHEHA, HO UMEET HEKOTOpHIE
HETOYHOCTH BBINIOJIHEHHS, CTYAEHT BJaJeeT MpPEACTABICHHBIM
MaTepuaioM, OTBEUAeT Ha 3aJaHHbIC BOPOCHI

1 Gamn - nabopatopHas paboTa B LIEJIOM BBHINOJNHEHA, OAHAKO B
mporecce  BBINOJIHEHHUS — J1a0OpaTOpHOM  pabOoTBl  JOIMYIICHBI
CYIIECTBEHHBI OMIMOKH, CTYACHT ciabo BiaxeeT WHpOpPMAaILUEH Mo
TeMe, TIPH OTBETE UCIOJB3YET 3arOTOBICHHBIN TEKCT, 3aTPyAHACTCS C
OTBETaMH Ha 3aJjaBaeMbl€ BOIIPOCHI

TecTupoB

aHue(KOH

TPOJILHBI
i cpe3)

TecT cOCTOUT U3 BOMPOCOB C BLIOOPOM OTBETA.

4-5 0OammoB - CTYOEHT MpaBWIBLHO OTBe4daeT Oomee uem Ha 90%
BOIIPOCOB.

3 Oamma — cTymeHT mpaBwibHO oTBeyaeT Ha 50-80% BompocoB B
TecTe.

2 Oanna - CTyIeHT nmpaBuiIbHO oTBedaeT Ha 30-50% BompocoB.

1 Gamn - cTymeHT mpaBWIIBHO OTBedaeT Ha 25-30% BOmpoCoB B TecTe.
Menee 25% mpaBHIIbHBIX OTBETOB OAJJTOB HE JAET.
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11.

Konnenmus
«IISITHh JEBSATOK)

Cobeceno
BaHUE

CobecenoBanue npeamnonaraet
OpraHu3anuio Oecepl MpernoaaBaTess
CO CTyACHTaMH IO BOIIPOCaM
MPaKTUUECKOTO 3aHTHUS C LENbI0 Ooee
0OCTOSITENBHOTO BBISIBJICHUS UX 3HAHUHN
0 OTIpeIeICHHOMY pa3zeny, TeMe,
npobneme u T.I. Bee wieHsl rpynnst
MOTYT Y4acTBOBAaThb B 00CYKJICHHH,
100aBIATh HHPOPMALTHIO,
TMCKYTHPOBATb, 33/1aBaThb BOIIPOCH U
T.A.

VYCTHBIN 0npOC MOXKET IPUMEHSATHCS B
pa3nuyHbIX popMax: GpPOHTAIBHBIH,
WHAWBUAYaTbHBINA, KOMOMHUPOBAHHBIN.
OcCHOBHBIE Ka4ecTBa YCTHOTO OTBETa
HOJJIEKALIETO OLIEHKE:

- IPaBUJIBHOCTH OTBETA I10
COZICPIKaHHMIO;

- IOJTHOTA W TITyOMHA OTBETA;

- CO3HATENBHOCTh OTBETA;

- JIOTHKa U3JI0KEHUSI MaTepuaa;

- pPaMOHaIBHOCTH UCTIOIB30BaHHBIX
MIPUEMOB U CIIOCOOOB PEIICHUS
MOCTaBJICHHON y4eOHOH 3a/1auu;

- CBOCBPEMEHHOCTD U 3()()EKTUBHOCTD
WCTIOJIb30BaHUs HATTISIIHBIX TOCOOUH 1
TEXHUYECKUX CPEICTB MPU OTBETE;

- MCTIOJIb30BaHKE JIOTIOIHUTEIBHOTO
Marepuana;

- pPaMOHaIbHOCTH UCTIONB30BAHMUS
BpPEMEHH, OTBEICHHOTO Ha 3a/1aHUeE.

2 Gaia - CTYICHT yMeeT IPUMEHSTh
MOJTYYEHHYIO NIPU TIOATOTOBKE K
MPAaKTUIECKOMY 3aHSTHIO
nHpOPMAINIO, OTBEYATh Ha
OOJIBIIMHCTBO BOIIPOCOB, BECTH
JUCKYCCHIO C UCTIO.

1 Gamn — cTyaeHT Bnageet
TEOPETUYECKUM MaTepUaoM MO TeMe
MPaKTUYECKOTO 3aHATHUS, HHOTIA
3aTpyAHSETCS IPU OTBETE Ha BOIPOCHI,
HE yMeeT cOpMyIUPOBaTh CBOIO
TOYKY 3pEHUS Ha 00CYKIaeMyI0
npobiemy

Ecnu cryneHt He Bnaneet
npo0IeMaTuKol MPaKTHYECKOTO
3aHATHSI, HE MOXET OTBeYaTh Ha
BOIIPOCHI, 3a4YNTHIBAET OTBET IO
Hale4aTaHHOMY TEKCTY — OTBET
0aJjulaMH He OLICHHUBAETCA.
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12.

3ammra
ypOBHEN
o0ecrieueHust
Kkubepbe3onacH
oCTH

Jlaboparo
pHast
pabora

JlaGoparopHbie pabOTHI BBIMOIHAIOTCS M0 TEMaTHKE MPAaKTHYECKUX
3aHATHH.

3 Oamna — naboparopHas paboTa BBIOJHEHA B IOJHOM OOBEME,
CTYACHT CBOOOJHO BJajgeeT MaTepHalioM, AEMOHCTPHUPYET IITyOOKHe,
CHCTEMaTU3UPOBAHHBIC 3HAHUS, CBOOOJHO OTBEYAECT HA BOIPOCHI
UCTIONB3Ys NPO(EeCCHOHATBHYIO TEPMUHOIOTHIO

2 Oamna — naboparopHast paboTa BBHINOJHEHA, HO UMEET HEKOTOpHIE
HETOYHOCTH BBINIOJIHEHHS, CTYAEHT BJaJeeT MpPEACTABICHHBIM
MaTepuaioM, OTBEUAeT Ha 3aJaHHbIC BOPOCHI

1 Gamn - nabopatopHas paboTa B LIEJIOM BBHINOJNHEHA, OAHAKO B
mporecce  BBINOJIHEHHUS — J1a0OpaTOpHOM  pabOoTBl  JOIMYIICHBI
CYIIECTBEHHBI OMIMOKH, CTYACHT ciabo BiaxeeT WHpOpPMAaILUEH Mo
TeMe, TIPH OTBETE UCIOJB3YET 3arOTOBICHHBIN TEKCT, 3aTPyAHACTCS C
OTBETaMHU
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Cobeceno
BaHUE

CobecenoBanue npeamnonaraet
OpraHu3anuio Oecepl MpernoaaBaTess
CO CTyACHTaMH IO BOIIPOCaM
MPaKTUUECKOTO 3aHTHUS C LENbI0 Ooee
0OCTOSITENBHOTO BBISIBJICHUS UX 3HAHUHN
0 OTIpeIeICHHOMY pa3zeny, TeMe,
npobneme u T.I. Bee wieHsl rpynnst
MOTYT Y4acTBOBAaThb B 00CYKJICHHH,
100aBIATh HHPOPMALTHIO,
TMCKYTHPOBATb, 33/1aBaThb BOIIPOCH U
T.A.

VYCTHBIN 0npOC MOXKET IPUMEHSATHCS B
pa3nuyHbIX popMax: GpPOHTAIBHBIH,
WHAWBUAYaTbHBINA, KOMOMHUPOBAHHBIN.
OcCHOBHBIE Ka4ecTBa YCTHOTO OTBETa
HOJJIEKALIETO OLIEHKE:

- IPaBUJIBHOCTH OTBETA I10
COZICPIKaHHMIO;

- IOJTHOTA W TITyOMHA OTBETA;

- CO3HATENBHOCTh OTBETA;

- JIOTHKa U3JI0KEHUSI MaTepuaa;

- pPaMOHaIBHOCTH UCTIOIB30BaHHBIX
MIPUEMOB U CIIOCOOOB PEIICHUS
MOCTaBJICHHON y4eOHOH 3a/1auu;

- CBOCBPEMEHHOCTD U 3()()EKTUBHOCTD
WCTIOJIb30BaHUs HATTISIIHBIX TOCOOUH 1
TEXHUYECKUX CPEICTB MPU OTBETE;

- MCTIOJIb30BaHKE JIOTIOIHUTEIBHOTO
Marepuana;

- pPaMOHaIbHOCTH UCTIONB30BAHMUS
BpPEMEHH, OTBEICHHOTO Ha 3a/1aHUeE.

2 Gaia - CTYICHT yMeeT IPUMEHSTh
MOJTYYEHHYIO NIPU TIOATOTOBKE K
MPAaKTUIECKOMY 3aHSTHIO
nHpOPMAINIO, OTBEYATh Ha
OOJIBIIMHCTBO BOIIPOCOB, BECTH
JUCKYCCHIO C UCTIO.

1 Gamn — cTyaeHT Bnageet
TEOPETUYECKUM MaTepUaoM MO TeMe
MPaKTUYECKOTO 3aHATHUS, HHOTIA
3aTpyAHSETCS IPU OTBETE Ha BOIPOCHI,
HE yMeeT cOpMyIUPOBaTh CBOIO
TOYKY 3pEHUS Ha 00CYKIaeMyI0
npobiemy

Ecnu cryneHt He Bnaneet
npo0IeMaTuKol MPaKTHYECKOTO
3aHATHSI, HE MOXET OTBeYaTh Ha
BOIIPOCHI, 3a4YNTHIBAET OTBET IO
Hale4aTaHHOMY TEKCTY — OTBET
0aJjulaMH He OLICHHUBAETCA.
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13.

Kak crars
CIEIMAIUCTOM B
obnacTu
Kkubepbe3onacH
OCTH

Cobeceno
BaHUE

CobecenoBanue npeamnonaraet
OpraHu3anuio Oecepl MpernoaaBaTess
CO CTyACHTaMH IO BOIIPOCaM
MPaKTUUECKOTO 3aHTHUS C LENbI0 Ooee
0OCTOSITENBHOTO BBISIBJICHUS UX 3HAHUHN
0 OTIpeIeICHHOMY pa3zeny, TeMe,
npobneme u T.I. Bee wieHsl rpynnst
MOTYT Y4acTBOBAaThb B 00CYKJICHHH,
100aBIATh HHPOPMALTHIO,
TMCKYTHPOBATb, 33/1aBaThb BOIIPOCH U
T.A.

VYCTHBIN 0npOC MOXKET IPUMEHSATHCS B
pa3nuyHbIX popMax: GpPOHTAIBHBIH,
WHAWBUAYaTbHBINA, KOMOMHUPOBAHHBIN.
OcCHOBHBIE Ka4ecTBa YCTHOTO OTBETa
HOJJIEKALIETO OLIEHKE:

- IPaBUJIBHOCTH OTBETA I10
COZICPIKaHHMIO;

- IOJTHOTA W TITyOMHA OTBETA;

- CO3HATENBHOCTh OTBETA;

- JIOTHKa U3JI0KEHUSI MaTepuaa;

- pPaMOHaIBHOCTH UCTIOIB30BaHHBIX
MIPUEMOB U CIIOCOOOB PEIICHUS
MOCTaBJICHHON y4eOHOH 3a/1auu;

- CBOCBPEMEHHOCTD U 3()()EKTUBHOCTD
WCTIOJIb30BaHUs HATTISIIHBIX TOCOOUH 1
TEXHUYECKUX CPEICTB MPU OTBETE;

- MCTIOJIb30BaHKE JIOTIOIHUTEIBHOTO
Marepuana;

- pPaMOHaIbHOCTH UCTIONB30BAHMUS
BpPEMEHH, OTBEICHHOTO Ha 3a/1aHUeE.

2 Gaia - CTYICHT yMeeT IPUMEHSTh
MOJTYYEHHYIO NIPU TIOATOTOBKE K
MPAaKTUIECKOMY 3aHSTHIO
nHpOPMAINIO, OTBEYATh Ha
OOJIBIIMHCTBO BOIIPOCOB, BECTH
JUCKYCCHIO C UCTIO.

1 Gamn — cTyaeHT Bnageet
TEOPETUYECKUM MaTepUaoM MO TeMe
MPaKTUYECKOTO 3aHATHUS, HHOTIA
3aTpyAHSETCS IPU OTBETE Ha BOIPOCHI,
HE yMeeT cOpMyIUPOBaTh CBOIO
TOYKY 3pEHUS Ha 00CYKIaeMyI0
npobiemy

Ecnu cryneHt He Bnaneet
npo0IeMaTuKol MPaKTHYECKOTO
3aHATHSI, HE MOXET OTBeYaTh Ha
BOIIPOCHI, 3a4YNTHIBAET OTBET IO
Hale4aTaHHOMY TEKCTY — OTBET
0aJjulaMH He OLICHHUBAETCA.
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Jlaboparo 3 JlabGoparopHble paOOThI BBHIMOIHSIOTCS MO TEMAaTUKE MPAKTUYCCKUX
pHas 3aHATHH.
pabora 3 Oamna — naboparopHas paboTa BBIOJHEHA B IOJHOM OOBEME,
CTYIEHT CBOOOIHO BJIaJIeCT MAaTepHalIOM, JEMOHCTPUPYET TIIyOOKHE,
CUCTEMAaTHU3UPOBAaHHBIC 3HAHUS, CBOOOMHO OTBEYACT HA BOIPOCHI
WCIIONB3Ys MPO(ECCHOHATLHYIO TEPMHHOIOTHUIO
2 Oamna — maboparopHas paboTa BEITIONHEHA, HO MMEET HEKOTOPHIC
HETOYHOCTH BBINIOJIHEHUS, CTYACHT BJaJeeT MPEACTABICHHBIM
MaTepHuaJioM, OTBEYaCT Ha 3aJaHHBIC BOMIPOCHI
1 Gamm - mabGoparopHas paboTa B IIEJIOM BBITIOJHEHA, OJHAKO B
MpOIlecCe  BBIMOJIHEHUS  JIa0OparopHOW  pabOTBI  JIOMYIICHEI
CYIICCTBEHHBI OIIUOKH, CTYACHT CJIab0 BlajeeT WHGpOpMAIHel Mo
TeMe, IIPU OTBETE HCIIONIE3YET 3arOTOBJICHHBIN TEKCT, 3aTPYIHICTCS C
OTBETaMU Ha 3a]1aBaeMbIC BOTIPOCHI
14. [TocemaeMocThb 10 10 6aToB — CTYACHT OCETHII BCE
100% 3ansaTHIT
7-9 6aIIoB — CTYICHT ITOCETHIT HE
meHee 80% 3aHsATHIA
4-6 6aTOB — CTYACHT TIOCETHII HE
menee 50% 3aHsaTHiA
1-3 Gayma — CTyAeHT MOCETHIT HE
MeHee 25% 3aHsaTHiA
Ecnu crynment nmocermn menee 25%
3aHSTHA, 0aJTbI HE HAYUCIISIOTCS
15. IIpeMuansHbIC OaITHI 20 JloToTHUTEIbHBIE TPEMHUATBHBIC OAJITBI MOTYT OBITh HAYHMCIICHEI:
- 3a TMPOCKT, BHINOJHEHHBIH TIO 3aka3dy paboromarenss W
peann30BaHHEIN Ha mpakTuke — 20 6aIoB;
- TIOCTOSIHHAsI aKTMBHOCTh BO BpEMs MPaKTHYCCKUX 3aHATHH — 10
0aJIIoB;
- MOJIHOCTBIO MOATOTOBJIICHHASI K MYyOIHKAIUK CTaThs 110 TEMAaTHKE B
paMKax JUCIUIUTHHEI — 10 6amios;
- y4acThe ¢ JOKJIaJOM BO BCEPOCCHUMCKOW OJIMMIIMAJZIE MO TEMaTHKe
m3ydaemMoi mucruruinae — 20 6aios;
- y4acTHe B BBICTaBKE [0 TEMATUKE HM3y4aeMON NUCIHMIUIHHBI — 20
0aJIIoB;
- myOnmuKamMs CTaThd [0 TEMAaTHUKE H3ydyaeMoi TUCIUIUIMHBI B
COOpPHHMKE CTyACHUECKMX paboT / MaTepuajigax BCEPOCCHICKOM
koH(pepeHiuy / xKypHaie u3 nepeuns BAK — 10/ 15/20
16. |MunuBunyanbHbIC 3aJaHUs, 20 Pemenue ketica (10 6aioB)
C TIOMOII[HI0 KOTOPBIX [Mpoxoxnenne tectupoBanus (30 BOMPOCOB) MO BCEMY KypCy
MOXKHO HaOpaTh mucturinHbl (10 6amos)
JIOTIOJTHUTEITEHBIC OaJLThI
17. HUroro 3a cemectp 100

HToroBast oueHka 1o 3a4ety BeicTaBisgercs B 100-0auibHOM 1IKane U B TPaIUIIMOHHON YeThIPEeXOaIbHOM
mkane. IlepeBox  100-0annpHOU
YeThIpeX0aIbHYIO0 OCYIIECTBISIETCS CIEAYIOUIMM 00pa3oM:

peﬁTHHFOBOﬁ OLICHKHU 10 JUCHUITIIIMHE B TpaAUIIUOHHYIO

100-0ajuibHasg cucreMa

TpanuuuoHHas cucrteMa

50 - 100 6aiutoB

3ayTeHo

0 - 49 Gaiu10B

He 3auteno

4.2 TunoBsle OLICHOYHBIE CPEACTBA TEKYILIETO KOHTPOJIS

JlaboparopHnas pabora



Tema 1. [TorpeOHOCTH B KHOEPOE30MACHOCTH
Jlabopatopnas pabora. CpaBHEHHE TaHHBIX C IIOMOIIBIO XAII-QYHKITUN

Tema 2. ATaku, IIOHATUS U TEXHUKU
[TocnencTBus HapymieHUs: 6€30MACHOCTH

Tema 5. OOpa3oBanue u kapbepa B chepe nHPOPMAITMOHHON 0€30aCHOCTH
Jlabopatopnas pabota. Co3nanve U coxpaHeHUE HAJACKHBIX MaposIei
JlaboparopHast pabora. PezepBHOE KONMPOBaHKE JAaHHBIX BO BHEITHEE XPAHUIIHUIIEC

Tema 6. Kubep6e30macHOCTb — MUP SKCIIEPTOB U MPECTYITHUKOB
JlabopatopHas pabora. Komy mpuHaaiexar Balm JaHHbIE?

Tema 7. Ky0 kubepOe3onacHoCTH
JlaGoparophas pabota. Hackonpko puckoBaHHO Ballle oBeeHue B Iutepuete?

Tema 8. Yrpo3sl knbepOe30macHOCTH, YI3BUMOCTH U aTaKu
Packet Tracer — co3nanue KOMIBIOTEPHOTO MUpPa
Packet Tracer — OOmieHue B kubepmupe

Tema 10. ObecrieueHus IETOCTHOCTH TaHHBIX
Packet Tracer — mpoBepka 1esI0CTHOCTH (DAIIOB U JaHHBIX

Tema 12. 3amura ypoBHel obecrnieueHust KuOepOe30MmacHOCTH
Packet Tracer. Hactpoiika TpancnioptHoro pexxuma VPN

Tema 13. Kak ctarb crieruanuctom B obiactu kubepOe30nacHOCTH
JlaboparopHas pabora. OOHapyKeHHE YTPO3 U YI3BUMOCTEH

JlaGopaTopHasi padora

Tema 9. CriocoObI 3aUTH CEKPETHON MHMOPMAITIHI
JlaGoparopnas pabota. ITouck paboTsl B cepe kubepOe3omacHoCTH

CobecenoBanue

Tema 1. [TorpeOHOCTH B KHOEPOE30NMACHOCTH
1. HazoBuTe MoTHBaImio 6EJI0ro Xakepa.
2. Kakue a1eMeHThI SIBIIAIOTCS KOMIIOHEHTaMu Tpoiiku CIA?
3. Yro Takoe kubepBoiiHa?

Tema 2. ATaku, TIOHATUS U TEXHUKU
1. IToueMy BHyTpeHHHE yrpo3bl 0€30M1aCHOCTH MOT'YT HAHECTH OPTaHMU3aLUH e1le OobIIui yiiepo, uem
BHEILIHUE?
2. Kakue criocoObl MOXHO HCIIONB30BATh sl 0OecieueHus! KOH(PHISHIIMAIbHOCTH HH(popMaun?
3. Kak eme Ha3pIBatoT KOHGUIECHIIMATLHOCTS HHDOpMaIuu?
4. Kakoii crioco0 HCTIoNnb3yeTcst A7 IPOBEPKH LIETOCTHOCTH TaHHBIX?

Tema 4. 3amura opraHu3aun

28
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1. Kakoii TuIl aTaku MO3BOJISET 3JI0YMBIIUICHHUKY BOCTIONBH30BATHCS METOAOM MOAOOpa Mapoist
(brute-force)?
2. B uem 3akimodaercs OCHOBHAsI 1I€Jh aTaK TUIA «OTKa3 B oOcyxuBaHum» (DoS-arax)?
3. Jlns yero npeaHa3HaueH pyTKUT?
4. Kakue XxapakTepUCTHKH OIUCHIBAIOT IPOTrPAMMY-4€pPBb?

Tema 6. Kubep6e30macHOCTh — MUP HKCIIEPTOB U MPECTYITHUKOB

1. Kakum 006pa3oM mosip30BaTesisiM, padOTaOIIMM Ha O0IIEM KOMITBIOTEPE, CKPBITh JIMYHYIO HCTOPUIO
MIPOCMOTPOB B Opay3epe OT OCTAIBHBIX COTPYIHUKOB, KOTOPBIE MOTYT MOJIB30BATHCS STHM KOMITHIOTEPOM?

2. Ecnu nanHbIe XpaHATCS Ha JIOKAJIBHOM >KECTKOM JHCKE, KaK JIydIlle BCEro 3alllUTUTh UX OT
HEaBTOPU30BAHHOIO JOCTyMa?

3. TexHoyorus Kakoro TUIa MOKET MPEAOTBPATUTH CIIeKeHUE BpeTOHOCHBIM [10 32 aKTUBHOCTHIO
MOJIb30BaTeseld, COOp MEPCOHATbHON MH(OPMAITIH U BBIJIaYy HEXEJIaTeIbHON BCIUTHIBAIOIICH peKJIaMbl Ha
KOMITBIOTEPE TOJIb30BaTENS?

1. ITouemy yctpoiictBa loT npeacraBistior 60sblie prcka, 4eM Apyrue BEIYUCIUTENbHbIC YCTPOICTBA B
cetu?

2. Kakast koHpUryparus 6ecripoBOIHOTO MapIIPyTH3aTOpa CYUTAETCS HEaeKBATHOM 3aLUTON JUIs
OecrpoBOAHOM ceTH?

3. Kak nonp3oBaresnto 06e30macuTh cedsi OT «MOACTYIINBAHUS» CETEBOrO TpaduKa, KOTJa OH MOJIb3yeTCs
ny6nuaHoi Toukoit noctyna Wi-Fi Ha cBoem [1K?

Tema 7. Ky0 kubepOe3onacHOCTH
1. Ha3oBuTe mocieaHuii 3Tar CTpyKTyphl yOMICTBEHHOH 1IETIOUKH.

2. Kaxoit ”HCTpYMEHT MOKET BBITIOJIHATH aHaJIu3 TpaduKa U MOPTOB B peajbHOM BPEMEHH, a TAKKe
BBISIBJISITh aTaKU CKaHUPOBAHUS MOPTOB, CO3/1aHUs HU(POBBIX OTIIEYATKOB U NepenoiaHeHus Oydepa?

3. Kakoli MHCTpYMEHT MOXKET BBISIBJISITh BPEIOHOCHBIN TpadHK, CpaBHUBAS COEPKUMOE TTAKETa C
M3BECTHBIMU CUTHATypamH aTak?

Tema 8. Yrpo3sl knbepOe30MmacHOCTH, YI3BUMOCTH U aTaKu
1. Yto siBnsieTcss mpuMepoM JoMeHa JaHHbIX B UHTepHeTe?
2. K kakoit kareropuu, cornacto knaccudpukanuu NICE Workforce Framework, otHOocuTCS
CTeMaIM3UPOBaHHAs OI[EHKA MOCTYMAoNIEeH nHpopManuu 0 KnOepOe30macHOCTH C LEIbI0 ONPEACTICHHS
ee MPUTOAHOCTH JJIsl aHATTUTUKH?

3. Ilpu xako# aTake 1eJib BEIBOAUTCS U3 CTPOSI MyTEM OTIPABKHU €l OTPOMHOTO KOJIMYECTBA 3alIPOCOB OT
MHOKECTBA IPYTUX CUCTEM?

Tema 9. CiocoOBblI 3aITUTHI CEKPETHOM HH(pOpMaUn
1. Kakue mepsl 3pexTuBHBI B 00pb0e ¢ KHOESPIPECTYITHUKAMU ?
2. Yto 03Ha4YaeT TEPMUH «YSI3BUMOCTb)?

Tema 10. OGecrieyeHrs LEIOCTHOCTA JAHHBIX
1. Ha3Barbs MeTOBI HACHTH(UKALINN, TIPUMEHSEMBIC B ITPOIIECCE ayTCHTU(PUKAITTN

2. K xakoii KaTeropuu OTHOCSTCS 3aKOHBI B chepe KnubepOe30macHOCTH, PEryAHpYIOLIIe PACKPhITHE
OpraHu3ansIMHU KOH(UACHINAIBHON HH(POPMALIUK O ToNIb30Barese?

3. Kakoif MexaHU3M MO)KHO IIPUMEHUTh B OPTaHU3ALUY B KAUE€CTBE CPEICTBA 3ALUTHI OT
HETpeTHaMEPEHHOT0 U3MEHEHHs HH(OpMAalliK aBTOPU30BAHHBIMU TI0JIb30BATEISIMH?

Tema 11. Konnenmust «IsITe JEBITOK)

1. Kaxkoit kpuntorpadudeckuii anroputm npumensiercs B AHbB u nogpazymeBaeT ncrnonb3oBaHue
SIUTMIITUYECKUX KPUBBIX 17151 popMupoBaHHs HU(PPOBBIX MOANNCEH U OOMEHa KiIIo4aMu?

2. Ha3Batp MMpOHECCChl, KOTOPBIC OTHOCATCA K KAaTCIrOPUHN JIOTUUCCKUX CPCACTB KOHTPOJIA JOCTYyIIA.



3. Ha3Barp npuMepsl aAMUHUCTPATUBHBIX CPEACTB KOHTPOJIS AOCTYMA.

Tema 12. 3ammra ypoBHe# obecrieueHus: KubepOe30macHoCTr

1. IIpu kakom anroput™me mMUGPOBaAHUS TPUMEHSIETCS OAMH U TOT ke o0muii PSK-kmrod, 4T00sI
3ammdpoBath U pacmudpoBaTh JaHHBIC?

2. Kakue TepMuHBI MPUMEHSIFOTCS JUTsl OTIUCAHMS KTtouer mudpoBanus?

3. Kakoii 13 aCHMMETPUYHBIX aJITOPUTMOB OIIPEIENISAET CXEMY JIEKTPOHHON Iepeiaun 00Iero CEKpPETHOTO

KJrroua?

Tema 13. Kak crarh criennnagncToM B 00J1acTi KHOEpOE30IacHOCTH

1. Kaxkoit MeTos moapa3ymMeBaeT MOMCK Maposis MyTeM nepedopa Bcex BO3MOKHBIX KOMOMHALIU?

2. JIns gero mpuMeHsieTcst Kpunrorpadhudecky CTOMKHI TeHepaTop MCeBAOCTyIaHBIX YHCe?

TecTupoBanme

Tewma 3. 3amura qaHHBIX U KOHPUIECHITUATEHOCTH

I'maBa 1. KonrponbHas pabora. Bonpocs! aTuku

I'maBa 1. KonrponbHas padota

I'maBa 2. KonrponbHas pabora

Tema 4. 3amura opranu3aluu

Tema 7. Ky6 kubepb6e3omnacHoCTH

I'maBa 4. KonrponbHas pabota

Tema 9. CriocoObI 3aUTH CEKPETHON MH(MOPMAITIHI

KonTposnbhas pabota o rmiase |

Tema 10. OGecrieyeHrs LEIOCTHOCTA JAHHBIX

KonTpomnsHas pabota mo riase 2

4.3 IIpomexxyTouHast aTTeCTaIMs 110 AUCIUIUIMHE MPOBOIUTCS B popMe 3adeTa

Tunosblie Bonpockl 3auera (I1IK-4)

Tunosble 3aganusa 1 3adera (IIK-4)

4.4. llIkana oueHUBaHUS TPOMEKYTOUHOM aTTeCTALMKI

Onenka

Kommnerenmu

Heckpuntopsl (ypOBHH) — OCHOBHBIE TIPU3HAKH OCBOCHUS (ITOKa3aTeNn
JOCTH>KCHHUSI pE3yJIbTaTa)

«3a4TCHO»
(50 - 100 6anoB)

[1K-4

CrocoOeH OCyHIeCTBIATh YCTAaHOBKY W HACTPOWKY ammapaTHOTO
obecrieueHus ISl 3alTUThI Iepeaadu JaHHBIX B CETH HHTEPHET

«HE 3a4TCHO»
(0 - 49 GannoB)

[1K-4

He cnocobGeH ocymecTBIATh yCTAHOBKY M HACTPOMKY amnmapaTHOro
obecrieueHus 1Sl 3alTUThI Iepeaadu JaHHBIX B CETH HHTEPHET

5. MeTonnueckue yKkazaHusi AJisl 00y4al0OIIUXCS 110 OCBOCHUIO M CHUILTHHBI (MOLYJIS)
5.1 MeTtoauueckue yka3aHus [0 OpraHu3alii CaMOCTOSTENIbHOM paboThl 00yUYaOIUXCS:

[Ipuctynas kK U3y4eHUIO AUCIUILTUHBI, B IEPBYIO OYepeab 00yJarOIUMCs HEOOXOAMMO 03HAKOMHUTHCS
cofepxaHueM padoueii mporpammel nuctuiuinabl (PI1/]), kotopas onpexnenser cogepxanue, 00beMm, a
TaKKe TOPSA0K U3YUYCHUS U TIPEToIaBaHusl yueOHON JUCIUILINHBI, €€ pa3zelia, 4acTH.




Jlnist caMOCTOSTeNbHON pabOThl BAKHOE 3HaUEHUE UMEIOT paszieibl «O0beM U copepikaHue TUCIUILTHHBDY,
«Y4eOHO-MeToauuecKkoe U HH(popMaIMoHHOE 00ecTedeHne TUCIUILTMHBD U «MarepruaabHO-TeXHUIECKOe
obecriedeHre TUCIUILIMHEI, IPOrpaMMHOE obecrieueHue, mpodeccuoHalbHbIe 0a3bl TaHHBIX U
MH(POPMALIMOHHBIEC CIIPABOYHBIC CUCTEMBI.

B paznene «O6beM 1 cofepkaHne TUCIUILTMHBD) YKa3bIBAIOTCS BCE PA3IENIbl U TEMbI H3y4aeMOn
JTMCLUIUIMHBIL, @ TAK)KEe BUJIbI 3aHATHH U TNIAHUPYEMBbI 00bEM B aKaJeMHUYECKUX Yacax.

B paznene «Y4eOHO-MeToIUUECcKOE U HH(POPMAIIMOHHOE 00eCTIeUeHNE TUCIUILTMHBD) yKa3aHa
peKoMeHayeMasi OCHOBHAs U JIONIOJIHUTEIbHAS JINTEpATypa.

B paznene «MarepuanbHO-TEXHUUYECKOE 00eCTIeUeHne TUCIMIIMHBL, TPOrpaMMHOE oOecIieueHue,
npodeccruoHabHbIe 0a3bl JaHHBIX U HHPOPMAIIMOHHBIE CIIPABOYHBIE CUCTEMBD» COIEPIKUTCS MEepPEUCHb
npodeccuoHaNbHBIX 0a3 JAaHHBIX U WH(POPMAITMOHHBIX CIIPABOYHBIX CUCTEM, HEOOXOIUMBIX JJIsS OCBOCHHUS
JUCLUIUINHBL.

5.2 Pexomennanuu o0y4aromumcs 1o padbore ¢ TeOPETHUECKUMHU MaTeprallaMu 110 TUCIUILIIMHE

[Ipu u3yyennu u mpopabOTKe TEOPETUUIECKOT0 MaTepHaa HeoOX0AUMO:

- IPOCMOTPETH €lIe pa3 Ipe3eHTanuto ek B cucreme MOODLe, noBTOpUTh 3aKOHCIIEKTUPOBAHHBIN Ha
JIEKLIMOHHOM 3aHATUU MaTEPHUAJl U TONOJIHUTD €r0 C Y4ETOM PEKOMEH0BAHHOM JTOMOIHUTEIbHON
JIUTEPATYPBL;

- IPY CaMOCTOSITEIbHOM M3YYEHUU TEOPETUYECKON TEMBI CENaTh KOHCIIEKT, UCIIONIb3ysl PEKOMEH/I0BaHHbIE
B PII/] ucrounuku, npodeccroHaibHble 0a3bl JaHHBIX U HHPOPMAIIMOHHBIE CIIPABOYHbBIE CUCTEMBI:

- OTBETUTDH Ha BOIIPOCHI JIsI CAMOCTOATEIILHON pabOoThI, TTO TeMe MpeacTaBieHHbIe B myHKTe 3.2 PIT/I.

- TP MOATOTOBKE K TEKYIIEMY KOHTPOJIIO HCIIOIb30BaTh MaTepualibl (hoHa oreHouHbIX cpencts (POC).
5.3 Pexomenmanuu mo paboTe ¢ Hay9HOU U y4eOHOU JIUTepaTypoit

PaboTa ¢ 0OCHOBHOH M JOTIOTHUTEIBHOM TUTEPaTypO ABIAETCS TIIaBHOW (POPMOI CaMOCTOSTETbHON
paboThl ¥ HEOOXOMMA MTPU MOATOTOBKE K YCTHOMY ONPOCY Ha CEMMHAPCKHX 3aHATHAX, K JebaTam,
TECTHUPOBAHUIO, 3k3aMeHy. OHa BKIIIOYaeT MpopabOTKy JIEKLIMOHHOTO Marepuaia U peKOMEHIOBAaHHBIX
HCTOYHHMKOB U JINTEPATYPHI [10 TEMATHKE JIEKLIUH.

KoHcnekT nexium JomKeH coepkarh pedepaTuBHYIO 3alIMCh OCHOBHBIX BOIIPOCOB JICKIMH, B TOM YHCIIE C
ornopoi Ha pazMenieHHble B cucteMe MOODLe npe3eHTanu, OCHOBHBIX UCTOYHUKOB M JIUTEPATYPBI IO
TeMaM, BBIBOJIBI IO KaX10My BoIpocy. KOHCTIEKT MOKeT ObITh BHITOJIHEH B PAMKaX pacrevyaTky BblIauu
MIPe3CeHTAIUH JEKINI WK B OTAETBHOM TeTpaau 1o npeamety. OH T0KeH ObITh aKKyPaTHBIM, XOPOILIO
YUTAaEMBbIM, HE COAEPHKAaTh HE OTHOCALIYIOCS K TeMe HH(POPMAIUIO HITH PUCYHKH.

KoHcneKThl HayuHOM IUTEpaTypbl IPU CAMOCTOATENBHON OATOTOBKE K 3aHATHUAM JOJKHBI COZIEP)KATh
OTBETHI Ha KaX/Iblif TOCTABJICHHBIH B TEME BOIIPOC, UMETh CCHUIKY Ha MCTOUHUK MH(DOPMAIIH C
00s13aTeIbHBIM YKa3aHHEM aBTOPA, HA3BaHUS U O/1a U3AAHUS HCIIOIB3yEMOM HAaydHOM JIUTEPATyPHI.
KoHcnekT MokeT ObITh OLOPHBIM (COAEPIKATh JIUIIb OCHOBHBIE KIIIOYEBHIC TO3UIMN), HO TIPH 3TOM
MO3BOJISIFOIIMM JIaTh MOJHBIN OTBET MO BOMPOCY, MOXKET ObITH MOAPOOHBIM. OObEM KOHCIIEKTa
OIIPENIETSAETCS CAMUM CTYIACHTOM.

B nporecce paboThl ¢ OCHOBHOM W JOTIOTHUTEIIBHON JTUTEPATYPOH CTYICHT MOXKET:

- ACJIaTh 3allUCH I10 XOAY UYTCHUA B BUJAC IPOCTOT'O WJIK PA3BCPHYTOIO IJIaHA (COB,Z[aBaTI: MNEpCUCHb
OCHOBHBLIX BOITPOCOB, PACCMOTPCHHLIX B I/ICTOLIHI/IKG);

- COCTaBIIATh TE3UCHI (LIUTUPOBaHKUE HanOoJee BaXKHBIX MECT CTAaTbU MJIM MOHOTpaduu, KOPOTKOE
U3JI0KEHHE OCHOBHBIX MBICJIEH aBTOpA);

- TOTOBUTH aHHOTAIMH (KpaTKoe 0000I1eHe OCHOBHBIX BOIIPOCOB PadOTHI);
- CO3/1aBaTh KOHCIIEKTHI (Pa3BEPHYTHIE TE3UCHI).
5.4. PexoMeHalMy 10 IOATOTOBKE K OT/AEIBHBIM 3a/IJaHUSIM TEKYIIETO KOHTPOJIS

CobecenoBaHue MperoiaracT OpraHu3aliio 6ecepl MpenoaaBareis co CTyAeHTaMH 110 BOIIpocam
MIPAKTHUUECKOTO 3aHATHSI C LeNIbl0 Oosiee 00CTOATENHHOTO BBISIBICHUS UX 3HAHUM 110 OMPEIEICHHOMY
paszzeny, Teme, npobieme U T.I. Bce uiieHsl rpyIbel MOTYT Y4acTBOBaTh B OOCYXACHUHU, 100aBIATh
nH(pOpMaIUIO, TUCKYTUPOBATh, 3a/1aBaTh BOIIPOCHI U T.1.

VYCTHBIIM OITPOC MOXKET MPUMEHSITHCS B Pa3TUIHBIX (hopMax: (GpOHTATBHBIN, WHIUBHUIYaTbHBIH,
KOMOMHUPOBaHHBIA. OCHOBHBIE KaUY€CTBA YCTHOTO OTBETA MOJIJIEKALIETO OIICHKE:

- IPaBUJIBHOCTH OTBETA 11O COACPIKAHUIO,
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- IIOJIHOTAa U FJ'IY6I/IH3. OTBCTA,

- CO3HATCJIBbHOCTD OTBETA,

- JIOTUKA U3JIOKCHUA MaTcpurajia,

- paiOHAJIbHOCTD UCIIOJIb30BAHHBIX IIPUCMOB U CII0CO00B PCUICHUA ITOCTaBIICHHOM qu6HOI71 3aJa4u,

- CBOCBpeMeHHOCTB 158 B(I)q)eKTI/IBHOCTL HUCIIOJIB30BaHUA HATTIAHBIX HOCO6I/H>'I U TEXHUYCCKUX CpeZ[CTB HpI/I
OTBETE;

- UCIIOJIB30BAHUC NOMOJHUTCIBHOTO MaTcpuaa,
- palOHAJIbHOCTD UCIIOJIb30BAHUA BPCMCHH, OTBCACHHOI'O HA 3aIaHUC.

YCTHBIN 0IIPOC MOXKET CONMPOBOXKAATHCS MPE3EHTALNUEH, KOTOPAsi IOATOTaBIMBACTCS 110 OAHOMY U3
BOIIPOCOB MPAKTHUECKOTO 3aHATHA. [Ipu BRICTYIUIEHNH ¢ TIpe3eHTalue Heooxonumo oOpamars BHUMaHUe
Ha TaKME€ MOMEHTBHI KaK:

- COZlep’KaHNE NIPE3CHTALMN: aKTyaJIbHOCTh TEMBI, IIOJIHOTA €€ PACKPBITHS, CMBICIIOBOE CONEPIKAHUE,
COOTBETCTBHE 3asIBJICHHOMN TEMbI COIEPKAHUIO, COOTBETCTBUE METOANYECKUM TPEOOBAHUAM (LI€TTH. CChUIKH
Ha pecypchbl. COOTBETCTBUE COEPKAHUS U TUTEPATyphl), IPaAKTHUECKasi HAIIPABICHHOCTh, COOTBETCTBHE
cofiepaHus 3asBJICHHON (opMe, aIeKBaTHOCTh UCIIOJIb30BAaHUS TEXHUUECKUX CPEICTB yUeOHBIM 3a1auam,
IIOCJIEJOBATENBHOCTD U JIOTHYHOCTb IIPE3EHTYEMOT0 MaTepHala;

- oopMIIeHHE MTPE3EeHTAMU: 00beM (ONTUMATbHOE KOJIMYECTBO), TU3aliH (UNTaeMOCTh, HaJIU4ne U
COOTBETCTBHE rpaQUKU U aHUMalliH, 3ByKOBO€ 0(hOpMIIEHHE, CTPYKTYpUPOBaHUE HHPOPMALIUH,
COOTBETCTBHE 3asIBJICHHBIM TPEOOBAaHUSAM), OPUTUHAIBHOCTH OOPMIICHHUS, ICTETHUKA, UCTIOJIb30BaHHE
BO3MOXKHOCTH NPOTPAMMHOM CpPeIbl, COOTBETCTBHE CTaHIapTaM o(pOpMIICHUS;

- IMYHOCTHBIE KQUECTBA: OPATOPCKHUE CIIOCOOHOCTHU. COOIIOIEHHUE PEITIaMEHTa, YMOLMOHAIBHOCTh, YMEHHE
OTBETUTH Ha BOIIPOCHI, CUCTEMaTU3UpOBaHHbIE, INTyOOKKE U MOTHbIE 3HAHUS 110 BCEM pasJiesaM MporpamMMmbl:
- COZIEp’KaHNE BBICTYIUICHHUS: JIOTUMHOCTD U3JIOKEHHS MaTepraa, paCKpbITUE TEMBI, TOCTYITHOCTh
uznoxenus, 3¢pdexruBHocTh npuMeHenus cpeactB KT, cnocoOb! v ycnoBus 0CTHKEHHS
Pe3yAbTaTUBHOCTH U 3((EKTUBHOCTH JIJIsl BBITIOJIHEHUS 3a]1a4 CBOEH MpodeccruoHanbHON WK yueOHOU
NEeATEIbHOCTH, 10Ka3aTeIbHOCTh IPUHUMAEMBIX PEIIEHNN, YMEHUE apTyMEHTUPOBATh CBOU 3aKJIFOUEHHS,
BBIBOJIBI.

6. YueOHO-MeToANYecKOe U MHPOPMALIMOHHOE 00ecnieyeHue TUCIHIINHBI

6.1 OcHoBHas nuTeparypa:

1. Kosran H. M. Kommnerotepusie cetu : ydebHoe mocodme. - Munck: PUIIO, 2014. - 180 c. - Tekcr :
anekTpouubii  // OBC  «YHuBepcurerckas ~— OuOnMOTEeKa  OHJIAMHY [caiir]. - URL:
http://biblioclub.ru/index.php?page=book&id=463304

2. Jlanonuna O. P. Kpunrorpaduueckue ocHOBBI Oe30macHOCTH. - MockBa: HarmonanbHblii OTKPBITHIN
VYuausepcurer « MHTYUT», 2016. - 244 c. - Tekct : snextponHsblii // OBC «YHuBepcuTeTckas oubmmuorexa
onnaitn» [caiit]. - URL: http://biblioclub.ru/index.php?page=book&id=429092

6.2 JlononHUTENbHAS IUTEpaTypa:

1. ®omun JI. B. KommbiorepHbie cetn : ydeOHO-MeToAMYecKkoe mocobue. - Mocksa|bepnu:
Hupexr-Menua, 2015. - 66 c. - Tekcr : anekrponnbii // ObC «YHUBEpcUTETCKass OMOIMOTEKA OHJIAWHY»
[caiit]. - URL: http://biblioclub.ru/index.php?page=book&id=349050

2. Kapramesckuid, B. I'., Jluxtuunnep, b. A., Kupeesa, H. B., bypanosa, M. A. KommnberorepHeie ceTu :
y4eOHHK. - Bech cpok oxpanbsl aBTOpckoro mpaBa; Kommberorepubie cetn. - Camapa: IloBomxckuid

TOCYJIaPCTBEHHBIN YHUBEPCUTET TeJIIEKOMMYyHUKanuii u wuHpopmaruku, 2016. - 267 c. - Tekcr
anekTpoHHbii // [IPR BOOKS [caiit]. - URL: http://www.iprbookshop.ru/71846.html

3. Kosran, H. M. KommnbetotrepHsie cetu : yueOHoe nocooue. - 2025-03-10; KommbrorepHbie cetu. - MUHCK:
PecnyOnukanckuii MHCTUTYT npodeccruoHanbsHoro obpaszoBanus (PUIIO), 2019. - 179 c. - Tekct
anekrponnblil // IPR BOOKS [caiit]. - URL: http://www.iprbookshop.ru/93384.html

6.3 VlHbIe UICTOYHUKU:
1. Boripockr o6pazoBanus - http://www.ecsocman.edu.ru/vo
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2. @enepanbHas ciryx0a 1o HaaA30py B cepe oOpa3zoBaHus U HayKu - http://obrnadzor.gov.ru
3. [Topran "I'ymanurtaproe oopazoBanue"” - http://www.humanities.edu.ru/
4. ®enepanbublit moptan «Poccuiickoe odpazoBanue» - http://www.edu.ru/

7. MaTepuaibHO-TeXHHYECKOe o0ecnedeHue M CHUIIMHBI, IPOrPpaMMHOe odecreveHne,
npodeccnoHaIbHbIe 0a3bI JAHHBIX U HHPOPMAIIMOHHBbIE CTIPABOYHbIE CHCTEMbI

I[HSI IMPOBCACHUA 3aHATHM TT10 JUCHUITINHE HGOGXOI[I/IMO CJICAYIOIICC MATCPUATIBHO-TCXHUYCCKOC
obOecrieucHue: yLICGHLIC AyAUTOPHU IJIsL NPOBCACHUA 3aHIATHI JICKIIMOHHOI'O 1 CCMHWHAPCKOI'0 THUIIA,
IpYNIIOBBIX U UHAUBUAYAJIBHBIX KOHCYHLTaHHﬁ, TCKYLICTO KOHTPOJIA U HpOMGXCYTOqHOﬁ arrecranuu,
IIOMCIICHUA 1A CaMOCTOSITEIIHLHOM pa6OTLI.

VY4eOHble ayTUTOPUN U MIOMELICHHUS IS CAMOCTOSTEILHON pabOThl YKOMIUIEKTOBAHBI CHICIIMATHN3UPOBAHHOM
MeOeNIbI0 U TEXHUUECKUMU CPEeICTBAMU O0YUEHUS, CIYKAIUMHU I IPEACTaBICHUs yueOHOW HHPOpMaITUH
OO0JIBIION ayTUTOPHH.

[TomereHus 4711 CaMOCTOSATENHHOM pabOThl YKOMIUICKTOBAHBI KOMITBIOTEPHON TEXHUKOM C BO3MOYKHOCTBIO
noKIroueHus K cetu "MHTepHeT" u o0ecreueHreM J0CTyna B AJICKTPOHHYIO
H(}OPMAITMOHHO-00pa30BaTEeNIbHYIO CPey YHUBEPCUTETA.

Jnist mpoBeIeHNs 3aHATHH JIEKIIMOHHOTO THIIA UCIIOIB3YIOTCS HA0OPBI AEMOHCTPAIIMOHHOTO 000pYy/I0BaHHUS,
o0ecreynBarole TEMaTHYECKHE WILTIOCTPAIH (IIPOEKTOP, HOYTOYK, SKpaH/ MHTEPaKTHBHAS JOCKA).

Jlunien3nonHoe U cBOOOIHO paclpoOCTpaHsIeMOe MPOrpaMMHOE 0OecTiedeHHe:
Microsoft Windows 10

Microsoft Office [Ipodeccuonanbusiii moc 2007

Adobe acrobat

LibreOftice

Omnepanmonnas cucrema "Anst O6pazoBanue”

Cisco Packet Tracer

[Tpodeccuonanpubie 6a3bl JaHHBIX U MH(POPMAITMOHHBIC CITIPABOYHBIE CUCTEMBI:

1. DIEKTPOHHBIIN Karajor DyHIaMEHTaIbHON OnOIMOTEeKN TI'V. - URL:
http://biblio.tsutmb.ru/elektronnyij-katalog

2.  VYHuBepcuTeTcKas  OMOMMOTEKa  OHJAWH:  DJIEKTpOHHO-OMOmmoreunas  cuctema. —  URL:
https://biblioclub.ru

3. Koncynsrant crymenta. ['ymaHuTapHbIe HAyKH: OJJIEKTPOHHO-OMOIMoreyHass cucrtema. — URL:

https://www.studentlibrary.ru

4. Hayunas snexkrponHas oubianoreka eLIBRARY.ru. — URL: https://elibrary.ru

5. Poccuiickas rocynapctBerHas oubnmoreka. — URL: https://www.rsl.ru

6. Poccuiickast HarmonanbHas oubmanoreka. — URL: http://nlr.ru

7. llpesunentckas 6udnuorexa umenu b.H. Expriuna. — URL: https://www.prlib.ru

8. Hayunas osmektponHas OubOnuoreka Poccwuiickoit akamemun — ectecTtBo3Hanms. —  URL:
https://www.monographies.ru

9. OnexrponHas 6ubnmoreka PODU. — URL: https://www.rtbr.ru/rffi/ru/library

JJIeKTPOHHasi HH(POPMALIMOHHO-00pa30BaTe/IbHAsA Cpeaa
https://auth.tsutmb.ru/authorize?response type=code&client id=moodle&state=xyz

B3aumoneiicTBue mnpernopaBaTenss M CTy[JEHTa B Ipolecce OOy4eHHUs OCYLIECTBISETCS MOCPEICTBOM
MYJIBTUMEIUNHBIX, TMIIEPTEKCTOBBIX, CETEBBIX, TEIEKOMMYHUKALMOHHBIX TEXHOJIOIMH, HCIOJIb3YyEMBIX B
ANIEKTPOHHOH MH(OPMAIIMOHHO-00pA30BATEILHON CPEe YHUBEPCUTETA.
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