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1. lean u 3agaun AUCHUATIHMHBI

1.1 Henp qucuuruivHel — GopMUpOBaHUE KOMIIETEHIIHIA:

ITK-4 CriocoGeH ocymiecTBIsATh HACTPOUKY 000pyIOBaHUs, HEOOXOAUMOTO I pabOoThl HHPOPMAITMOHHBIX
CUCTEM

1.2 Tumbl 3amad mpodecCHOHATBHOW JEATETLHOCTH, K KOTOPBIM TOTOBATCS OOydYaroluecs B paMKax
OCBOEHUS JUCLUIIINHBI:
- HAy4YHO-UCCJIEA0BATEIbCKHI

1.3 JlucumriinHa OpUEHTHPOBAHA Ha MOATOTOBKY OOydYaroUIMXCs K MPo(ecCHOHaIbHOM AEATEIbHOCTH B
chpepe: 06 Cpsi3b, MH(OPMAIMOHHBIE M KOMMYHHUKAIIMOHHBIE TEXHOJIOTUH (B cdepe MpOeKTHPOBAHUS,
pa3paboTKu, BHEAPEHUS U HKCILTyaTallui HH)OPMAIIMOHHBIX CUCTEM, YIPABICHUS X )KU3HEHHBIM ITHKIIOM)

1.4 B pe3ynbTare 0CBOCHHS JUCHUIUIMHBI y 00YYarOIUXCs TOJKHBI OBITH C(OPMUPOBAHBIL:

O06001TIeHHBIEC TPYIOBEIE
(yHKIMH / TPYAOBBIC
(YHKIMY / TPYAOBBIC HIIH

Kon n HammenoBaHue
xommnerenuu ®I'OC BO,
HEOOXOOUMOM IS

MHankaTopbl JOCTHKEHUS] KOMIIETEHIIAM

npodeccroHaIbHEIC (hopMHpOBaHUS TPYJIOBOTO
nercTBus (IPH HAUTHIUAH WIH PO CCHOHATBLHOTO
npodcTangapra) TEHCTBUS

[1K-4 Cnocoben
OCYIIECTBIIATH HACTPOUKY
o0opynoBaHus,
HEOOXOTUMOTO JJTs1 pabOTHI
WH(POPMAITHOHHBIX CHCTEM

OcymiecTBIgeT yCTaHOBKY M HAacCTpOHKY ammapaTrHOro
oOecrieueHus] A7 3aIIMTHl Nepeladyd JaHHBIX B CETH
WnTepuer

1.5 CornacoBanue MEXAUCITUTUTMHAPHBIX CBA3EH MUCIUTIINH, 00€CIIEYNBAIOIINX OCBOCHUE KOMITCTCHITHI:

[IK-4 CriocobeH ocymiecTBISTh HACTPOUKY 00OpYyIOBaHMS, HEOOXOAMMOTO sl PaOOThI
WH(POPMAIIMOHHBIX CHCTEM

Ne HaumenoBanue dopma oOyyeHus
/o JHCIUATLINH,

OIMpCACTAOIINX

Ounas 3aouHas

(cemectp) (cemectp)
MEXTUCITUTUTMHAPHBIS
— 415|683 |4]5]|]61|9
1 |Ananus + +
3aIUIICHHOCTH
KOMITEIOTEPHBIX CeTel

2 |be3omacHoCTh + +
KOMIIBIOTEPHBIX CETEH

3 |KommproTepHsie cetn | + | + + | +

4 |IIpegnurmnomuas + +
MPaKTHKA

5| TexHomoruu + +
3D-monenupoBaHus

6 | Texnomorun + | + + | +
nepeayy TaHHbIX

2. Mecto nucuuninHbl B cTpykrype OIl 6akanaBpuara:
HuctumimHa «'"Networksecurity"» OTHOCHUTCS K 4acTd, (opMuUpyeMOil ydacTHMKaMu O0Opa3oBaTEebHBIX
oTHouleHu#, ydebHoro rutana OIl mo nanpasnenuto noarotoBku 09.03.03 - [Tpuknaanas nHGOpMaTHKA.

JucrummHa «"Networksecurity"» u3ydaercs B 3 ceMecTpe.



3.00beM u conepxaHue JUCUUILIUHBI
3.1.00beM OUCLMILUIAHEL:

Bun yueOHo# paboTh Qunas 3aounas
(Bcero yacoB) | (Bcero 4acosB)
O0mast Tpy10éMKOCTb TUCHHUILIHHBI 72 72
KonrakTHast pabora 48 8
Jlexuuu (Jlexum) 16 4
JlaGoparopnsie (J1ab. pab.) 32 4
CamocrostensHas padota (CP) 24 60
3ader - 4
3.2.Conepxanue Kypca:
No HazBanue Bun yuebnol pabotsl, yac. | ®OpMBI TEKYIIETO
TEMBI paszena/TeMsbl Jexmyn | J1a6. pab. CP KOHTPOJIS
o|3]o]3]0]3
3 cemectp
1 [TorpeOHOCTE B JlaboparopHas
KnbepOe30macHoOCTH | 2 - 4 - 6 | 12 pabora;
Co0OecenoBanue
2 ATaku, IOHATHS U CobOecenoBanue;
TEXHUKHU 2 1| 2 1 | 4|12 JlaGoparopHas
pabora
3 3amura JaHHbBIX | TecTtupoBanue;
KOH(QUIEHITUATBLHOC | 2 1 2 1 4 |12 TecTtupoBanue
TH
4 3amura ) 1 ) 1 4 | 1o CobOecenoBanue;
OpraHu3aluu TectupoBanue
5 Oo6paszoBanue u JlaGoparopHas
Kapbepa B chepe pabora;
MH(POPMALTMOHHON 2 b4 ! 6 |12 JlaGoparopHas
0€301acHOCTH pabora
6 Kubepbe3onacHocTh JlaGoparopHas
— MUp IKCICPTOB U | i ) i i i pabora;
MIPECTYTTHUKOB CobecenoBanue;
CobecenoBanue
7 Ky6 JlaGoparopHas
knbepbesonacHocTH | N I i i pabora;
CobecenoBanue;
TectupoBanue
8 VYrpo3sl JlaGoparopHas
KnOep6e30nacHOCTH pabora;
, YSI3BUMOCTH U 2 - | 4 - - - JlaGoparopHas
aTaku pabora;
CobecenoBanue
9 CriocoOBI 3aIUTEI CobecenoBaHnue;
CEKpPETHOM ) | s i i i JlaGoparopHas
uHpOpMaLUU pabora ;
TectupoBanue




10 OO0ecrieueHus CobecenoBaHnue;
LIEJIOCTHOCTH N . i i JlaGoparopHas
JTAHHBIX pabora;

TectupoBanue

11 Konuenuus «msith i 1ol i i CobecenoBanue
JICBSITOKY

12 3amura ypoBHEH JlaGoparopHas
obecriedeHus - -1 2| - - - pabora;
KkrbepOe30nacHoCTH CobecenoBanue

13 Kak crarb CobecenoBaHue;
CHEIHAIUCTOM B i 1ol i i JlaboparopHas
obnacTu pabora
KnoepOe30nmacHOCTH

Tema 1. Ilorpe6HocTh B kndepoesonacuocTu (IK-4)
Jlexknus.

Beenenue. IlorpebHOcTs B kuOepOe3onacHocTH. Ilepconanbhbeie nanHble. Uto Takoe «IlepcoHanmbHbIE
naHHele». Yrto Takoe KubOepOezomacHOCTh. MpeHTudukanus monb3oBaTens OHJIAHH U oddraiin.
Boeruncnurenshble  yctpoiictBa. KoproparuBhbele naHHble. YTo Takoe «KopmopaTuBHbBIE JTaHHBIEY.
[TocnencTBust HapymieHus: O€30MACHOCTU. 3JOYMBIIUICHHUKH W 3KCIEPThl MO KHOepOe30macHOCTH.
[Tpodwmis kubepnpectynuuka. KOpuandeckue u sTudeckue npoodiemsl kuobepoesonacHocTn. Kubeppoiina.
[TonsTHe KMOEPBOIHEI.

JlaGopaTopHbie padoThbI.
1. Yro takoe «KopropaTuBHbIE JaHHBIE»
2. IlocnencTBus HapymieHus: 0€30MaCHOCTH

3agaHus AJ51 CAMOCTOSITEILHOI padoThI.
KoHcnekTupoBaTh TeMy, peliaTh 3a/1aui, MOBTOPSThH

Tema 2. Ataku, nonsatus u Texuuku (I1K-4)

Jlekuus.
AHanmu3 kuOeparaku. YsA3BUMOCTH CHCTEMBbI O€30MACHOCTH M IKCIUIOWTHI. THIBI YS3BUMOCTEH CHCTEMBI
6e3omacHocTH. Tumbl 1 cumnToMbl BpenoHocHoro [10. CriocoOs! mpornkHOBeHUA. OTKa3 B 00CTyKMBaHUH.
Jlanamadt kubepode3omacHocTr. CMmeraHHas aTaka. YMEHbIIEHHE TTOCISICTBH.

JlaboparopHbie padoThbI.
PaccMoTpenue pa3nuyHbIX BUJIOB aTak, U CIOCOOBI UX MPEIOTBPALICHUS

3ananus AJ51 CAMOCTOSITEILHOI padoThI.
1. 3amanue. OnpeneneHue TEPMUHA KYSI3BUMOCTBY.
2. 3apanue. Onpenenenue TUIIOB BpenoHocHOro [10.
3. 3amanue. Onpenenenue tuna DoS-ataku.

Tema 3. 3amura 1aHHbIX U KOHpuaeHnuaabHoctu (I1K-4)

Jlekumus.
3ammTa YCTPOMCTB M CETH. 3allliTa BBIYUCIUTEIBHBIX YCTpoicTB. CoOmoaeHue mpaBuia 0€30MacHOCTH
MPU HMCTIOJIB30BaHUM OCCIPOBOAHBIX ceTeil. Vcronp30BaHNEe YHUKAIBHBIX MApOJICH ISl KKIOH YUETHOU
3amucu B ceTd. Benenuwe panvbiX. IlludpoBanue nanHbIX. Pe3epBHOE KONMUpOBaHUE JTAHHBIX.
OxoHYaTenpbHOE yJaleHHe JaHHbBIX. 3allliTa MePCOHANbHBIX JaHHBIX B ceTH. HanexxHas ayreHTUUKaLUS.
JIByxdakropras ayreHTuuKanus. OAuth 2.0. KonpuaeHmmaisHOCTS 37IEKTPOHHOM MOYTH U BeO-Opay3epa.

JlaGopaTopHbie padoThbI.
1. Coznanue U cOXpaHEHNE HAIEKHBIX IapoJien
2. Pe3epBHOE KOITUPOBAHKE JAHHBIX BO BHEIIHEE XPAHWIUILIEC
3. JJaboparopnas pabora. Hackonbko pUCKOBaHHO MOBEICHHE MOJIb30BaTeNns B IHTepHeTe?



3ananus 1J151 CAMOCTOSITEILHOI padoThI.
KoHncnektupoBarh TeMy, YUTATh JEKIIHIO, TIOBTOPSIThH

Tema 4. 3amura opranusanuu (ITK-4)

Jlekumus.
MexceTeBble dKpaHbl. THIIBI MEXKCETEBBIX dKpaHOB. CKaHMPOBAaHUE TMOPTOB. YCTPOHCTBAa OE30MACHOCTH.
O6napyxeHue arak B peanbHOM BpeMeHu. OOHapyKeHHE araKk B peajlbHOM BpemeHHu. Jlydmme
MPaKTUYECKUE METOIUKH TI0 MHPOpManoHHON Oe3omacHoCTH. [logxon kK krnbepOe30macHOCTH Ha OCHOBE
noBezieHusl. borHeT. YOuiicTBeHHas 1ienouka. YOUNCTBEHHAs Iienodka B kKuOep3amnure. bezonacHocTs Ha
ocHoBe moBeaeHus. NetFlow u kubGeparaku. Ilogxom Cisco k kubepoezonacHoctu. CSIRT. COopuHuk
ClleHapueB M0 o0ecneueHuio Oe3omacHOCTU. MHCTpyMeHTHI A MpEeNoTBpAIleHUs U OOHapy>KEHUS
naimaeHToB. CucteMsl IDS u IPS.

JlaGopaTopHbie padoThbI.
3amuTa BUPTyalbHON OpraHu3ainu, 0030p BOZMOKHBIX CIIOCOOOB 3aIIUTHI

3ajanus 1J151 CAMOCTOSITEJIbHOM PadoThlI.
1. 3ananue. OnpeneneHue OTBETa IPOrpaMMbl CKAHUPOBAHUS IIOPTOB.
2. 3aganue. OnpeneneHre yCcTporucTBa 6€30MacHOCTH.
3. 3amanue. OnpenencHue MOpsIKa STAoOB yOUNWCTBEHHOM 1IEMOYKH.

Tema 5. O0pa3oBanue u kapbepa B cgepe nHpopMannoHHoii 6e3onacHocTH (I1K-4)
Jlexknus.
OOpazoBanue u kKappepa B cdepe HHPOPMANMOHHONW O0€30MacCHOCTH. BO3MOXKHOCTH cepTH(UKAIIH.
BosmoxnocTn ceprudukanuun. PacmmpenHble Bo3MoxHOCTH cepTudukanuu. Kaprepa. Bakancun B
obmactu kubepOe3omacHocTu Ha caiite Cisco.com. J[pyrue Bakancuu B cpepe KubepOe30macHOCTH.
JlaGopaTopHbie padoThbI.
Cdepa nrdpopmanroHHOM 0€30TaCHOCTH, BUIBI Kapbep

Tema 6. Kuoep0e3onacHocTb — MHP 3KcnepToB M npecTynHukos (ITK-4)
Jlexknus.
Kubepbe3onacHOCTh — MHp 3KCIEpTOB U  mpecTynHHKoB. OO030p ypoBHeW oOecrnedeHus
kubepbezonacHoctu. [Ipumepsr ypoBHel obecriedeHust kudepoOe3omacHoCTH. Poct kubepmomenoB. Kro
Takue KuOepnpecTymHUKU? MOTHUBBI KHOEPIPECTYNHHUKOB. 3ayeM CTAHOBHUTHCS CHEIMAJIMCTOM II0
kubepo6e3onacHoctu? IlporuBozeiicTBue KuOepnpecTynmHUKaM. THMOBbIE Yrpo3bl Ui KOHEYHBIX
IOJIb30BarTeliel. TUIBI IEPCOHANIBHBIX JAHHBIX. YTPpo3bl IHTEpHET-cepBUCaM. YTPO3bl KIIFOUEBBIM OTPACIISIM
MPOMBIIIJICHHOCTH. YTpo3bl 00pa3y JKuW3HU Iofed. BHyTpeHHHE W BHELIHHE YTPO3bl. YA3BUMOCTH
MOOMIBHBIX ycTpoicTB. IlosBnenue Mutepnera Bemieil. BnusHue Oonbpiimx maHHBIX. Vcmonb3oBaHue
nepeaoBoro opyxusi. bonmee mumpokmii oxBaT M KackamHblid dddekr. [Ipeanochuiku 6e30MacHOCTH.
[ToBbIIeHHOE paciio3HaBaHue yrpo3 [ kubepbezonacHocTH. Pemenue mpobaemMbl HEXBATKU CHEUATUCTOB IT
kubepOezonacHocT. HarpoHnanpHast KOHIENIHs MPoQecCHOHaTbHONW MOATOTOBKH COTPYAHHUKOB B cdepe
kubepoe3onacHoct  (The National Cybersecurity Workforce Framework). IIpodeccuonanbubie
opranuzanuu. CTyIeHYeCKMe OpraHu3alMl U KOHKYypchl 1O KkuOepOe3omacHocTtu. OTpacieBbie
ceprudpukanuu. Ceprudukanuu, CHOHCHpyeMble KOMOaHuAMU. Kak  cTarh  IKCIEPTOM IO
K1OepOe30macHOCTH.
JlaGopaTopHbie padoThbI.

1 Tlouck paboTsl B cepe kubepOe30macHOCTH.

2 Unentuduxanus yrpos.

3 3anmauu npodeccroHanoB B chepe Kubepoe30macHOCTH.

4 Packet Tracer — co3manne KOMIBIOTEPHOTO MHPA.

5 Packet Tracer — OOrmienue B kubepmupe.

Tema 7. Ky6 kubepoe3onacnoctu (I1K-4)



Jleknus.

[Tpuntuner nHGOpMaoHHON O6e30omacHOoCTH. CocTosiHUS TaHHBIX. Mephwl [ kubepoe3onacHocTH. [Ipuninm
KOH(QUIECHIIMATbHOCTU. 3alluTa KOH(PUACHLUUAJIbHBIX JaHHbIX. KoHTpomb pgocTyma. 3akoHbl U
OTBETCTBEHHOCTh. [IpUHIIMN LIETOCTHOCTH MAaHHBIX. TpeOoBaHUS K IEJOCTHOCTH HaHHBIX. [IpoBepku
nenoctHocTH. [Ipunnun mocrynHocTH. Ilare aeBsTtok. ObOecneuenrne NOCTymHOCTH. BapuaHThl XpaHeHUs
JaHHBIX. 3afaddl 3alUThl XpaHAUIMXCS JaHHBIX. MeToAbl Iepenauyd JaHHBIX. 3aJayd  3alfuThl
MepeIaBacMbIX JaHHBIX. Buasl 00paObOTKM MaHHBIX. 3aJadyd 3alUThl  00padaThIBAEMBIM JAHHBIX.
TexHOJOrM4YeCKue NPOrpaMMHBIE MeEphl 3alIMTHl. TEXHOJIOTMYECKHE arlapaTHble Mepbl 3allUTHI.
TexHOoJOrHYecKue CeTeBble Mepbl 3allUThl. TE€XHOJOTMYECKHEe CpEACTBa 3allUThl Ha 0asze obnaka.
OOpaszoBarenbHble W ydeOHbIE MepompusaTHs 10 KuOepOezonacHocTd. DopMHUpOBaHUE KYJIBTYPHI
kubepoeszonacHoctu.  [lomutuku.  Cranmaptel.  Pexomenparuu.  Ilpomemaypel.  OG630p  Momenwu
KknbepOe30nacHOCTH. YpoBHH obOecnedeHuss kubepoOe3omacHocTH. KoHTpompHbie 1emu. Cpenctsa
ympaBieHus. Monens [ kubepoezonacHoctu  ISO wu  Ttpmama «KIJI». Wcmons3oBanue wmomen
[Ixknbepoe3onacnoctu [SO u cocrostHus manHbIX. Mogens [ |kubepoe3omacHoct ISO 1 MephI 3aIUTHI.

JlaGopaTopHbie padoThbI.
1 VYcranoBka BupTyanbHo# mMamnHel Ha 1K.
2 AyreHTH(UKaUs, aBTOPU3ALMS U YUET.
3 Packet Tracer — u3yuyenue muppoBanus (GpaiaoB U TaHHBIX.
4 Packet Tracer — mpoBepKa IETOCTHOCTH (PailyIOB U JaHHBIX.

Tema 8. Yrpo3bl kudepoe3onacuocTu, ya3sBumMoctu u ataku (I1K-4)

Jlekumus.

Yrpo3sl KnOepOe30MmacHOCTH, YA3BUMOCTH W araku. Yto Takoe BpemoHOocHas mporpamma? Bupychr,
UHTEPHET-4epBU U «TposiHCKUE KoHW». Jlormueckue OomObl. Ilporpammsbi-BeiMorarenu. baknopel u
PYTKHUTBI. 3amuTra OT BpenoHOCHBIX mnporpamm. Cnam. Illnuonckoe, pexknamuoe [1O w mopnenbHbIC
AHTUBUPYCHBIC Tporpammbl. OummHr. Bummmar, cMumuHT, dhapMuHT U yIHUIHHT. 3apakeHne Opaysepa u

MOJKJTIOYaeMbIX MOJyJIeil. 3amuTa OT atak uepe3 Opay3ep U ANIeKTPOHHYIO mouTy. ColuanbHas HHKEHEepUs.
TakTuku conuaabHON WHXKEHEpPUHW. B3mmam depe3 miedo W MOUCK B Mycope. Mmmepconmdukanus u
pO3bIrphIl. HecaHKIIMOHMPOBAHHOE MPOHUKHOBEHHE. MoneHHUYeCTBO B MIHTEpHETE U MO 3IEKTPOHHOM
nmoure. 3ammurta oT oomana. Otka3 B oocimyxuBanuu. [IpocnymuBanue. [Tonmena. Ataka yepes mocpeaHuka.
Ataku HyneBoro qHs. KiaBuarypHble mmuoHbI (KeUIorepsl). 3amuTa OT atak. YCJIoBHO BpeaoHocHoe [10 u
cmumuHT. Bpenonocuslie Toukn nocryna. [mymenue paauodactoT. Bluejacking u Bluesnarfing. Ataku Ha
WEP u WPA. 3amura oT arak Ha OECHpOBOIHBIE CETH M MOOWJIBHBIC YCTPOWCTBA. MeEKCaWTOBBIM
ckpunituHr. Bueapenme xkoma. Ilepenonnenne Oydepa. VYmanmeHHBINH 3allyCK MpOTpaMM. JIEMEHTHI
yrpasieHus ActiveX u Java. 3ammura oT aTak Ha TPHIOKECHUS.

JlaGopaTopHbie padoThbI.

1 OGnapysxeHue yrpo3 u ys13BUMOCTEH.
2 Packet Tracer — nactpoiika WEP/WPA2 PSK/WPA2 RADIUS.

Tema 9. Crioco0bI 3aUTHI ceKpeTHON nHpopmanun (I1K-4)
Jlekumus.



HckyccTtBo 3amuThl cekperoB. Yto Takoe kpunrorpadua? MWceropus xpuntorpadun. CospaHue
KpunrorpaMmMel. J[Ba Tuma mumdpoBanus. Ilpomecc  cummMerpuyHoro —mu@poBaHus.  THMBI
Kpunrorpapuyeckux  mnpeodpaszoBanuii. CuUMMeTpuuHBIe  anroputMbel  mudpoBanus.  Ilpomecc
aCUMMETPUYHOTO IMHK(POBaHUSA. ANTOPUTMBI ACUMMETPHUYHOTO IM(poBaHUS. YIpaBlieHHE KIIOYaMH.
Cpasnenue tumnos mudposanus. [punoxenus. Cuctemsl pasrpaHudeHus puzndeckoro gocrymna. CucremMsl
pasrpaHMyeHHs JIoTH4eckoro poctymna. CpencTBa aMUHUCTPATUBHOIO KOHTPOJs goctymna. Obs3aTenbHOe
pasrpaHndeHue gocryna. JJMCKpenMoHHOE pasrpaHu4eHue A0cTyna. KOHTpoabs 10CTylla Ha OCHOBE POJIEi.
Pasrpannuenue goctyma Ha ocHoBe mnpaBwil. Yto Takoe wuneHTHdukanus? CpeacTtBa KOHTPOIA
unaeHtudukanyu. Yto-To, 4To MBI 3HaeM ((aktop 3HaHHS). UTO-TO, yTO MBI UMeeM ((hakTop BIAJICHUS).
Yro-To, 4TO sBNAETCA 4acThio Hac (pakTop cBoicTBa). MHOrogaxkropHas ayreHtuukanus. Uro Takoe
aBropuzaius?. Mcnonp3oBanue apropusauuu. UYrto Takoe oT4eTHOCTH? BHeapeHue oOT4YETHOCTH.
IIpeBenTHBHBIE cpeacTBa KOHTposs. Crep)kUBaroIMe CpeAcTBa KOHTpoJs. Pacro3HaBaTenbHbBIE CpelcTBa
koHTpons. Koppekrupyromme cpeacrBa koHTposid. CpeacrtBa BoccTaHoBieHus. KomneHcupyromue
cpeacTBa KOHTposid. YTo Takoe MacKMpoBaHUE AaHHBIX? MeTonbl MacKMpOBaHUS AAaHHBIX. UYTO Takoe
creranorpadus?. Meronsl creranorpaduu. CoumanbHas creranorpadus. OO6napyxenue. OOdycKarus.
IIpunoxenus.

JlaboparopHbie padoThbI.
1 Ilpumenenwue creranorpadum.
2 Packet Tracer. Hactpoiika TpancnioptHoro pexxuma VPN.
3 Packet Tracer. Hactpoiika TynHenbHoOro peskuma VPN.

Tema 10. Obecnieyenus neaocTHocT AaHHbIX (ITK-4)
Jlekumus.

Uro mnonmmaercs mox xemupoBaHueM? CBoiicTBa Xeml-QyHKIUH. AJTOPUTMBI  XCIIHPOBAHUSI.
CoBpeMeHHbBIE AJITOPUTMBI XEIIMPOBAHUA. XelpoBanue (HaiyioB u MU(PPOBBIX HOCUTENCH. XeIUPOBaHUE
naponei. [Ipunoxkenus. Banom xemeit. Yro monumaercs nox godasinenueM conu? [IpenorBpaimenue arax.
Peanuzarus mexannsma no6asnenus conu. s yero npumensiercs mexanusMm HMAC? [Ipunnun neiictBus
mexanuzmMa HMAC. Tlpumenenune mexanmzma HMAC. Yto coboif mpeactasiseT IudpoBas MOANUCH?
HeBo3moxHocTh oTka3za. IIpomneccsl, mpuMeHsieMble Mpu co3naHuu IudpoBoi moanucu. Mcmons3oBaHue
nudposbix moanuceit. CpaBHeHHE aITOPUTMOB I (ppoBoit moanucu. Uto coboit mpencrabiseT mudpoBoi
ceprudukar? Hcnonp3zoBanue 1udpoBeix ceprudukaroB. Uto cobol mMpeAcTaBIsIET HCTOYHHUK
ceprudukaroB? Urto comepxut B cebde mudpooii ceprudukar? Ilpouecc nmposepku. Ilyth cepruduxara.
[lenoctHocTh manHbIX. CpencTBa KOHTPOJIS BBoAA AaHHBIX. [IpaBuiio npoBepku. [IpoBepka Tumna JaHHBIX.
ITpoBepka BxomubIX AaHHBIX. [IpoBepka anomanuii. llemoctHocTh 0OBekTa. CCBUIOYHAS IETOCTHOCTD.
IlenocTHOCTH TOMEHA.

JlabopaTropHbie padoThbI.
1 B3znom mapous.
2 Hcnonb3oBaHue HUPPOBBIX MOITHCEH.
3 VYnaneHHbIH JOCTYTI.

Tema 11. Konnenuusa «narthb aeBaTox» (IIK-4)
Jleknus.



Uro o3Ha4aeT TEPMHH «IATh JAeBATOK»? Cdepbl, B KOTOPHIX peaiu3anus KOHIENIUU «ISATh JIEBATOK»
o0s13aTenbHA. YTPO3bl JHOCTYHNHOCTH. [IpoeKTupoBaHHE CHUCTEM BBICOKOW IOCTYNMHOCTH. MpenTuduxanms
pecypcos. Knaccudukanus pecypco. Crannapruzanus pecypcoB. Unentudukanus yrpo3. AHaIN3 pUCKOB.
Yerpanenue. MHoroypoBHeBblii moaxoa. Orpanudenue. PasnooOpasue. CoxpbiTHe HH(pOpMAIMH.
IIpocrora. Eaunas Touka otkasa. PesepBupoBanue mno cxeme "N+1". RAID. STP. PesepBupoBanue
MapuIpyTu3aTopoB. CriocoObl pe3epBHPOBaHUS MapIIPYTH3aTOPOB. Pa3Merienne pe3epBHBIX KON JaHHBIX
Ha ymaneHHOM oObekTe. [IpoekTupoBaHWEe ¢ yd4eToM TpeOOBaHUN K CHOCOOHOCTH CHCTEMBI K
BoccTaHOBIEHUIO. OTka3zoycToMuMBOCTh  HpuioxkeHuil. OrtkazoycroiuuBocts 1OS. Iloaroroska.
OOHnapysxeHue 1 aHanu3. M3omsnuus, TMKBUAAUs U BoccTaHoBiIeHue. [loBeieHre UTOroB 1o HHIMACHTaM
uHpopmanmonHoii Ge3omnacHoctu. CeteBoit Moayns Cisco NAC. Cucrembl OOHapy>KEHHsI BTOpPIKECHHUIL.
Cuctema npenorspaiuenus sropkenuil. NetFlow u IPFIX. [IpoaBunyThie cpencTa aHanuza yrpo3. Busl
asapuil. Ilnan aBapuiHOrO BOCCTaHOBICHUA. DBHenpeHue Mep aBapUWHOIO  BOCCTAHOBIICHHS.
Heo6xonmumMocTh B HENMPEpPHIBHOCTH OM3HEC-TIPOIIECCOB. ACHEKTHl HEMPEPHIBHOCTH OHM3HEC-TIPOIIECCOB.
Jlyudie nmpakTuku o0ecriedeHns: HeMPEPbIBHOCTH OM3HEC-TPOLIECCOB.
JlaGopaTopHbie padoThbI.
1 Cisco Packet Tracer. PezepBupoBanue MapupyTH3aTopoB U KOMMYTaTOpPOB.

2 Cisco Packet Tracer. OTka30yCTOWYMBOCTh MapIIPyTU3aTOPOB U KOMMYTATOPOB.

Tema 12. 3amura ypoBHeii o0ecnieuennsi kuoepoesonacHoctu (I11K-4)
Jlekumus.

be3zomacHOCTh  ONEpallMOHHOM  CUCTEMBbI. 3alMTa OT BPEIOHOCHBIX IpPOTpaMM.  YIpaBJICHUE
HCIIpaBiIeHUsIMUA. MeXceTeBbIe dKpaHbl (OpaHIMay3phl) U CHCTEMbl OOHApPY>KEHUS BTOPKEHUH HA OCHOBE
xocra. 3amurta kommyHukaruii. WEP. WPA/WPA2. B3zaumuas ayrentudukanus. Pasrpannyenue nocryna
k ¢ainam. I[udpoBanue daitnoB. Pe3zepBHOEe KONMMPOBAHHWE MAaHHBIX W CcUCTeM. DuiabTpanus u
omokupoBaHue conepxumoro. Kimonuposanue sxkectkoro aucka u yruiauta Deep Freeze. 3amutHbie kabenun
U 3aMKd. brokupoBka kommbroTepa mocie OesnpeiictBusi. GPS-monuTopuHr. Peectp ycTpolcTB u
paguoMeTKu. YmpaieHue ynajdeHHbIM noctymnoM. Telnet, SSH m SCP. 3ammura mopToB W CEpBHCOB.
[IpuBunerupoBaHHbIE YUYETHBIE 3alUCU. [ PyNIoBbIE MOJIUTUKU. BKiOWeHUE >KypHAJIOB M OIMOBEIICHHIA.
[Muranme. Otomnenue, BeHTWIANMS W KoHaumuoHupoBanue Boszayxa (OBK, HVAC). Kontpons
anmapaTtHbIX cpeacTB. OmneparuBHble HEHTPbl. KoMMyTaTophl, MaplipyTH3aTOphl U CETEBBIE yCTPOICTBA.
becnipoBoaHbie 1 MOOMIIBHBIE yCTpOKicTBa. CEeTeBbIE CEPBUCH M CEPBUCH MapuipyTusanuu. O0opyaoBaHue
VoIP. Kameprr. O6opynoBanue mis Buaco-koH(pepeHI-CBsa3u. CeTeBble AaT4yWKU W naT4ukd MHTepHeTa
Bemield. TexHomoruu OwomMerpuueckoit uaeHTuukanuu. [lpormycka um sxypHansl moctyma. OxpaHa u
compoBoOXieHne. Buneonabmonenne n HaOMIOAECHUE C MCIOIB30BaHUEM 3JIeKTpOHHBIX cpenctB. RFID u
OecrpoBOHOE HAOIIOICHHE.
JlaboparopHbie padoThbI.
1 IToBblmIeHHe HAAEIKHOCTH CUCTEMBI Linux.

2 Cisco Packet Tracer. MexceTeBble SKpaHbl Ha CEpBEPE U CIIUCKU KOHTPOJIS JOCTyIa Ha
MapLIpyTU3aTOPE.

Tema 13. Kak crarh cnenuaaucToM B odsactu kudepoesonacuoctu (IK-4)
Jlekuus.
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OOme yrpo3sl U YS3BUMOCTH, CBS3aHHBIE C MOJb30BAaTENSIMH. YMpaBIECHUE YTrpO3aMH, CBA3aHHBIMHU C
10JIb30BaTeNsIMU. PacnipocTpaHeHHbIE YIpo3bl JUIsl YCTPOMCTB. YIpaBiI€HHE Yrpo3aMH, CBSI3aHHBIMH C
yCTporcTBaMu. PacripocTpaHeHHble yrpo3sl Ul JOKaJIbHOW CETH. YIIPAaBJICHHUE YIrpo3aMU UL JIOKaJIbHOU
cetu. PacnpocTpaHeHHble yrpo3bl Ui YacTHOrO oOiaka. YHpaBieHUE yrpo3aMH JJIsl 4acTHOTO oOOJaka.
PacnipocTpaHeHHble yrpo3bl A 0OLIEOCTYITHOTO O0Jlaka. YIpaBJIEHUE yrpo3aMu Ul OOIIEAOCTYITHOTO
obnaka. PacnpocTpaneHHble yrpo3bl Ui (U3UYECKUX CPEICTB. YIPABICHUE YTpo3aMu s (PU3HUYECKUX
cpenctB. PacmpocTpaHeHHbIE Yrpo3sl I NPWIOKECHHW. YIPABICHHE Yrpo3aMy i IPUIIOKEHUN.
OTHYECKHE LIEHHOCTH CHEIHaIicTa Mo obecneyeHuio KubepOe3omacHOCTH. MHCTHTYT KOMIIBIOTEPHOM
stuku. KubepnpectynHocts. I'paxkgaHckoe U yrojaoBHOE 3aKOHOJATENBCTBO M HOPMATHBHBIC TPeOOBaHUS
MH(POPMALMOHHOTO U TEJIEKOMMYHHUKAIIMOHHOTO MpaBa. OTpacieBble 3aKOHbI. 3aKOHBI 00 yBEJOMJICHUH B
cllyyae HapylleHus Oe3omacHOCTH. 3amuTa KOH()UACHIMATBHOCTH. MeXAyHapoJIHbIE  3aKOHBI.
Hanmonanenas 6a3a panabix  ysa3Bumocted. CERT. Internet Storm Center. IlepenoBoit 1eHTp
kubepbezonacHoctu (Advanced Cyber Security Center, ACSC). Ckanepsl ys3BUMocTel. TecTupoBaHue Ha
BO3MOYKHOCTb IPOHMKHOBEHMs. AHaIn3aTopbl MakeToB. MHCTpyMmeHTanbpHbBIE cpeacTBa O€30IacHOCTH.
Omnpenenenue poJei cnenuamiucToB 1o kudepoesonacHocTu. CpecTBa MoMcKa BaKaHCHIA.
JlaGopaTopHbie padoThbI.

1 Packet Tracer. OTpaOoTKa KOMIUIEKCHBIX TPAKTUYECKUX HABBIKOB.

4. Kontpoab 3HaHMI 00y4alOLINXCS M THIIOBbIE OLICHOYHbIE CPEICTBA
4.1. Pactipenenenue 0auioB:

3 cemecTp
* mocemnraemocts — 10 GamtoB
*  TEKymui KOHTPOJIb — 80 OamioB
*  KOHTPOIILHBIE CPe3bl — 2 cpe3a Mo 5 0aIoB KaxIblit
* mpeMuanbHBIE OauThl — 20 6aioB

Pacnipenenenne 6aJiioB 10 3aaHMSIM:

Ne |HaszBanme tembl | Dopmbl Max. MeTonrka NpoBeAECHNS 3aHATUS U OLIEHKU
Te | /BHJI y4eOHOH |TEKyIEro | KoJI-BO
MBI paboThI KOHTpoJist | 0asuioB
/ cpe3sl
1. |Ilorpebnocts B | JlaGoparo 3 JlaGoparopHble pabOTHI BBIMOIHAIOTCS M0 TEMaTHKE MPAKTUYECKUX
kubepbe3onacH | pHas 3aHSATHH.
OCTH pabora 3 Oamna — naboparopHas paboTa BBINOJHEHA B IOJHOM OOBEME,

CTYACHT CBOOOJHO BJlajgeeT MaTepHalioM, AEMOHCTPHUPYET IITyOOKHe,
CHCTEMaTU3UPOBAHHBIC 3HAHUSA, CBOOOJHO OTBEYAECT HA BOIPOCHI
UCTIONB3Y NPO(ECCHOHATBHYIO TEPMUHOIOTHIO

2 Oamna — naboparopHast paboTa BBHINOJHEHA, HO UMEET HEKOTOPHIE
HETOYHOCTH BBINIOJIHEHUS, CTYAEHT BIaJ€eT MPEACTaBICHHBIM
MaTepHaoM, OTBEYaeT Ha 3aJaHHbIE BOIIPOCHI

1 Gamn - nabopatopHas paboTa B LIEJIOM BBHINOJNHEHA, OAHAKO B
mporecce  BBINOJIHEHHUS — J1a0OpaTOpHOM  pabOoTBl  JOIMYIICHBI
CYIIECTBEHHBI OMIMOKH, CTYACHT ciabo BiaxeeT WHpOpPMAaIUEH Mo
TeMe, IIPH OTBETE MCIIONIB3YET 3arOTOBJIECHHBIN TEKCT, 3aTPyAHIETCS C
OTBETaMH Ha 3aJ1aBa€MbI€ BOIPOCHI
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Cobeceno
BaHUE

CobecenoBanue npeamnonaraet
OpraHu3anuio Oecepl MpernoaaBaTess
CO CTyACHTaMH IO BOIIPOCaM
MPaKTUUECKOTO 3aHTHUS C LENbI0 Ooee
0OCTOSITENBHOTO BBISIBJICHUS UX 3HAHUHN
0 OTIpeIeICHHOMY pa3zeny, TeMe,
npobneme u T.I. Bee wieHsl rpynnst
MOTYT Y4acTBOBAaThb B 00CYKJICHHH,
100aBIATh HHPOPMALTHIO,
TMCKYTHPOBATb, 33/1aBaThb BOIIPOCH U
T.A.

VYCTHBIN 0npOC MOXKET IPUMEHSATHCS B
pa3nuyHbIX popMax: GpPOHTAIBHBIH,
WHAWBUAYaTbHBINA, KOMOMHUPOBAHHBIN.
OcCHOBHBIE Ka4ecTBa YCTHOTO OTBETa
HOJJIEKALIETO OLIEHKE:

- IPaBUJIBHOCTH OTBETA I10
COZICPIKaHHMIO;

- IOJTHOTA W TITyOMHA OTBETA;

- CO3HATENBHOCTh OTBETA;

- JIOTHKa U3JI0KEHUSI MaTepuaa;

- pPaMOHaIBHOCTH UCTIOIB30BaHHBIX
MIPUEMOB U CIIOCOOOB PEIICHUS
MOCTaBJICHHON y4eOHOH 3a/1auu;

- CBOCBPEMEHHOCTD U 3()()EKTUBHOCTD
WCTIOJIb30BaHUs HATTISIIHBIX TOCOOUH 1
TEXHUYECKUX CPEICTB MPU OTBETE;

- MCTIOJIb30BaHKE JIOTIOIHUTEIBHOTO
Marepuana;

- pPaMOHaIbHOCTH UCTIONB30BAHMUS
BpPEMEHH, OTBEICHHOTO Ha 3a/1aHUeE.

2 Gaia - CTYICHT yMeeT IPUMEHSTh
MOJTYYEHHYIO NIPU TIOATOTOBKE K
MPAaKTUIECKOMY 3aHSTHIO
nHpOPMAINIO, OTBEYATh Ha
OOJIBIIMHCTBO BOIIPOCOB, BECTH
JUCKYCCHIO C UCTIO.

1 Gamn — cTyaeHT Bnageet
TEOPETUYECKUM MaTepUaoM MO TeMe
MPaKTUYECKOTO 3aHATHUS, HHOTIA
3aTpyAHSETCS IPU OTBETE Ha BOIPOCHI,
HE yMeeT cOpMyIUPOBaTh CBOIO
TOYKY 3pEHUS Ha 00CYKIaeMyI0
npobiemy

Ecnu cryneHt He Bnaneet
npo0IeMaTuKol MPaKTHYECKOTO
3aHATHSI, HE MOXET OTBeYaTh Ha
BOIIPOCHI, 3a4YNTHIBAET OTBET IO
Hale4aTaHHOMY TEKCTY — OTBET
0aJjulaMH He OLICHHUBAETCA.
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Araku, IOHATHSA
1 TCXHUKHU

Cobeceno
BaHUE

CobecenoBanue npeamnonaraet
OpraHu3anuio Oecepl MpernoaaBaTess
CO CTyACHTaMH IO BOIIPOCaM
MPaKTUUECKOTO 3aHTHUS C LENbI0 Ooee
0OCTOSITENBHOTO BBISIBJICHUS UX 3HAHUHN
0 OTIpeIeICHHOMY pa3zeny, TeMe,
npobneme u T.I. Bee wieHsl rpynnst
MOTYT Y4acTBOBAaThb B 00CYKJICHHH,
100aBIATh HHPOPMALTHIO,
TMCKYTHPOBATb, 33/1aBaThb BOIIPOCH U
T.A.

VYCTHBIN 0npOC MOXKET IPUMEHSATHCS B
pa3nuyHbIX popMax: GpPOHTAIBHBIH,
WHAWBUAYaTbHBINA, KOMOMHUPOBAHHBIN.
OcCHOBHBIE Ka4ecTBa YCTHOTO OTBETa
HOJJIEKALIETO OLIEHKE:

- IPaBUJIBHOCTH OTBETA I10
COZICPIKaHHMIO;

- IOJTHOTA W TITyOMHA OTBETA;

- CO3HATENBHOCTh OTBETA;

- JIOTHKa U3JI0KEHUSI MaTepuaa;

- pPaMOHaIBHOCTH UCTIOIB30BaHHBIX
MIPUEMOB U CIIOCOOOB PEIICHUS
MOCTaBJICHHON y4eOHOH 3a/1auu;

- CBOCBPEMEHHOCTD U 3()()EKTUBHOCTD
WCTIOJIb30BaHUs HATTISIIHBIX TOCOOUH 1
TEXHUYECKUX CPEICTB MPU OTBETE;

- MCTIOJIb30BaHKE JIOTIOIHUTEIBHOTO
Marepuana;

- pPaMOHaIbHOCTH UCTIONB30BAHMUS
BpPEMEHH, OTBEICHHOTO Ha 3a/1aHUeE.

2 Gaia - CTYICHT yMeeT IPUMEHSTh
MOJTYYEHHYIO NIPU TIOATOTOBKE K
MPAaKTUIECKOMY 3aHSTHIO
nHpOPMAINIO, OTBEYATh Ha
OOJIBIIMHCTBO BOIIPOCOB, BECTH
JUCKYCCHIO C UCTIO.

1 Gamn — cTyaeHT Bnageet
TEOPETUYECKUM MaTepUaoM MO TeMe
MPaKTUYECKOTO 3aHATHUS, HHOTIA
3aTpyAHSETCS IPU OTBETE Ha BOIPOCHI,
HE yMeeT cOpMyIUPOBaTh CBOIO
TOYKY 3pEHUS Ha 00CYKIaeMyI0
npobiemy

Ecnu cryneHt He Bnaneet
npo0IeMaTuKol MPaKTHYECKOTO
3aHATHSI, HE MOXET OTBeYaTh Ha
BOIIPOCHI, 3a4YNTHIBAET OTBET IO
Hale4aTaHHOMY TEKCTY — OTBET
0aJjulaMH He OLICHHUBAETCA.
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Jlaboparo
pHast
pabora

JlaGoparopHbie pabOTHI BBIMOIHAIOTCS M0 TEMaTHKE MPAaKTHYECKUX
3aHATHH.

3 Oamna — naboparopHas paboTa BBIOJHEHA B IOJHOM OOBEME,
CTYACHT CBOOOJHO BJajgeeT MaTepHalioM, AEMOHCTPHUPYET IITyOOKHe,
CHCTEMaTU3UPOBAHHBIC 3HAHUS, CBOOOJHO OTBEYAECT HA BOIPOCHI
UCTIONB3Ys NPO(EeCCHOHATBHYIO TEPMUHOIOTHIO

2 Oamna — naboparopHast paboTa BBHINOJHEHA, HO UMEET HEKOTOpHIE
HETOYHOCTH BBINIOJIHEHHS, CTYAEHT BJaJeeT MpPEACTABICHHBIM
MaTepuaioM, OTBEUAeT Ha 3aJaHHbIC BOPOCHI

1 Gamn - nabopatopHas paboTa B LIEJIOM BBHINOJNHEHA, OAHAKO B
mporecce  BBINOJIHEHHUS — J1a0OpaTOpHOM  pabOoTBl  JOIMYIICHBI
CYIIECTBEHHBI OMIMOKH, CTYACHT ciabo BiaxeeT WHpOpPMAaILUEH Mo
TeMe, TIPH OTBETE UCIOJB3YET 3arOTOBICHHBIN TEKCT, 3aTPyAHACTCS C
OTBETaMH Ha 3aJjaBaeMbl€ BOIIPOCHI

3ammmra JaHHBIX
"
KOH(HICHIHAITb
HOCTH

Tectupos
aHue

TecT cOCTOUT U3 BOMPOCOB C BLIOOPOM OTBETA.

4-5 0OammoB - CTYOEHT MpaBWIBLHO OTBe4daeT Oomee uem Ha 90%
BOIIPOCOB.

3 Oamma — cTymeHT mpaBwibHO oTBeyaeT Ha 50-80% BompocoB B
TecTe.

2 Oanna - CTyIeHT nmpaBuiIbHO oTBedaeT Ha 30-50% BompocoB.

1 Gamn - cTymeHT mpaBWIIBHO OTBedaeT Ha 25-30% BOmpoCoB B TecTe.
Menee 25% mpaBHIIbHBIX OTBETOB OAJJTOB HE JAET.

Tectupos
aHue

TecT cOCTOUT U3 BOTIPOCOB C BEIOOPOM OTBETA.

4-5 0amnoB - CTYIEHT NpaBWIBHO OTBedaeT Oojee ueM Ha 90%
BOIIPOCOB.

3 Oamma — cTygeHT mpaBwibHO oTBedaeT Ha 50-80% BompocoB B
TecTe.

2 Gaia - CTyIeHT npaBuiIbHO oTBedaeT Ha 30-50% Bompocos.

1 Gann - cTyneHT npaBUIIbHO OTBedaeT Ha 25-30% BompocoB B TecTe.
Mesnee 25% mpaBUWIBHBIX OTBETOB 0AJUIOB HE JACT.
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3amura
OpraHU3alNN

Cobeceno
BaHUE

CobecenoBanue npeamnonaraet
OpraHu3anuio Oecepl MpernoaaBaTess
CO CTyACHTaMH IO BOIIPOCaM
MPaKTUUECKOTO 3aHTHUS C LENbI0 Ooee
0OCTOSITENBHOTO BBISIBJICHUS UX 3HAHUHN
0 OTIpeIeICHHOMY pa3zeny, TeMe,
npobneme u T.I. Bee wieHsl rpynnst
MOTYT Y4acTBOBAaThb B 00CYKJICHHH,
100aBIATh HHPOPMALTHIO,
TMCKYTHPOBATb, 33/1aBaThb BOIIPOCH U
T.A.

VYCTHBIN 0npOC MOXKET IPUMEHSATHCS B
pa3nuyHbIX popMax: GpPOHTAIBHBIH,
WHAWBUAYaTbHBINA, KOMOMHUPOBAHHBIN.
OcCHOBHBIE Ka4ecTBa YCTHOTO OTBETa
HOJJIEKALIETO OLIEHKE:

- IPaBUJIBHOCTH OTBETA I10
COZICPIKaHHMIO;

- IOJTHOTA W TITyOMHA OTBETA;

- CO3HATENBHOCTh OTBETA;

- JIOTHKa U3JI0KEHUSI MaTepuaa;

- pPaMOHaIBHOCTH UCTIOIB30BaHHBIX
MIPUEMOB U CIIOCOOOB PEIICHUS
MOCTaBJICHHON y4eOHOH 3a/1auu;

- CBOCBPEMEHHOCTD U 3()()EKTUBHOCTD
WCTIOJIb30BaHUs HATTISIIHBIX TOCOOUH 1
TEXHUYECKUX CPEICTB MPU OTBETE;

- MCTIOJIb30BaHKE JIOTIOIHUTEIBHOTO
Marepuana;

- pPaMOHaIbHOCTH UCTIONB30BAHMUS
BpPEMEHH, OTBEICHHOTO Ha 3a/1aHUeE.

2 Gaia - CTYICHT yMeeT IPUMEHSTh
MOJTYYEHHYIO NIPU TIOATOTOBKE K
MPAaKTUIECKOMY 3aHSTHIO
nHpOPMAINIO, OTBEYATh Ha
OOJIBIIMHCTBO BOIIPOCOB, BECTH
JUCKYCCHIO C UCTIO.

1 Gamn — cTyaeHT Bnageet
TEOPETUYECKUM MaTepUaoM MO TeMe
MPaKTUYECKOTO 3aHATHUS, HHOTIA
3aTpyAHSETCS IPU OTBETE Ha BOIPOCHI,
HE yMeeT cOpMyIUPOBaTh CBOIO
TOYKY 3pEHUS Ha 00CYKIaeMyI0
npobiemy

Ecnu cryneHt He Bnaneet
npo0IeMaTuKol MPaKTHYECKOTO
3aHATHSI, HE MOXET OTBeYaTh Ha
BOIIPOCHI, 3a4YNTHIBAET OTBET IO
Hale4aTaHHOMY TEKCTY — OTBET
0aJjulaMH He OLICHHUBAETCA.

Tectupos
aHue

TecT cOCTOUT U3 BOMPOCOB C BLIOOPOM OTBETA.

4-5 0OammoB - CTYOEHT MpaBWIBHO OTBe4YaeT Oomee dyem Ha 90%
BOIIPOCOB.

3 Gamma — cTymeHT mpaBwibHO oTBewaeT Ha 50-80% BompocoB B
TecTe.

2 Oanna - CTyIeHT nmpaBuiIbHO oTBedaeT Ha 30-50% Bompocos.

1 Gamn - cTymeHT mpaBWIIBHO OTBedaeT Ha 25-30% BOmpoCoB B TecTe.
Menee 25% mpaBHIIBHBIX OTBETOB 0AJJTOB HE JAET.
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OO0pazoBanue u
Kapbepa B
ctepe
WHPOPMAIIOHH
oM
0e30macHOCTH

Jlaboparo
pHast
pabora

JlaGoparopHbie pabOTHI BBIMOIHAIOTCS M0 TEMaTHKE MPAaKTHYECKUX
3aHATHH.

3 Oamna — naboparopHas paboTa BBIOJHEHA B IOJHOM OOBEME,
CTYACHT CBOOOJHO BJajgeeT MaTepHalioM, AEMOHCTPHUPYET IITyOOKHe,
CHCTEMaTU3UPOBAHHBIC 3HAHUS, CBOOOJHO OTBEYAECT HA BOIPOCHI
UCTIONB3Ys NPO(EeCCHOHATBHYIO TEPMUHOIOTHIO

2 Oamna — naboparopHast paboTa BBHINOJHEHA, HO UMEET HEKOTOpHIE
HETOYHOCTH BBINIOJIHEHHS, CTYAEHT BJaJeeT MpPEACTABICHHBIM
MaTepuaioM, OTBEUAeT Ha 3aJaHHbIC BOPOCHI

1 Gamn - nabopatopHas paboTa B LIEJIOM BBHINOJNHEHA, OAHAKO B
mporecce  BBINOJIHEHHUS — J1a0OpaTOpHOM  pabOoTBl  JOIMYIICHBI
CYIIECTBEHHBI OMIMOKH, CTYACHT ciabo BiaxeeT WHpOpPMAaILUEH Mo
TeMe, TIPH OTBETE UCIOJB3YET 3arOTOBICHHBIN TEKCT, 3aTPyAHACTCS C
OTBETaMH Ha 3aJjaBaeMbl€ BOIIPOCHI

Jlabopato
pHas
pabora

JlaboparopHble pabOTHI BBHIMOIHAIOTCA O TEMAaTHKE MPAKTUIECKUX
3aHATHUI.

3 Oamra — maboparopHas paboTa BBITOJIHEHA B TIOJHOM OOBEME,
CTyZEHT CBOOOIHO BIIajeeT MarepHalioM, IEMOHCTPUpPYET TIIyOoKue,
CHUCTEMaTH3UPOBAaHHBIE 3HAHUS, CBOOONHO OTBEYAaeT HA BOIPOCHI
UCTIONB3YS TPO(ECCUOHATBHYIO TEPMUHOIOTHIO

2 Oamra — mabopartopHasi paboTa BBITTOJIHEHA, HO UMEET HEKOTOPHIE
HETOYHOCTH BBINIOJIHEHUS, CTYACHT BiaJleeT MpPeACTaBICHHBIM
MaTepHaloM, OTBEYaeT Ha 3aJaHHbIE BOMIPOCHI

1 6amn - maboparopHas paboTa B II€JIOM BBINTOJHEHA, OTHAKO B
MpoIecce  BHINIOJHEHUS  JTaOOpaTOpHOW  pabOTHl  JIOIYIICHBI
CYIIECTBCHHBI OMMOKH, CTYIEHT ciaabo BiazeeT mMHGOpMAINUEH I10
TeMe, IIPH OTBETE HCIIONB3YeT 3arOTOBICHHBIN TEKCT, 3aTPYOHIETCS C
OTBETaMH Ha 3a/laBaeMbI€ BOTIPOCHI

KubepbezomacH
OCTb — MUD
IKCIICPTOB U

HPECTYITHUKOB

Jlaboparo
pHast
pabora

JlaGoparopHbie pabOTHI BBIMOIHAIOTCS M0 TEMaTHKE MPAKTUYECKUX
3aHATHH.

3 Oamna — naboparopHas paboTa BBINOJHEHA B IOJHOM OOBEME,
CTYACHT CBOOOJHO BJlajaeeT MaTepHalioM, AEMOHCTPHUPYET IITyOOKHe,
CHCTEMaTU3UPOBAHHBIC 3HAHUSA, CBOOOJHO OTBEYAECT HA BOIPOCHI
UCTIONB3YS TPO(EeCCHOHATBHYIO TEPMUHOIOTHIO

2 Oamna — naboparopHast paboTa BBHINOJHEHA, HO UMEET HEKOTOpHIC
HETOYHOCTH BBINIOJIHEHHS, CTYAEHT BJaJeeT MpPEACTABICHHBIM
MaTepuasioM, OTBEUAeT Ha 3aJJaHHbIC BOPOCHI

1 Gamn - nabopatopHas paboTa B LIEJIOM BBHINOJNHEHA, OAHAKO B
mporecce  BBINOJIHEHUS — J1a0OpaTOpHOM  pabOoTBl  JOIMYIICHBI
CYIIECTBEHHBI OMIMOKH, CTYACHT ciabo BiaxeeT WHGOpPMALUEH MO
TeMe, TIPH OTBETE UCIIONB3YET 3arOTOBICHHBIN TEKCT, 3aTPyAHACTCS C
OTBETaMH Ha 3aJjaBaeMbl€ BOIIPOCHI
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Cobeceno
BaHUE

CobecenoBanue npeamnonaraet
OpraHu3anuio Oecepl MpernoaaBaTess
CO CTyACHTaMH IO BOIIPOCaM
MPaKTUUECKOTO 3aHTHUS C LENbI0 Ooee
0OCTOSITENBHOTO BBISIBJICHUS UX 3HAHUHN
0 OTIpeIeICHHOMY pa3zeny, TeMe,
npobneme u T.I. Bee wieHsl rpynnst
MOTYT Y4acTBOBAaThb B 00CYKJICHHH,
100aBIATh HHPOPMALTHIO,
TMCKYTHPOBATb, 33/1aBaThb BOIIPOCH U
T.A.

VYCTHBIN 0npOC MOXKET IPUMEHSATHCS B
pa3nuyHbIX popMax: GpPOHTAIBHBIH,
WHAWBUAYaTbHBINA, KOMOMHUPOBAHHBIN.
OcCHOBHBIE Ka4ecTBa YCTHOTO OTBETa
HOJJIEKALIETO OLIEHKE:

- IPaBUJIBHOCTH OTBETA I10
COZICPIKaHHMIO;

- IOJTHOTA W TITyOMHA OTBETA;

- CO3HATENBHOCTh OTBETA;

- JIOTHKa U3JI0KEHUSI MaTepuaa;

- pPaMOHaIBHOCTH UCTIOIB30BaHHBIX
MIPUEMOB U CIIOCOOOB PEIICHUS
MOCTaBJICHHON y4eOHOH 3a/1auu;

- CBOCBPEMEHHOCTD U 3()()EKTUBHOCTD
WCTIOJIb30BaHUs HATTISIIHBIX TOCOOUH 1
TEXHUYECKUX CPEICTB MPU OTBETE;

- MCTIOJIb30BaHKE JIOTIOIHUTEIBHOTO
Marepuana;

- pPaMOHaIbHOCTH UCTIONB30BAHMUS
BpPEMEHH, OTBEICHHOTO Ha 3a/1aHUeE.

2 Gaia - CTYICHT yMeeT IPUMEHSTh
MOJTYYEHHYIO NIPU TIOATOTOBKE K
MPAaKTUIECKOMY 3aHSTHIO
nHpOPMAINIO, OTBEYATh Ha
OOJIBIIMHCTBO BOIIPOCOB, BECTH
JUCKYCCHIO C UCTIO.

1 Gamn — cTyaeHT Bnageet
TEOPETUYECKUM MaTepUaoM MO TeMe
MPaKTUYECKOTO 3aHATHUS, HHOTIA
3aTpyAHSETCS IPU OTBETE Ha BOIPOCHI,
HE yMeeT cOpMyIUPOBaTh CBOIO
TOYKY 3pEHUS Ha 00CYKIaeMyI0
npobiemy

Ecnu cryneHt He Bnaneet
npo0IeMaTuKol MPaKTHYECKOTO
3aHATHSI, HE MOXET OTBeYaTh Ha
BOIIPOCHI, 3a4YNTHIBAET OTBET IO
Hale4aTaHHOMY TEKCTY — OTBET
0aJjulaMH He OLICHHUBAETCA.
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Cobeceno
BaHUE

CobecenoBanue npeamnonaraet
OpraHu3anuio Oecepl MpernoaaBaTess
CO CTyACHTaMH IO BOIIPOCaM
MPaKTUUECKOTO 3aHTHUS C LENbI0 Ooee
0OCTOSITENBHOTO BBISIBJICHUS UX 3HAHUHN
0 OTIpeIeICHHOMY pa3zeny, TeMe,
npobneme u T.I. Bee wieHsl rpynnst
MOTYT Y4acTBOBAaThb B 00CYKJICHHH,
100aBIATh HHPOPMALTHIO,
TMCKYTHPOBATb, 33/1aBaThb BOIIPOCH U
T.A.

VYCTHBIN 0npOC MOXKET IPUMEHSATHCS B
pa3nuyHbIX popMax: GpPOHTAIBHBIH,
WHAWBUAYaTbHBINA, KOMOMHUPOBAHHBIN.
OcCHOBHBIE Ka4ecTBa YCTHOTO OTBETa
HOJJIEKALIETO OLIEHKE:

- IPaBUJIBHOCTH OTBETA I10
COZICPIKaHHMIO;

- IOJTHOTA W TITyOMHA OTBETA;

- CO3HATENBHOCTh OTBETA;

- JIOTHKa U3JI0KEHUSI MaTepuaa;

- pPaMOHaIBHOCTH UCTIOIB30BaHHBIX
MIPUEMOB U CIIOCOOOB PEIICHUS
MOCTaBJICHHON y4eOHOH 3a/1auu;

- CBOCBPEMEHHOCTD U 3()()EKTUBHOCTD
WCTIOJIb30BaHUs HATTISIIHBIX TOCOOUH 1
TEXHUYECKUX CPEICTB MPU OTBETE;

- MCTIOJIb30BaHKE JIOTIOIHUTEIBHOTO
Marepuana;

- pPaMOHaIbHOCTH UCTIONB30BAHMUS
BpPEMEHH, OTBEICHHOTO Ha 3a/1aHUeE.

2 Gaia - CTYICHT yMeeT IPUMEHSTh
MOJTYYEHHYIO NIPU TIOATOTOBKE K
MPAaKTUIECKOMY 3aHSTHIO
nHpOPMAINIO, OTBEYATh Ha
OOJIBIIMHCTBO BOIIPOCOB, BECTH
JUCKYCCHIO C UCTIO.

1 Gamn — cTyaeHT Bnageet
TEOPETUYECKUM MaTepUaoM MO TeMe
MPaKTUYECKOTO 3aHATHUS, HHOTIA
3aTpyAHSETCS IPU OTBETE Ha BOIPOCHI,
HE yMeeT cOpMyIUPOBaTh CBOIO
TOYKY 3pEHUS Ha 00CYKIaeMyI0
npobiemy

Ecnu cryneHt He Bnaneet
npo0IeMaTuKol MPaKTHYECKOTO
3aHATHSI, HE MOXET OTBeYaTh Ha
BOIIPOCHI, 3a4YNTHIBAET OTBET IO
Hale4aTaHHOMY TEKCTY — OTBET
0aJjulaMH He OLICHHUBAETCA.
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Ky6
Kkubepbe3onacH
oCTH

Jlaboparo
pHast
pabora

JlaGoparopHbie pabOTHI BBIMOIHAIOTCS M0 TEMaTHKE MPAaKTHYECKUX
3aHATHH.

3 Oamna — naboparopHas paboTa BBIOJHEHA B IOJHOM OOBEME,
CTYACHT CBOOOJHO BJajgeeT MaTepHalioM, AEMOHCTPHUPYET IITyOOKHe,
CHCTEMaTU3UPOBAHHBIC 3HAHUS, CBOOOJHO OTBEYAECT HA BOIPOCHI
UCTIONB3Ys NPO(EeCCHOHATBHYIO TEPMUHOIOTHIO

2 Oamna — naboparopHast paboTa BBHINOJHEHA, HO UMEET HEKOTOpHIE
HETOYHOCTH BBINIOJIHEHHS, CTYAEHT BJaJeeT MpPEACTABICHHBIM
MaTepuaioM, OTBEUAeT Ha 3aJaHHbIC BOPOCHI

1 Gamn - nabopatopHas paboTa B LIEJIOM BBHINOJNHEHA, OAHAKO B
mporecce  BBINOJIHEHHUS — J1a0OpaTOpHOM  pabOoTBl  JOIMYIICHBI
CYIIECTBEHHBI OMIMOKH, CTYACHT ciabo BiaxeeT WHpOpPMAaILUEH Mo
TeMe, TIPH OTBETE UCIOJB3YET 3arOTOBICHHBIN TEKCT, 3aTPyAHACTCS C
OTBETaMH Ha 3aJjaBaeMbl€ BOIIPOCHI
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Cobeceno
BaHUE

CobecenoBanue npeamnonaraet
OpraHu3anuio Oecepl MpernoaaBaTess
CO CTyACHTaMH IO BOIIPOCaM
MPaKTUUECKOTO 3aHTHUS C LENbI0 Ooee
0OCTOSITENBHOTO BBISIBJICHUS UX 3HAHUHN
0 OTIpeIeICHHOMY pa3zeny, TeMe,
npobneme u T.I. Bee wieHsl rpynnst
MOTYT Y4acTBOBAaThb B 00CYKJICHHH,
100aBIATh HHPOPMALTHIO,
TMCKYTHPOBATb, 33/1aBaThb BOIIPOCH U
T.A.

VYCTHBIN 0npOC MOXKET IPUMEHSATHCS B
pa3nuyHbIX popMax: GpPOHTAIBHBIH,
WHAWBUAYaTbHBINA, KOMOMHUPOBAHHBIN.
OcCHOBHBIE Ka4ecTBa YCTHOTO OTBETa
HOJJIEKALIETO OLIEHKE:

- IPaBUJIBHOCTH OTBETA I10
COZICPIKaHHMIO;

- IOJTHOTA W TITyOMHA OTBETA;

- CO3HATENBHOCTh OTBETA;

- JIOTHKa U3JI0KEHUSI MaTepuaa;

- pPaMOHaIBHOCTH UCTIOIB30BaHHBIX
MIPUEMOB U CIIOCOOOB PEIICHUS
MOCTaBJICHHON y4eOHOH 3a/1auu;

- CBOCBPEMEHHOCTD U 3()()EKTUBHOCTD
WCTIOJIb30BaHUs HATTISIIHBIX TOCOOUH 1
TEXHUYECKUX CPEICTB MPU OTBETE;

- MCTIOJIb30BaHKE JIOTIOIHUTEIBHOTO
Marepuana;

- pPaMOHaIbHOCTH UCTIONB30BAHMUS
BpPEMEHH, OTBEICHHOTO Ha 3a/1aHUeE.

2 Gaia - CTYICHT yMeeT IPUMEHSTh
MOJTYYEHHYIO NIPU TIOATOTOBKE K
MPAaKTUIECKOMY 3aHSTHIO
nHpOPMAINIO, OTBEYATh Ha
OOJIBIIMHCTBO BOIIPOCOB, BECTH
JUCKYCCHIO C UCTIO.

1 Gamn — cTyaeHT Bnageet
TEOPETUYECKUM MaTepUaoM MO TeMe
MPaKTUYECKOTO 3aHATHUS, HHOTIA
3aTpyAHSETCS IPU OTBETE Ha BOIPOCHI,
HE yMeeT cOpMyIUPOBaTh CBOIO
TOYKY 3pEHUS Ha 00CYKIaeMyI0
npobiemy

Ecnu cryneHt He Bnaneet
npo0IeMaTuKol MPaKTHYECKOTO
3aHATHSI, HE MOXET OTBeYaTh Ha
BOIIPOCHI, 3a4YNTHIBAET OTBET IO
Hale4aTaHHOMY TEKCTY — OTBET
0aJjulaMH He OLICHHUBAETCA.

TecTupoB

aHue(KOH

TPOJILHBI
i cpe3)

TecT cOCTOUT U3 BOMPOCOB C BLIOOPOM OTBETA.

4-5 0OammoB - CTYOEHT MpaBWIBHO OTBe4YaeT Oomee dyem Ha 90%
BOIIPOCOB.

3 Gamma — cTymeHT mpaBwibHO oTBewaeT Ha 50-80% BompocoB B
TecTe.

2 Oanna - CTyIeHT nmpaBuiIbHO oTBedaeT Ha 30-50% Bompocos.

1 Gamn - cTymeHT mpaBWIIBHO OTBedaeT Ha 25-30% BOmpoCoB B TecTe.
Menee 25% mpaBHIIBHBIX OTBETOB 0AJJTOB HE JAET.
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Yrpo3ssl

Kkubepbe3onacH

OCTH,

YA3BUMOCTHU U

aTaKH

Jlaboparo
pHast
pabora

JlaGoparopHbie pabOTHI BBIMOIHAIOTCS M0 TEMaTHKE MPAaKTHYECKUX
3aHATHH.

3 Oamna — naboparopHas paboTa BBIOJHEHA B IOJHOM OOBEME,
CTYACHT CBOOOJHO BJajgeeT MaTepHalioM, AEMOHCTPHUPYET IITyOOKHe,
CHCTEMaTU3UPOBAHHBIC 3HAHUS, CBOOOJHO OTBEYAECT HA BOIPOCHI
UCTIONB3Ys NPO(EeCCHOHATBHYIO TEPMUHOIOTHIO

2 Oamna — naboparopHast paboTa BBHINOJHEHA, HO UMEET HEKOTOpHIE
HETOYHOCTH BBINIOJIHEHHS, CTYAEHT BJaJeeT MpPEACTABICHHBIM
MaTepuaioM, OTBEUAeT Ha 3aJaHHbIC BOPOCHI

1 Gamn - nabopatopHas paboTa B LIEJIOM BBHINOJNHEHA, OAHAKO B
mporecce  BBINOJIHEHHUS — J1a0OpaTOpHOM  pabOoTBl  JOIMYIICHBI
CYIIECTBEHHBI OMIMOKH, CTYACHT ciabo BiaxeeT WHpOpPMAaILUEH Mo
TeMe, TIPH OTBETE UCIOJB3YET 3arOTOBICHHBIN TEKCT, 3aTPyAHACTCS C
OTBETaMH Ha 3aJjaBaeMbl€ BOIIPOCHI

Jlabopato
pHas
pabora

JlaboparopHble pabOTHI BBHIMOIHAIOTCA O TEMAaTHKE MPAKTUIECKUX
3aHATHUI.

3 Oamra — maboparopHas paboTa BBITOJIHEHA B TIOJHOM OOBEME,
CTyZEHT CBOOOIHO BIIajeeT MarepHalioM, IEMOHCTPUpPYET TIIyOoKue,
CHUCTEMaTH3UPOBAaHHBIE 3HAHUS, CBOOONHO OTBEYAaeT HA BOIPOCHI
UCTIONB3YS TPO(ECCUOHATBHYIO TEPMUHOIOTHIO

2 Oamra — mabopartopHasi paboTa BBITTOJIHEHA, HO UMEET HEKOTOPHIE
HETOYHOCTH BBINIOJIHEHUS, CTYACHT BiaJleeT MpPeACTaBICHHBIM
MaTepHaloM, OTBEYaeT Ha 3aJaHHbIE BOMIPOCHI

1 6amn - maboparopHas paboTa B II€JIOM BBINTOJHEHA, OTHAKO B
MpoIecce  BHINIOJHEHUS  JTaOOpaTOpHOW  pabOTHl  JIOIYIICHBI
CYIIECTBCHHBI OMMOKH, CTYIEHT ciaabo BiazeeT mMHGOpMAINUEH I10
TeMe, IIPH OTBETE HCIIONB3YeT 3arOTOBICHHBIN TEKCT, 3aTPYOHIETCS C
OTBETaMH Ha 3a/laBaeMbI€ BOTIPOCHI

Cobeceno
BaHUE

Oamnamu He OLCHMUBACTCA.

Crioco0sbI
3aIATHI

CEKpETHOM
uHopMaru

Cobeceno
BaHHE

OaJuTaMH HE OIEHHUBAETCH.

Jlaboparo
pHast
pabora

JlaGoparopHble pabOTHI BBIMOIHAIOTCS [0 TEMaTHKE MPAKTUYECKUX
3aHATHH.

3 Oamna — naboparopHas paboTa BBINOJHEHA B IOJHOM OOBEME,
CTYACHT CBOOOJHO BJlajaeeT MaTepHalioM, AEMOHCTPHUPYET IITyOOKHe,
CHCTEMaTU3UPOBAHHBIC 3HAHUSA, CBOOOJHO OTBEYAECT HA BOIPOCHI
UCTIONB3YS TPO(EeCCHOHATBHYIO TEPMUHOIOTHIO

2 Oamna — naboparopHast paboTa BBHINOJHEHA, HO UMEET HEKOTOpHIC
HETOYHOCTH BBINIOJIHEHHS, CTYAEHT BJaJeeT MpPEACTABICHHBIM
MaTepuasioM, OTBEUAeT Ha 3aJJaHHbIC BOPOCHI

1 Gamn - nabopatopHas paboTa B LIEJIOM BBHINOJNHEHA, OAHAKO B
mporiecce  BBINOJIHEHUS — J1a0OpaTOpHOM  pabOoTBl  JOIMYIICHBI
CYIIECTBEHHBI OMIMOKH, CTYACHT ciabo BiaxeeT WHpOpPMAaLUEH Mo
TeMe, TIPH OTBETE UCIIONB3YET 3arOTOBICHHBIN TEKCT, 3aTPyAHACTCS C
OTBETaMH Ha 3aJjaBaeMbl€ BOIIPOCHI

Tectupos
aHue

TecT cOCTOUT U3 BOMPOCOB C BLIOOPOM OTBETA.

4-5 0OammoB - CTYOEHT MpaBWIBHO OTBe4YaeT Oomee uem Ha 90%
BOIIPOCOB.

3 Gamma — cTymeHT mpaBwWibHO oTBewaeT Ha 50-80% BompocoB B
TecTe.

2 Oanna - CTyIeHT nmpaBuiIbHO oTBedaeT Ha 30-50% BompocoB.

1 Gamn - cTymeHT mpaBWIIBHO OTBedaeT Ha 25-30% BOmpoCoB B TecTe.
Menee 25% mpaBIIIBHBIX OTBETOB OAJJTOB HE JAET.

10.

ObecnieueHus
LEIOCTHOCTH

JaHHBIX

Cobeceno
BaHUE

3aHATHA, HC MOXKET OTB€YATh HA
BOIIPOCHI, 3aYUTHIBACT OTBET I10
HalC4aTaHHOMY TCKCTY — OTBCT
Oamnamu He OLCHMUBACTC.




22

Jlaboparo
pHast
pabora

JlaGoparopHbie pabOTHI BBIMOIHAIOTCS M0 TEMaTHKE MPAaKTHYECKUX
3aHATHH.

3 Oamna — naboparopHas paboTa BBIOJHEHA B IOJHOM OOBEME,
CTYACHT CBOOOJHO BJajgeeT MaTepHalioM, AEMOHCTPHUPYET IITyOOKHe,
CHCTEMaTU3UPOBAHHBIC 3HAHUS, CBOOOJHO OTBEYAECT HA BOIPOCHI
UCTIONB3Ys NPO(EeCCHOHATBHYIO TEPMUHOIOTHIO

2 Oamna — naboparopHast paboTa BBHINOJHEHA, HO UMEET HEKOTOpHIE
HETOYHOCTH BBINIOJIHEHHS, CTYAEHT BJaJeeT MpPEACTABICHHBIM
MaTepuaioM, OTBEUAeT Ha 3aJaHHbIC BOPOCHI

1 Gamn - nabopatopHas paboTa B LIEJIOM BBHINOJNHEHA, OAHAKO B
mporecce  BBINOJIHEHHUS — J1a0OpaTOpHOM  pabOoTBl  JOIMYIICHBI
CYIIECTBEHHBI OMIMOKH, CTYACHT ciabo BiaxeeT WHpOpPMAaILUEH Mo
TeMe, TIPH OTBETE UCIOJB3YET 3arOTOBICHHBIN TEKCT, 3aTPyAHACTCS C
OTBETaMH Ha 3aJjaBaeMbl€ BOIIPOCHI

TecTupoB

aHue(KOH

TPOJILHBI
i cpe3)

TecT cOCTOUT U3 BOMPOCOB C BLIOOPOM OTBETA.

4-5 0OammoB - CTYOEHT MpaBWIBLHO OTBe4daeT Oomee uem Ha 90%
BOIIPOCOB.

3 Oamma — cTymeHT mpaBwibHO oTBeyaeT Ha 50-80% BompocoB B
TecTe.

2 Oanna - CTyIeHT nmpaBuiIbHO oTBedaeT Ha 30-50% BompocoB.

1 Gamn - cTymeHT mpaBWIIBHO OTBedaeT Ha 25-30% BOmpoCoB B TecTe.
Menee 25% mpaBHIIbHBIX OTBETOB OAJJTOB HE JAET.
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11.

Konnenmus
«IISITHh JEBSATOK)

Cobeceno
BaHUE

CobecenoBanue npeamnonaraet
OpraHu3anuio Oecepl MpernoaaBaTess
CO CTyACHTaMH IO BOIIPOCaM
MPaKTUUECKOTO 3aHTHUS C LENbI0 Ooee
0OCTOSITENBHOTO BBISIBJICHUS UX 3HAHUHN
0 OTIpeIeICHHOMY pa3zeny, TeMe,
npobneme u T.I. Bee wieHsl rpynnst
MOTYT Y4acTBOBAaThb B 00CYKJICHHH,
100aBIATh HHPOPMALTHIO,
TMCKYTHPOBATb, 33/1aBaThb BOIIPOCH U
T.A.

VYCTHBIN 0npOC MOXKET IPUMEHSATHCS B
pa3nuyHbIX popMax: GpPOHTAIBHBIH,
WHAWBUAYaTbHBINA, KOMOMHUPOBAHHBIN.
OcCHOBHBIE Ka4ecTBa YCTHOTO OTBETa
HOJJIEKALIETO OLIEHKE:

- IPaBUJIBHOCTH OTBETA I10
COZICPIKaHHMIO;

- IOJTHOTA W TITyOMHA OTBETA;

- CO3HATENBHOCTh OTBETA;

- JIOTHKa U3JI0KEHUSI MaTepuaa;

- pPaMOHaIBHOCTH UCTIOIB30BaHHBIX
MIPUEMOB U CIIOCOOOB PEIICHUS
MOCTaBJICHHON y4eOHOH 3a/1auu;

- CBOCBPEMEHHOCTD U 3()()EKTUBHOCTD
WCTIOJIb30BaHUs HATTISIIHBIX TOCOOUH 1
TEXHUYECKUX CPEICTB MPU OTBETE;

- MCTIOJIb30BaHKE JIOTIOIHUTEIBHOTO
Marepuana;

- pPaMOHaIbHOCTH UCTIONB30BAHMUS
BpPEMEHH, OTBEICHHOTO Ha 3a/1aHUeE.

2 Gaia - CTYICHT yMeeT IPUMEHSTh
MOJTYYEHHYIO NIPU TIOATOTOBKE K
MPAaKTUIECKOMY 3aHSTHIO
nHpOPMAINIO, OTBEYATh Ha
OOJIBIIMHCTBO BOIIPOCOB, BECTH
JUCKYCCHIO C UCTIO.

1 Gamn — cTyaeHT Bnageet
TEOPETUYECKUM MaTepUaoM MO TeMe
MPaKTUYECKOTO 3aHATHUS, HHOTIA
3aTpyAHSETCS IPU OTBETE Ha BOIPOCHI,
HE yMeeT cOpMyIUPOBaTh CBOIO
TOYKY 3pEHUS Ha 00CYKIaeMyI0
npobiemy

Ecnu cryneHt He Bnaneet
npo0IeMaTuKol MPaKTHYECKOTO
3aHATHSI, HE MOXET OTBeYaTh Ha
BOIIPOCHI, 3a4YNTHIBAET OTBET IO
Hale4aTaHHOMY TEKCTY — OTBET
0aJjulaMH He OLICHHUBAETCA.
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12.

3ammra
ypOBHEN
o0ecrieueHust
Kkubepbe3onacH
oCTH

Jlaboparo
pHast
pabora

JlaGoparopHbie pabOTHI BBIMOIHAIOTCS M0 TEMaTHKE MPAaKTHYECKUX
3aHATHH.

3 Oamna — naboparopHas paboTa BBIOJHEHA B IOJHOM OOBEME,
CTYACHT CBOOOJHO BJajgeeT MaTepHalioM, AEMOHCTPHUPYET IITyOOKHe,
CHCTEMaTU3UPOBAHHBIC 3HAHUS, CBOOOJHO OTBEYAECT HA BOIPOCHI
UCTIONB3Ys NPO(EeCCHOHATBHYIO TEPMUHOIOTHIO

2 Oamna — naboparopHast paboTa BBHINOJHEHA, HO UMEET HEKOTOpHIE
HETOYHOCTH BBINIOJIHEHHS, CTYAEHT BJaJeeT MpPEACTABICHHBIM
MaTepuaioM, OTBEUAeT Ha 3aJaHHbIC BOPOCHI

1 Gamn - nabopatopHas paboTa B LIEJIOM BBHINOJNHEHA, OAHAKO B
mporecce  BBINOJIHEHHUS — J1a0OpaTOpHOM  pabOoTBl  JOIMYIICHBI
CYIIECTBEHHBI OMIMOKH, CTYACHT ciabo BiaxeeT WHpOpPMAaILUEH Mo
TeMe, TIPH OTBETE UCIOJB3YET 3arOTOBICHHBIN TEKCT, 3aTPyAHACTCS C
OTBETaMHU
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Cobeceno
BaHUE

CobecenoBanue npeamnonaraet
OpraHu3anuio Oecepl MpernoaaBaTess
CO CTyACHTaMH IO BOIIPOCaM
MPaKTUUECKOTO 3aHTHUS C LENbI0 Ooee
0OCTOSITENBHOTO BBISIBJICHUS UX 3HAHUHN
0 OTIpeIeICHHOMY pa3zeny, TeMe,
npobneme u T.I. Bee wieHsl rpynnst
MOTYT Y4acTBOBAaThb B 00CYKJICHHH,
100aBIATh HHPOPMALTHIO,
TMCKYTHPOBATb, 33/1aBaThb BOIIPOCH U
T.A.

VYCTHBIN 0npOC MOXKET IPUMEHSATHCS B
pa3nuyHbIX popMax: GpPOHTAIBHBIH,
WHAWBUAYaTbHBINA, KOMOMHUPOBAHHBIN.
OcCHOBHBIE Ka4ecTBa YCTHOTO OTBETa
HOJJIEKALIETO OLIEHKE:

- IPaBUJIBHOCTH OTBETA I10
COZICPIKaHHMIO;

- IOJTHOTA W TITyOMHA OTBETA;

- CO3HATENBHOCTh OTBETA;

- JIOTHKa U3JI0KEHUSI MaTepuaa;

- pPaMOHaIBHOCTH UCTIOIB30BaHHBIX
MIPUEMOB U CIIOCOOOB PEIICHUS
MOCTaBJICHHON y4eOHOH 3a/1auu;

- CBOCBPEMEHHOCTD U 3()()EKTUBHOCTD
WCTIOJIb30BaHUs HATTISIIHBIX TOCOOUH 1
TEXHUYECKUX CPEICTB MPU OTBETE;

- MCTIOJIb30BaHKE JIOTIOIHUTEIBHOTO
Marepuana;

- pPaMOHaIbHOCTH UCTIONB30BAHMUS
BpPEMEHH, OTBEICHHOTO Ha 3a/1aHUeE.

2 Gaia - CTYICHT yMeeT IPUMEHSTh
MOJTYYEHHYIO NIPU TIOATOTOBKE K
MPAaKTUIECKOMY 3aHSTHIO
nHpOPMAINIO, OTBEYATh Ha
OOJIBIIMHCTBO BOIIPOCOB, BECTH
JUCKYCCHIO C UCTIO.

1 Gamn — cTyaeHT Bnageet
TEOPETUYECKUM MaTepUaoM MO TeMe
MPaKTUYECKOTO 3aHATHUS, HHOTIA
3aTpyAHSETCS IPU OTBETE Ha BOIPOCHI,
HE yMeeT cOpMyIUPOBaTh CBOIO
TOYKY 3pEHUS Ha 00CYKIaeMyI0
npobiemy

Ecnu cryneHt He Bnaneet
npo0IeMaTuKol MPaKTHYECKOTO
3aHATHSI, HE MOXET OTBeYaTh Ha
BOIIPOCHI, 3a4YNTHIBAET OTBET IO
Hale4aTaHHOMY TEKCTY — OTBET
0aJjulaMH He OLICHHUBAETCA.
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13.

Kak crars
CIEIMAIUCTOM B
obnacTu
Kkubepbe3onacH
OCTH

Cobeceno
BaHUE

CobecenoBanue npeamnonaraet
OpraHu3anuio Oecepl MpernoaaBaTess
CO CTyACHTaMH IO BOIIPOCaM
MPaKTUUECKOTO 3aHTHUS C LENbI0 Ooee
0OCTOSITENBHOTO BBISIBJICHUS UX 3HAHUHN
0 OTIpeIeICHHOMY pa3zeny, TeMe,
npobneme u T.I. Bee wieHsl rpynnst
MOTYT Y4acTBOBAaThb B 00CYKJICHHH,
100aBIATh HHPOPMALTHIO,
TMCKYTHPOBATb, 33/1aBaThb BOIIPOCH U
T.A.

VYCTHBIN 0npOC MOXKET IPUMEHSATHCS B
pa3nuyHbIX popMax: GpPOHTAIBHBIH,
WHAWBUAYaTbHBINA, KOMOMHUPOBAHHBIN.
OcCHOBHBIE Ka4ecTBa YCTHOTO OTBETa
HOJJIEKALIETO OLIEHKE:

- IPaBUJIBHOCTH OTBETA I10
COZICPIKaHHMIO;

- IOJTHOTA W TITyOMHA OTBETA;

- CO3HATENBHOCTh OTBETA;

- JIOTHKa U3JI0KEHUSI MaTepuaa;

- pPaMOHaIBHOCTH UCTIOIB30BaHHBIX
MIPUEMOB U CIIOCOOOB PEIICHUS
MOCTaBJICHHON y4eOHOH 3a/1auu;

- CBOCBPEMEHHOCTD U 3()()EKTUBHOCTD
WCTIOJIb30BaHUs HATTISIIHBIX TOCOOUH 1
TEXHUYECKUX CPEICTB MPU OTBETE;

- MCTIOJIb30BaHKE JIOTIOIHUTEIBHOTO
Marepuana;

- pPaMOHaIbHOCTH UCTIONB30BAHMUS
BpPEMEHH, OTBEICHHOTO Ha 3a/1aHUeE.

2 Gaia - CTYICHT yMeeT IPUMEHSTh
MOJTYYEHHYIO NIPU TIOATOTOBKE K
MPAaKTUIECKOMY 3aHSTHIO
nHpOPMAINIO, OTBEYATh Ha
OOJIBIIMHCTBO BOIIPOCOB, BECTH
JUCKYCCHIO C UCTIO.

1 Gamn — cTyaeHT Bnageet
TEOPETUYECKUM MaTepUaoM MO TeMe
MPaKTUYECKOTO 3aHATHUS, HHOTIA
3aTpyAHSETCS IPU OTBETE Ha BOIPOCHI,
HE yMeeT cOpMyIUPOBaTh CBOIO
TOYKY 3pEHUS Ha 00CYKIaeMyI0
npobiemy

Ecnu cryneHt He Bnaneet
npo0IeMaTuKol MPaKTHYECKOTO
3aHATHSI, HE MOXET OTBeYaTh Ha
BOIIPOCHI, 3a4YNTHIBAET OTBET IO
Hale4aTaHHOMY TEKCTY — OTBET
0aJjulaMH He OLICHHUBAETCA.
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Jlaboparo 3 JlabGoparopHble paOOThI BBHIMOIHSIOTCS MO TEMAaTUKE MPAKTUYCCKUX
pHas 3aHATHH.
pabora 3 Oamna — naboparopHas paboTa BBIOJHEHA B IOJHOM OOBEME,
CTYIEHT CBOOOIHO BJIaJIeCT MAaTepHalIOM, JEMOHCTPUPYET TIIyOOKHE,
CUCTEMAaTHU3UPOBAaHHBIC 3HAHUS, CBOOOMHO OTBEYACT HA BOIPOCHI
WCIIONB3Ys MPO(ECCHOHATLHYIO TEPMHHOIOTHUIO
2 Oamna — maboparopHas paboTa BEITIONHEHA, HO MMEET HEKOTOPHIC
HETOYHOCTH BBINIOJIHEHUS, CTYACHT BJaJeeT MPEACTABICHHBIM
MaTepHuaJioM, OTBEYaCT Ha 3aJaHHBIC BOMIPOCHI
1 Gamm - mabGoparopHas paboTa B IIEJIOM BBITIOJHEHA, OJHAKO B
MpOIlecCe  BBIMOJIHEHUS  JIa0OparopHOW  pabOTBI  JIOMYIICHEI
CYIICCTBEHHBI OIIUOKH, CTYACHT CJIab0 BlajeeT WHGpOpMAIHel Mo
TeMe, IIPU OTBETE HCIIONIE3YET 3arOTOBJICHHBIN TEKCT, 3aTPYIHICTCS C
OTBETaMU Ha 3a]1aBaeMbIC BOTIPOCHI
14. [TocemaeMocThb 10 10 6aToB — CTYACHT OCETHII BCE
100% 3ansaTHIT
7-9 6aIIoB — CTYICHT ITOCETHIT HE
meHee 80% 3aHsATHIA
4-6 6aTOB — CTYACHT TIOCETHII HE
menee 50% 3aHsaTHiA
1-3 Gayma — CTyAeHT MOCETHIT HE
MeHee 25% 3aHsaTHiA
Ecnu crynment nmocermn menee 25%
3aHSTHA, 0aJTbI HE HAYUCIISIOTCS
15. IIpeMuansHbIC OaITHI 20 JloToTHUTEIbHBIE TPEMHUATBHBIC OAJITBI MOTYT OBITh HAYHMCIICHEI:
- 3a TMPOCKT, BHINOJHEHHBIH TIO 3aka3dy paboromarenss W
peann30BaHHEIN Ha mpakTuke — 20 6aIoB;
- TIOCTOSIHHAsI aKTMBHOCTh BO BpEMs MPaKTHYCCKUX 3aHATHH — 10
0aJIIoB;
- MOJIHOCTBIO MOATOTOBJIICHHASI K MYyOIHKAIUK CTaThs 110 TEMAaTHKE B
paMKax JUCIUIUTHHEI — 10 6amios;
- y4acThe ¢ JOKJIaJOM BO BCEPOCCHUMCKOW OJIMMIIMAJZIE MO TEMaTHKe
m3ydaemMoi mucruruinae — 20 6aios;
- y4acTHe B BBICTaBKE [0 TEMATUKE HM3y4aeMON NUCIHMIUIHHBI — 20
0aJIIoB;
- myOnmuKamMs CTaThd [0 TEMAaTHUKE H3ydyaeMoi TUCIUIUIMHBI B
COOpPHHMKE CTyACHUECKMX paboT / MaTepuajigax BCEPOCCHICKOM
koH(pepeHiuy / xKypHaie u3 nepeuns BAK — 10/ 15/20
16. |MunuBunyanbHbIC 3aJaHUs, 20 Pemenue ketica (10 6aioB)
C TIOMOII[HI0 KOTOPBIX [Mpoxoxnenne tectupoBanus (30 BOMPOCOB) MO BCEMY KypCy
MOXKHO HaOpaTh mucturinHbl (10 6amos)
JIOTIOJTHUTEITEHBIC OaJLThI
17. HUroro 3a cemectp 100

HToroBast oueHka 1o 3a4ety BeicTaBisgercs B 100-0auibHOM 1IKane U B TPaIUIIMOHHON YeThIPEeXOaIbHOM
mkane. IlepeBox  100-0annpHOU
YeThIpeX0aIbHYIO0 OCYIIECTBISIETCS CIEAYIOUIMM 00pa3oM:

peﬁTHHFOBOﬁ OLICHKHU 10 JUCHUITIIIMHE B TpaAUIIUOHHYIO

100-0ajuibHasg cucreMa

TpanuuuoHHas cucrteMa

50 - 100 6aiutoB

3ayTeHo

0 - 49 Gaiu10B

He 3auteno

4.2 TunoBsle OLICHOYHBIE CPEACTBA TEKYILIETO KOHTPOJIS

JlaboparopHnas pabora



Tema 1. [TorpeOHOCTH B KHOEPOE30MACHOCTH
Jlabopatopnas pabora. CpaBHEHHE TaHHBIX C IIOMOIIBIO XAII-QYHKITUN

Tema 2. ATaku, IIOHATUS U TEXHUKU
[TocnencTBus HapymieHUs: 6€30MACHOCTH

Tema 5. OOpa3oBanue u kapbepa B chepe nHPOPMAITMOHHON 0€30aCHOCTH
Jlabopatopnas pabota. Co3nanve U coxpaHeHUE HAJACKHBIX MaposIei
JlaboparopHast pabora. PezepBHOE KONMPOBaHKE JAaHHBIX BO BHEITHEE XPAHUIIHUIIEC

Tema 6. Kubep6e30macHOCTb — MUP SKCIIEPTOB U MPECTYITHUKOB
JlabopatopHas pabora. Komy mpuHaaiexar Balm JaHHbIE?

Tema 7. Ky0 kubepOe3onacHoCTH
JlaGoparophas pabota. Hackonpko puckoBaHHO Ballle oBeeHue B Iutepuete?

Tema 8. Yrpo3sl knbepOe30macHOCTH, YI3BUMOCTH U aTaKu
Packet Tracer — co3nanue KOMIBIOTEPHOTO MUpPa
Packet Tracer — OOmieHue B kubepmupe

Tema 10. ObecrieueHus IETOCTHOCTH TaHHBIX
Packet Tracer — mpoBepka 1esI0CTHOCTH (DAIIOB U JaHHBIX

Tema 12. 3amura ypoBHel obecrnieueHust KuOepOe30MmacHOCTH
Packet Tracer. Hactpoiika TpancnioptHoro pexxuma VPN

Tema 13. Kak ctarb crieruanuctom B obiactu kubepOe30nacHOCTH
JlaboparopHas pabora. OOHapyKeHHE YTPO3 U YI3BUMOCTEH

JlaGopaTopHasi padora

Tema 9. CriocoObI 3aUTH CEKPETHON MHMOPMAITIHI
JlaGoparopnas pabota. ITouck paboTsl B cepe kubepOe3omacHoCTH

CobecenoBanue

Tema 1. [TorpeOHOCTH B KHOEPOE30NMACHOCTH
1. HazoBuTe MoTHBaImio 6EJI0ro Xakepa.
2. Kakue a1eMeHThI SIBIIAIOTCS KOMIIOHEHTaMu Tpoiiku CIA?
3. Yro Takoe kubepBoiiHa?

Tema 2. ATaku, TIOHATUS U TEXHUKU
1. IToueMy BHyTpeHHHE yrpo3bl 0€30M1aCHOCTH MOT'YT HAHECTH OPTaHMU3aLUH e1le OobIIui yiiepo, uem
BHEILIHUE?
2. Kakue criocoObl MOXHO HCIIONB30BATh sl 0OecieueHus! KOH(PHISHIIMAIbHOCTH HH(popMaun?
3. Kak eme Ha3pIBatoT KOHGUIECHIIMATLHOCTS HHDOpMaIuu?
4. Kakoii crioco0 HCTIoNnb3yeTcst A7 IPOBEPKH LIETOCTHOCTH TaHHBIX?

Tema 4. 3amura opraHu3aun
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