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1. lean u 3agaun AUCHUATIHMHBI

1.1 Henp qucuuruivHel — GopMUpOBaHUE KOMIIETEHIIHIA:

ITK-4 CriocoGeH ocymiecTBIsATh HACTPOUKY 000pyIOBaHUs, HEOOXOAUMOTO I pabOoThl HHPOPMAITMOHHBIX
CUCTEM

1.2 Tumbl 3amad mpodecCHOHATBHOW JEATETLHOCTH, K KOTOPBIM TOTOBATCS OOydYaroluecs B paMKax
OCBOCHHUS JUCIUILTUHBL:

- NPOEKTHBIN

1.3 JlucumriinHa OpUEHTHPOBAHA Ha MOATOTOBKY OOydYaroUIMXCs K MPo(ecCHOHaIbHOM AEATEIbHOCTH B
chpepe: 06 Cpsi3b, MH(OPMAIMOHHBIE M KOMMYHHUKAIIMOHHBIE TEXHOJIOTUH (B cdepe MpOeKTHPOBAHUS,
pa3paboTKu, BHEAPEHUS U HKCILTyaTallui HH)OPMAIIMOHHBIX CUCTEM, YIPABICHUS X )KU3HEHHBIM ITHKIIOM)

1.4 B pe3ynbTare 0CBOCHHS JUCHUIUIMHBI y 00YYarOIUXCs TOJKHBI OBITH C(OPMUPOBAHBIL:

O06001TIeHHBIEC TPYIOBEIE
(yHKIMH / TPYAOBBIC
(YHKIMY / TPYAOBBIC HIIH

Kon n HammenoBaHue
xommnerenuu ®I'OC BO,
HEOOXOOUMOM IS

MHankaTopbl JOCTHKEHUS] KOMIIETEHIIAM

npodeccroHaIbHbIE (opMHUpPOBaHHS TPYIOBOTO
nercTBus (IPH HAUTHIUAH WIH PO CCHOHATBLHOTO
npodcTangapra) TEHCTBUS
[1K-4 Cnocoben NMmeer anexkBaTHOE TMIPENCTaBIEHHE O COBPEMEHHBIX
OCYIIIECTBIIATh HACTPOWKY  |TE€XHOJOTHUAX nepenadu JaHHBIX, NPUHIMIIAX
000pyIOBaHMS, (YHKIMOHUPOBAHUS TEJIEKOMMYHHUKAIIHOHHOTO

HEO0X0IUMOTo i paboThl |000pynoBaHus, padoTe cetu HTEpHET

I/IH(I)OpMaI_II/IOHHBIX CHUCTEM

1.5 CornacoBanue MEXAUCITUTUTMHAPHBIX CBA3EH MUCIUTIINH, 00€CIIEYNBAIOIINX OCBOCHUE KOMITCTCHITHI:

[IK-4 CriocobeH ocymiecTBISTh HACTPOUKY 00OpYyIOBaHMS, HEOOXOAMMOTO sl PaOOThI
WH(POPMAIIMOHHBIX CHCTEM

Ne HaumenoBanue
/o JHCIUATLINH,
OTIPEICTISIONINX
MEXTUCITUTUTMHAPHBIS
CBSI3U

dopma oOyyeHus

Ounas 3aouHas
(cemectp) (cemectp)

4161813141619

1 ["Networksecurity" + +

2 | Ananm3 + +
3aIIUIIEHHOCTH
KOMITBIOTEPHBIX CETEH

3|be3onacHOCTh + +
KOMITBIOTEPHBIX CETEH

4 |Kommerorepnsle cetn | + | + + | +

5 |TIpenaunnomHuas + +
MPaKTHKA

6 | Texnomorun + +
3D-monenupoBaHus

2. Mecto nucuuninHbl B cTpykrype OIl 6akanaBpuara:

HucuunnuHa «TexHONOruM mepenayd AaHHBIX» OTHOCHTCS K dYacTh, (OpMUPYyeMOW ydyacTHHUKaAMHU
oOpasoBarelbHBIX OTHOIIEHUH, ydeOHoro mmana OIl mo wnHampaemenutro mnoaroroBku 09.03.03 -
[Tpuknagnas nadopmaruka.

JucuunnuHa « TeXHOJI0ruM Nepeiayn JaHHbIX» U3ydaeTcs B 5, 6 ceMecTpax.




3.00beM u conepxaHue JUCUUILIUHBI

3.1.00peM qucrmIuiiHEL: 11 3.€.

Ounas: 11 3.e.

3aounas: 11 3.e.

Bun yueOHo# paboTh Qunas 3aounas
(Bcero yacoB) | (Bcero 4yacon)

O0mast Tpy10éMKOCTb TUCHHUILIHHBI 396 396
KonrakTHast pabora 222 34
Jlexuuu (Jlexuum) 58 10
JlaGoparopnsie (J1ab. pab.) 164 24
CamocrostensHas padota (CP) 138 349
OK3amMeH 36 9
3auer - 4

3.2.ConepxaHue Kypca:

Ne HasBanue Bun yue6HoO# paboThl, yac. | @OpMBI TEKYIIETO
TEMBI paszena/TeMsbl Jlexum |J1a6. pab. CP KOHTPOJIS
O|3]|]0O0|3/[0]|3
5 cemecTp
1 N3yuenue cetn JlaGoparopHas
1 - 6 -1 4 |11 pabora;
CobecenoBanue
2 CereBble CobecenoBaHue;
MIPOTOKOJIBI U 1 - 8 1 5 |13 JlaboparopHas
KOMMYHHKAITAN pabora
3 CereBoil noctyn JlaGoparopHas
31 |10]2]6]13 padora,
CobecenoBanue;
TectupoBanue
4 Ethernet CobecenoBaHnue;
2 1 8 1 5113 JlaGoparopHas
pabora
5 CeteBoii ypOBEHb CobecenoBaHue;
1 - 8 1 5 |13 JlaboparopHas
pabora
6 TpancnopTHbIi CobecenoBanue;
YPOBEHb 1 - 8 1 5 112 JlaGoparopHas
pabora
7 [P-anpecarus JlaboparopHas
2 1 8 1 4 |13 pabora;
Co0OecenoBanue
8 Pazouenune IP-cereit CobecenoBaHnue;
HAa TOACETH 1 - 8 1 5113 JlaGoparopHas
pabora
9 YpoBeHb CobecenoBaHue;
MIPUITOKCHU I 2 1 8 1 5112 JlaboparopHas
pabora




10 D10 ceTh TecTupoBanue;
i g 13 JlaGoparopHas
pabora;
CobecenoBanue
6 cemecTp
11 KomMmyTupyemsbie CobecenoBaHue;
ceTu - 8 22 JlabGopatopHas
pabora
12 OcHOBHBIE CobecenoBaHue;
KOHLIETILIUU U JlaGoparopHas
. 1 8 22
HacTpoHKa pabora
KOMMYTaropa
13 Bupryanbnsie Tectuposanue;
JIOKAJIbHBIE CETU 1 |10 73 JlaboparopHas
VLAN pabora;
CobecenoBanue
14 MapupyTtuzanus JlaboparopHas
Mexay VLAN - 8 23 pabora;
CobecenoBanue
15 Crarnueckas CobecenoBaHue;
MapHIpyTH3ALUS 1 8 22 JlabGopatopHas
pabora
16 Jlunamuyeckast CobecenoBaHue;
MapLIpyTU3aLus - 8 22 JlaGoparopHas
pabora
17 OSPF nns onHoM JlabGopatopHas
obnacTu 1 8 22 pabora,
ColecenoBanue
18 Crincku KOHTpOJIA JlaGoparopHas
noctymna (ACL) 1 8 22 pabora;
CobecenoBanue
19 [Tporoxona DHCP JlabGopatopHas
- 8 22 pabora;
ColecenoBanue
20 [TpeobOpaszoBanue TectupoBanue;
CETEBBIX a/IPECOB JlaboparopHas
1 |10 23
IPv4 pabora;
CobecenoBanue
Tema 1. U3yuenune cetu (IIK-4)
Jlekumus.

N3yuenune cereld pa3nuyHbIX MacmiTaboB. KIMEHTHI U cepBephl B CETH, WX TUIBI M BUIbL. OIHOPAHTOBBIC
cetd. M3ydyeHHe KOMIIOHEHTOB CETH: OKOHEUHBIE YCTPOMCTBA, NMPOMEKYTOUHBIE CETEBHIE YCTPOMWCTBA,
ceTeBas cpesia, MPEeACTaBlIEHNE CETH, CXeMa TOMOJIOTHH U MpPEACTaBlIeHrne U (PyHKIUNU KOMIOHEHTOB CETH.
Cucremsl JIOKaIbHBIX ceTeld. [mobanbHble ceTH. IHTepHET M ASKCTpaHeT: U3yYCHHE CEPBHUCOB COIICIICH
cetd. TexHomOrMM AOCTynma B WMHTEpHET. [loakiroueHune ynajleHHBIX MOJib30Barened K cetu MHTepHeT.
[Togkmouenne npennpuatuii k cetu MaTepHeT. Comenmasca CeTh: IUIAaHUPOBAHUE PACIIMPEHUS CETH.
[TocTpoiika HaAE)KHOW CETH. YCTOWYHMBOCTH K COOSIM B CETH C KOMMYTAaIlMel KaHAJOB. YCTOWYMBOCTH K
cOOsIM B CeTSAX C MAKeTHOW KOMMYHHKaluen. Tenaennun pa3sutus ceteil: kormenius BYOD. CoBmecTHas
pabora uepe3 Mutepner. OOnayHble BBIYMCICHUS W ICHTPHl OOpaOOTKM JaHHBIX. TEXHOJIIOTHYECKHE
TEHJCHIIMM B JOMalIHUX ceTsax. OpraHu3anus ceTd MO JUHUSM D3JeKTporepenadd. Paccmorpenue
0eCcrpOBOAHOIO HIMPOKOIMOIOCHOTO JocTyna. M3yuenue ceteBoil 0e30macHOCTU: Yrpo3bl M pEUICHHs IO
obecnieuenunto 6e3omacHocTH cet. CeTeBbie apxuTeKTyphl Cisco.



JlaboparopHbie padoThbI.

1. I3yuenue cpencTB jisi COBMECTHOM pabOThI B CETH.

2. V3y4yeHue cepBUCOB COLIEIIEHCS CETH.

3. Cocrasienue cxembl cetu UHTEpHET.

4. NI3yueHne pbIHKa BaKaHCH B chepe MHPOPMALMOHHBIX U CETEBBIX TEXHOJIOTHA.
3aganus AJ151 CAMOCTOSITEJIbHOM PadoThI.

PaccMoTpeTh TEHIEHIIMHN pa3BUTHS CETEBBIX TEXHOJIOTUH.

Tema 2. CeTeBble NpoToK0JIbI 1 KOMMYHuKanuu (ITIK-4)
Jleknus.

[IpaBuna ceTeBBIX MPOTOKOJIOB M KOMMYyHHMKanuil. [IpaBuna oOMeHa TaHHBIMH: yCTaHOBICHHE NpPaBUI U
KoaupoBaHue cooOmieHus. DopMaTupoBaHWE M HMHKANCYISALUS coobuieHus. Pasmep cooOrieHus.
Bpemennsie mapamerpsl coobmienus. [lapamerpsl goctaBku cooOmieHus. IIporokonsl: mpaBuia,
pernamMeHTupylomue crnocoOsl ooMeHa naHHBIMU. CeTeBble NMPOTOKOJIBI. B3ammopelcTBHE MPOTOKOJIOB.
HaGopsl mpotokosoB u orpacieBble cranfapTsl. Coznanue WutepHera m paspaborka TCP/IP. HaGop
npotokosioB TCP/IP u mponecc oOmMeHa naHHbIMH. OpraHu3aliy 10 CTaHJapTaM: OTKPHITHIE CTaHIApPTHI.
ISOC, IAB, IETF. IEEE. Crannapr ISO. [Ipyrue opranuzanuu no cTaHAApTU3ALUU. DTAJIOHHBIE MOJIEIIN:
IIPEUMYLIECTBA MCIOIb30BAHUS MHOTIOYPOBHEBOM Mojenu. JrtanoHHas mozaens OSI. Monens mporokona
TCP/IP. CpaBuenue mogeneit OSI u TCP/IP. JIBrkeHue NaHHBIX MO CETH: WHKAICYISALUS JTaHHBIX.
[Tepenaua coobmenuii. [Iporokonbabie 610ku qaHHBIX (PDU). MHKancynsuus u nenHkancymsmus. CeTeBbie
azipeca M ajpeca KaHasa rnepenad faHHbIX. OOMEH JaHHBIMU C IOMOIIBIO YCTPOUCTB B 0HOM cetu. MAC-
u [P-angpeca. l1lmt03 mo ymomyanuio. OOMeH JaHHBIMH C TOMOIIBIO YCTPOMCTBA IO YIAJICHHOM CETH.

JlaGopaTopHbie padoThbI.

1. [IpoekTupoBaHUE CUCTEMBI CBSI3H.

2. 3yueHue ceTeBbIX CTaHIapTOB.

3. Opranu3zanuu 1no cTaHaapTU3aLuu.

4. Vcnonws3oBanue nporpammbl Wireshark st mpocMoTpa ceteBoro Tpaduka.
3anaHus AJ51 CAMOCTOSITEILHOI padoThI.

PaccMoTpenue aHanmoruyHbIX MPOrpaMMm JUIsl IPOCMOTpPA CETEBOT0 TpaduKa.

Tema 3. Cetenoii noctyn (ITK-4)
Jlekuus.

[Tporokoner ¢usznueckoro ypoBHs. CrocoObl momkmtoueHuss K ceTd. CereBble WMHTEP(HEWUCH TUIATHI.
Hasnauenne ¢usnueckoro ypoBHsa. CpeactBa mepenaud JaHHBIX (Qu3ndeckoro ypoBHs. CTaHIapThbl
¢uznueckoro ypoBHA. OCHOBHBIE MPHUHLMIBI (u3NYeckoro ypoBHA. [IpomyckHass cHnocoOHOCTH U
MPOM3BOAUTENBLHOCTh. PaccMoTpenue usmnueckoit cpenbl. CereBas cpena. [Ipoknaaka MeaHbIX Kabenen u
ux xapakrepuctuku. Kadens tuna nesamuménnas Butas napa (UTP). KaGens Ha ocHOBE SKpaHUPOBAHHOM
Butoi mapel (STP). Koakcuanbupiii kabenb. bezonmacHocTh MemHbIX kabenell. OCOOCHHOCTH MPOKIIAIKH
kabeneit Tuma UTP. Pazsémbr UTP-kaGens. TectupoBanue kabeneit UTP. OcoGeHHOCTH TPOKIaIKH
ONTOBOJIOKOHHBIX KaOeneil. KOHCTPYyKIns ONTOBOJIOKOHHOTO KaOeys. THIbI ONTOBOJOKOHHBIX KaOelew.
CeTeBbie ONTOBOJIOKOHHBIE pa3beMbl. [IpoBepka ONTOBOJIOKOHHBIX M MEIHBIX Kabeneil. OcoOeHHOCTH
OecripoBoAHON cpenabl. Tunbl 6eCpOBOIHBIX CPENCTB Mepeaadyn JAaHHbIX. becnpoBonHas JoKalbHAs CETh
(LAN). Ha3znauenue kaHanpHOTO ypoBHS. [logypoBHM KaHAIOB JaHHBIX. YIIPABJICHHUE TOCTYTIOM K Iepeaadn
naHHbIX. [IpegocraBienne goctyna k cpenae. Buasl Tononoruid. YnpasieHue JOCTYIIOM K Cpeae Nepeaadn
nmaHebIX. Ousmueckas W Jormdeckas Tomosorus. Tomomorms rroOainpHOM  cetu.  Hawmbonee
pacnpocTpaHeHHble (QHU3NYECKUE TOMOJOTUuU To0anbHOM ceTu. dusmueckas IBYyXTOYEYHAs] TOMOJIOTHS.
Jlornueckasi TOMONOTHsSI COBMECTHBIX CPENICTB MEPEeNayu JAaHHBIX. ACCOUMATHUBHBIN AOCTyM. Tomonorus ¢
MHOXECTBEHHbIM J0CTynoM. Kontponupyemsiii qoctyn. KombueBas tomonorusa. Kanp kanana nepenayu
naHHbIX. Kanp, 3aroioBok.

JlaboparopHbie padoThbI.
1. Onpenenenne CETeBbIX YCTPOUCTB U KaOETLHOM CUCTEMBI.
2. [MocTpoenue nepekpectHoro kadens Ethernet.



3. [IpocmoTp uHpopMaruu o ceteBoit nuTepdeiicHoi miate (NIC) mpoBOIHBIX U OECITPOBOIHBIX CETEH.
3ajanus 1J151 CAMOCTOSITEJIbHOM PadoThlI.
AHanu3 TOMOJIOTUN C MHOXKECTBEHHBIM JIOCTYTIOM.

Tema 4. Ethernet (I1K-4)

Jlexknus.
[Tpuniun padotsl Ethernet. [Togypouu LLC u MAC. YipasieHnue AOCTYIIOM K cpelie Nnepeaadn JaHHBIX.
MAC-anpec: unenrudukanus Ethernet. OOpabGotka kagpoB. ATpuOyTHl Kajpa: WHKANCYJSAIHSA, pa3Mep
kaapa. MAC Ethernet. MAC-aapeca u mectHaanarepuuHas cucrema cuucienus. IIpencrasnenuss MAC-
anpecoB. CkBo3Hoe noakitoueHue. [Iporoxon ARP. @ynkuuu ARP. [Tpunmun pa6orst ARP. Ponrs ARP B
mporecce yIaIEHHOTO OOMEeHa aHHBIMU. YianeHue 3amnuceit u3 Tabnumbl ARP. Tabmuiet ARP Ha ceTeBbix
ycrpoiictBax. [Ipo6nemsr ARP u ero npobnemaruka. YcTpaneHHe MOCIEACTBUH, BEI3BAHHBIX MTPOOIEMaMu C
npotokosioM ARP. OcnoBHast uHopmarus o noprax kommyraropa. Tabmauuna MAC-anpecoB kKoMMyTaTopa.
Hacrpoiiku nymiekcHoro pexuma. @ynkius Auto-MDIX. CriocoObl nepechlIku Kajpa Ha KOMMYTaTopax
Cisco. bydepuzanus namaru Ha KommyTaropax. OUKCUpoBaHHasE MOIy/IbHas KoH(purypauus. [lapameTpsr
Moyl A7 pazbEMoB KommyTaropa Cisco. Texnomnorust Cisco Express Forwarding.

JlaboparopHbie padoThbI.
1. O630p MAC-ampecoB ceTeBBIX YCTPOMCTB.
2. Ucnonb3oBanue nporpammsl Wireshark aiist ananusa xaznpos Ethernet.

3aganus AJ151 CAaMOCTOSITEJIbHOM PadoThI.
Pons MAC-aapecos.

Tema 5. CereBoii ypoenn (IIK-4)

Jlexknus.
IIpotokonbl cereBoro ypoBHs. CeTeBOM YpOBEHb B IIpOlLiECCE IEpPeNaud AAHHBIX. XapaKTEPUCTHKU
[P-nporokona. Ilaker IPv4 u IPv. Meronsl mapuipyTu3anuu y3ioB. PelieHue o nepeHanpaBiIeHUM Y3ia.
103 mo ymomyanuto. Tabnmuia Mapupytuzanuu ysna [Pv4. [Ipumep tabnumsl mapiipytusanun y3ia [Pv4
u [Pv6. Perienne o mepecbuike MAaKkeTOB MaplIypTHU3aTopa. 3alucH TaOMUIBI MapIIPYTU3AUH YIaJIeHHON
ceTH. Aipec CIEAYIOLIEro nepexoaa. YCTporucTBO Mapuryprusaropa. Ilponeccop u onepanyonHas cucreMa
Mmapuryptuzatopa. [lamsate mapirypruzaropa. O6benunutenbHas naHenb. MuTepdeiicet LAN u WAN.
3arpy3ka Mapuryprusarop: ¢aiiel bootset. [Ipouecc 3arpy3ku mapiryprusaropa. BeIBox TaHHBIX KOMaH[bI
show version. HacTpoiika HCXOAHBIX TapaMeTpoB: ACHCTBUS 110 HACTPOIMKE MapaMeTpOB MapIIypTH3aTopa.

JlaboparopHbie padoThbI.
1. [TpocMoTp 1 aHaNMM3 TaOIUITBI MAPIIPYTU3AIMH Y314,
2. N3yuenne pU3NIECKUX XapaKTEPUCTUK MapIIypTH3ATOPA.
3. Mannumanusanys U neperpyska MaplirypTu3aropa 1 KOMMyTaTopa.

3ananus AJ51 CAMOCTOSITEILHOI padoThI.
Hacrpoiika uatepdeiicoB LAN. [IpoBepka kondurypamuu uatepdeiica. Hactpoiika mapameTpoB IUTIO3 11O
yMon4aHuio. Mcnonp30BaHUE U034 IO YMOIYAHUIO HA Y3JIe U KOMMYTAaTOpe.

Tema 6. Tpancnoprasblii yposens (I1IK-4)
Jlexknus.

IIporokon TpaHcnopTHOro ypoBHs. Ilepenada naHHbIX. 3HaueHHE TpaHCIOPTHOro ypoBHs. HanéxHocTb
TpaHcnopTtHoro ypoBHs. [Iporokon TCP u UDP. Kparkoe onucanue npoTokosoB. Pazaenenne HeCKOIbKUX
kaHanoB cBsa3u. Anpecanus noproB TCP u UDP. Cermentanus TCP u UDP. Hanexnas nocraska no TCP.
IIpoueccer TCP-cepBepa. Ycranosnenue TCP-coennHeHus u ero 3aBepllieHUs. AHaJIU3 TPEXCTOPOHHETO
pyxonoxaruss TCP. Hanexnocts TCP: ynopsaoueHHas 10cTaBKa, MOATBEPKICHUE U pa3Mep OKHA, OTepst
JaHHBIX U [TOBTOPHAs Nepeiaya.

JlaGopaTopHbie padoThbI.
1. Ucnionb3oBanue nporpammbl Wireshark ams usydenus npouecca TpexctoponHero pykonoxatust TCP.
2. Vcnonw3zoBanue nporpammbl Wireshark juist ananmsa 3axsata makeroB DNS u UDP.



3. Ucnons3oBanue nporpamMmmel Wireshark nmst ananusa 3axsara ceancoB FTP u TFTP.
3ajanus 1J151 CAMOCTOSITEJIbHOM PadoThlI.

[IpenotBparnienne neperpy3ok. Huskast narpyzka UDP no cpaBHeHHIO ¢ HaJe)KHOCTRIO. Paz0opka
UDP-nararpammesl. I[Iponeccs! u 3anpocst UDP-cepsepa. IIpoueccer UDP-knuenTa.

Tema 7. IP-agpecanus (I1K-4)
Jleknus.

Cerebie [Pv4-anpeca. CrpykTypa anpecoB. JI[BomuHoe mnpeacTaBieHHe uyucenl. J[Bom4yHas cucrema
ucuncienus. [IpeoOpa3zoBaHue JBOMYHOTO aapeca B JECATHYHBIA. VHTepakTMBHOE 3aaHUE:
npeoOpa3oBaHUe NBOWYHBIX 3HAaUYeHHW B necsatuuHble. Macka moacetu IPv4. CereBast m y3moBasi 4yacTu
IPv4-anpeca. Ananu3 mymabl pedukca. CeTeBoil anpec, aapec y3ia U IMHMPOKOBEIIATEIbLHBIN apec CETH.
[lepBeiii m mocnenuuii aapec ysma. I[loOoutoBas omeparus. OpHOoampecHas, IIUPOKOBEIIATENIbHAS H
MHoroajapecHas pacceuika IPv4. IIpucBoeHue cTraruyeckoro M JUHAMHUYECKOro aapeca. OmgHoaapecHas
nepenaya. lllupoxoBemarensbHas nepenaya. MHoroaapecHast nepenada. [lyOnuunbsle M 4yacTHbIE ajpeca.
AJlpeca crieniajabHOTO Ha3HaYeHUs. YcTapeBias kinaccoBas aapecanusd. [IpucBoenne [P-agpecos. CereBbie
IPv6-ampeca. [1pobnemsr IPv4 u pemenune [IPv6. CoBMecTHOE UCTIONB30BaHNE TTPOTOKOJIOB.

JlaboparopHbie padoThbI.
1. Ucnionp3oBanue KanbKymmsiTopa Windows ¢ TOMOIIBIO CETEBBIX aPECOB.
2. IIpeoOpazoBanue [Pv4-anpecoB B 1BOMYHOE 3HAYCHHE.
3. Onpenenenue [Pv4-aapecos.

3ananus AJ51 CAMOCTOSITEILHOI padoThI.

[Tposepxka coenunenus. ICMP. Coobmenus ICMPv4 u ICMPv6. OtnipaBka 3X0-3alIpoCoOB: TECTUPOBAHUE
JIOKAJIBHOTO cTeka. TpaccupoBka MapuipyTa: TECTUPOBAHUE MTYTH.

Tema 8. Pazouenne IP-ceteii nHa noaceru (IIK-4)

Jlexknus.
Paz6uenue IPv4-cetn Ha moaceru. Cermenranus cetd. [Ipuunsl pazouenus mno noacetd. OOMeH JaHHBIMU
MEXIy MOACEeTIMH. 3HAYMMOCTh pa3ouenus [P-cetn Ha monceru. [1nan: mpucBoenue agpecos. Pasouenue
IPv4-cetn Ha noncetu. bazoBoe pa30ueHne HAa MOACETH M UCTONb3yeMble mojceTu. PopMyIbl pas3aeseHus
Ha noacetu. Co3nanue 4, 8 noacereii. Pacuér y3nos. Pazouenne Ha moaceTH Ha OCHOBE TPeOOBaHUMA Y3II0B.
Paz0buenue Ha MOJICeTH B COOTBETCTBUHU C TpeboBaHMsIMU ceTH. [IpenMyiiecTBa pa30HeHUsI Ha TOJICETH C
UCTIOJIb30BaHMEM MAacCK{ IEepPeMEHHON JUIMHBL. PaccMoTpeHue TpaJulMOHHOTO pa30MEeHUsT HEHYXHBIX
anpecoB Ha noxacetu. Macku noxacetu nepemeHHod mHbl (VLSM). basosas momens VLSM.
CTpyKTypUpOBaHHBIM IPOEKT: IJIaHUPOBaHUE ajpecanuu ceTu. lIpucBoeHue anpecoB yCTpOMCTBaM.
Ocobennoctu npoexktupoBanusi [Pv6-cetu: cmocoOwl pa3OueHust Ha moxceTH. PacmpeneneHue mouceTH
[Pv6. Pa3buenre Ha OJCETH ¢ UCTIOIB30BaHUEM HICHTU(UKATOpa UHTEpdeiica.

JlabopaTropHbie padoThbI.
1. Pa3zpaboTka u BHenpeHue cTpykrypsl IPv4-cetn, pa3aeneHHol Ha MTOICETH.
2. Pa3zpaboTka 1 BHeZpeHHE CTPYKTYpbI agpecarun VLSM.
3. OTpaboTKa KOMITJIEKCHBIX MMPAKTUYECKH HABBIKOB.

3ananus AJ51 CAMOCTOSITEILHOI padoThI.
1. Pacuet IPv4-moncereit.
2. Pa3buenue Tomonoruii ceTei Ha MOJCETH.
3. 3ydeHue KalbKyJaaTopa MoACEeTEN.

Tema 9. YpoBenb npuioxkenuii (ITK-4)
Jlekumus.
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VYpoBeHb NPUIOKEHHUN, YPOBEHb IPEJICTABICHHUS M CEaHCOBBIH ypoBeHb. CrocoObl B3aMMOAEHCTBHS
MIPOTOKOJIOB TPWIOKEHHH € MPUIOKEHUSMH KOHEYHBIX IoJb3oBareseil. Hanbonee pacrpocTpaHeHHbIE
MIPOTOKOJIBI ypoBHA npuiokeHuid. [IpenocraBnenune cepBucoB IP-agpecanum. IlpenocraBneHue ciyxo
obmena (aiimamu. [loBropHOE paccMOTpeHHE MPOTOKOJIOB YPOBHS mpuiokeHuil. IIporokon mepemaun
runeprekcta (HTML) u runeprekcToBblii s3bIK onucaHus AoKymeHTOB. [Iporokonst HTTP u HTTPS.
ITpotokonsr SMTP, POP u IMAP. Cinyx6s1 nomenHbIx UMEH. Popmar coobmenuit DNS. Mepapxust DNS.
CpenctBo nipBoepku cuHTakcuca: komanasl CLI (nHTepdeiic KoOMaHIHOW CTPOKH) JOMEHHOU CITYKObI UMEH
B onepaunoHHbix cucremax Windows u Unix. Pabora DHCP. IIporokon nepenauu daiinos (FTP).

JlaboparopHbie padoThbI.
1. U3yuenue pyHkmm oOMeHa daiaaMu MEXIy OJTHOPAHTOBBIMHU YCTPONCTBAMU.
2. HaGmonenue 3a pa3pemenuem DNS.

3aganus AJ151 CAMOCTOSITEIbHOM PadoThI.
1. PaccMoTpeHnue nepeaaqu 1o NpoTokoiaMm B ceTu IHTEpHET U 371€KTPOHHON MOYTHI.
2. Cnyx6s1 FTP.

Tema 10. 10 cern (IIK-4)
Jlekumus.

Co3nmanve W nanbHEWIee pa3BUTHE. YCTPONCTBA B paMKaxX HEOONBIIONW ceTH. TOTMOJIOTH CETH W BBIOOD
YCTPOUCTB 1Isi HeOomibImon cetu. I[P-ampecammst B paMkax HeOObIoOW ceTu. PesepBupoBaHne B CETH.
[Ipoextnbie pemenus. Onpenenenre GpakTopoB, BIUSIONMX HA TNIAHUPOBAHUE CETU U €€ MPOEKTHUPOBAHHE.
Haubonee pacmpocrpaHéHHbIE NPUIIOKEHHs, HCIONb3yeMble B HeOosbloi cetu. PacmpoctpaneHHbIE
MIPOTOKOJIBI, UCIIONIb3yeMble B HE0OMbIION ceTH. [IpunokeHus peanbHOro BpeMeHH JIsl HEOOJIbLIONW CETH.
Pa3Butne cereéi g0 Oonee mmpokux macimTaboB. Mepbl Mo obecrieueHHI0 O€30MacHOCTH CeTH. Mephl
0€30macHOCTH IS CETEBbIX YCTPOWCTB W KaTEeropuu yrpo3 OeszomacHOCTH ceTeid. Duzmueckas
0e30macHOCTh. THIIBI YA3BUMOCTEH B CHCTEME CETEBOM OE€30MAaCHOCTH. YSI3BUMOCTH M CETEBBIC aTaKH:
BUPYCHI, YEPBH U TPOSIHCKUE TporpamMMmebl. Pa3BenpiBarenbHble aTaku. ATakH 10CTyMNa. ATaky THIIA «OTKa3 B
oOciyxuBanun». [lomaBneHue cereBbIX arak. Pe3epBHOe KomupoBaHUE, OOHOBJIEHHE M YCTaHOBKa
WcrpaBieHUN. AyTeHTHUUKAIUs, aBTOpH3amus W YYET. MeEXCeTeBble JKpaHBI. 3alluTa OKOHEUHBIX
YCTPOMCTB. MeTOoabl 3alIuThl YCTPOMCTB: OCHOBHBIE MEpbl oOecrnedeHuss 0e30macHOCTH. BrximrodeHwme
nporokosa SSH. OcHoBHBIE paboune XapakTEPUCTHKU CeTH. MHTeprperanus pe3yinbTaToOB BBITIOJIHECHUS
9X0-3aIPCOB.

JlaboparopHbie padoThbI.
1. IlpoBepka 3aaep>keK B CETH € IOMOLIbIO KOMaH «ping» U «traceroutey.
2. Ucnonb3oBanue untepdeiica komananoi ctpoku (CLI) ais c6opa cBeneHmii 0 CeTeBBIX YCTPOUCTBAX.
3. Yrpasnenue ¢aiinamMu KOHPUTYpaAITUA MapIIypTH3aTOp C IOMOIII0 TporpaMMbl Tera Term.
4. Ynpasnenue (aiinamu koHpuryparun ¢ ucrnonszoBanueM TFTP-cepsepa, e namatu u
USB-nakonuTens.
3ananus AJ51 CAMOCTOSITEILHOI padoThI.
1. 3yuenue yrpo3 6€301MaCHOCTH CETH.
2. JlocTyn K CETEBBIM ycTpoiicTBaM 4yepe3 npotokos SSH.
3. OGecneueHne 6€30MaCHOCTH CETEBBIX YCTPOMUCTBR.

Tema 11. Kommytupyembie cetu (ITK-4)
Jlekumus.

[Tpuntun pa6orel NAT u ero xapakrtepuctuku. [IpoctpancTBo yacTHbeix [Pv4-ampecos. TepmuHomorus
NAT. Tunber npeoGpazoBanus ceteBbix anpecoB NAT. Crarmueckoe mpeoOpa3oBaHHE CETEBBIX aJPECOB.
Junamuueckoe mpeoOpaszoBanue ceteBbix anapecoB NAT. IlpeoOpazoBanue anmpecoB moptoB (PAT).
CpaBuenne NAT wu PAT. IlpeumymectBo NAT. Henmocrarku NAT. Hactpoiika cratuyeckoro wu
muHamudeckoro NAT. Anamu3 crartmdeckoro mnpeoOpazoBanusi NAT. Ilposepka crarmyeckoro NAT.
[Tpuntun padorer quHamuyeckoro NAT. Hacrtpoiika PAT. Ilyt agpecoB. Hactpoiika PAT nmnst omHOTO
anpeca. Ananmu3 PAT. [lepeaapecauns nopros. [Ipumep mst SOHO. Hactpolika nepeaapecanuiyi mOpToOB €
nomoibto [OS. Tlouck u ycrpanenue Henonanok B pabore NAT ¢ moMorisio koman bl debag.



JlaboparopHbie padoThbI.

Hacrpoiika nepeaapecaruu mopToB Ha Mapiryptuszaropa Linksys.
3anaHus AJ51 CAMOCTOSITEILHOI padoThI.

1. Onpenenenue Tepmunonorun NAT.

2. Hacrpoiika ctatnueckoro NAT.

3. Onpenenenrie nHGoOpMaIuu 00 apece Ha KaKIOM IEepexoie.

4. Peanmuzanus craruueckoro u guHamudeckoro NAT.

5. Hactpoiika NAT-nyna ¢ neperpy3skoii u PAT.

Tema 12. OcHOBHbIE KOHIIENNIIMU U HAacTpoiika kommyTaropa (I1K-4)

Jlekumus.
[TepBonauanbHas HacTpoiika kommyTaTopa. [locnenoBarebHOCTh 3arpy3Kku KoMMyTaropa. BoccraHoBneHue
nocie cucteMHoro c6os. CBeToanonHas WHAMKAIMS koMMyTaropa. [loaroroBka k 0a30BoMy ymHpaBiIeHHIO
kommyTtaropoMm. Hactpoiika goctymna ans 6a3oBoro ymnpapieHus kommyTtaropam ¢ [Pv4. Hactpoiika mopToB
koMmyTaropa. JyrmiekcHas cBsi3b. Hactpoiika moptoB Ha pusznueckoMm ypoBHe. DYHKIHS aBTOMAaTHYECKOTO
omnpeneneHus Tuna kabdens. [IpoBepka HaCTpoek U yCTpaHEHHE HEMONAJO0K Ha YPOBHE CETEBOTO JOCTYTa.
[Touck u ycrpaneHue mpobjeM Ha YpOBHE JOCTyIA K CETH. 3alUIEHHBIN yIaleHHbIA nocTym. [IpunHmmm
paboter SSH. Hactpoiika SSH. IIpoBepka SSH. PacnpoctpanenHbie yrpo3bl 6€30MaCHOCTH: TIEPETIOTHCHHE
tabmuiel MAC-aapecoB, DHCP-cniypunr u ucnonb3oBanue ysa3sumocteit nmpotokona CDP. Tlpaktuaeckue
pEeKOMEeHAANU 10 00ecreueHnI0 0e30IacHOCTU: MHCTPYMEHThl U TECTUPOBAaHUE CETEBON 0€30MacHOCTH.
Aymuat ceteBol 0e30MacHOCTH. be30macHOCTh MOPTOB KOMMYyTaTopa. 3alliTa HEUCIIONb3yeMBIX MOPTOB.
OtcnexuBanne DHCP-cooGmenuit. [Tpunamun pabots! GyHKIMM 6€3011aCHOCTH TTOPTOB.

JlaboparopHbie padoThbI.
1. bazoBas HacTpoiika KOMMyTaTopa.
2. Hacrpoiika mporokona SSH.
3. Hacrpoiika mapameTpoB 6€30MacHOCTH KOMMYyTaTopa.

3ananHus AJ151 CAMOCTOSITEILHOI padoThI.
WuTepakTuBHOE 3aJaHUE: TOTYYEHHE JOCTYIa K YCTPOMCTBaM.

Tema 13. Bupryaabnbie jJokaabHbie ceTd VLAN (ITK-4)

Jlekumus.
CerMeHTanusi BUPTyaIbHBIX JIOKAJBHBIX ceTeld. [IpenmMyIecTBo BUPTyanbHBIX JIOKaIbHBIX ceTeil (VLAN).
Tunbel BUpTYyanbHbIX JOKaTbHBIX ceTed. ['onocoBbie cetu VLAN. Tpanku BupTyanbHbix ceTed. KoHTpoib
UpoKoBeniarebHbIX 1oMeHOB B ceTsax VLAN. TerupoBanue kaapoB Ethernet mist unentTndukanuu cetu
VLAN. Teruposanue ronocoBoii VLAN. Ha3znauenue BuptTyanbHO# JIoKaibHOUM cetH. Jlnanazon VLAN Ha
kommyTtaropax Catalyst. Co3ganue BUPTyaiabHOW JoOKanbHOW ceTu. Hasnauenme moptoB cerssim VLAN.
W3MeHeHne npuHaANeKHOCTH MTOPTOB BUPTYaJIbHON JIOKATHHON CETH. YAalleHue BUPTYaIbHBIX JOKAJIbHBIX
cereit. [IpoBepka wmHbopmammu o cetu VLAN. Tpanku BHUpTyalbHBIX ceTeil. HacTpoiika TpaHKOBBIX
kaHayioB. COpOC TPAHKOBOTO KaHaJIa JI0 COCTOSIHHS MO ymoivaHuto. 3HakoMcTBo ¢ DTP. CornmacoBanHbie
pexumbl uaTepderica. I[IpoexktupoBanue u obecrneuenue Oe3omacHoctn VLAN. ATaku Ha BUPTyalbHBIC
cetu: cryduHr-aTaka Ha KOMMYTarop, araka ¢ nBodWHbIM TerupoBanueMm. Cerbe PVLAN mepumetpa.
[IpakTnyeckue peKkoMEHJalMK M0 MPOECKTUPOBAHUIO BUPTYaIbHOM JIOKAJIBLHOM CETH.

JlaboparopHbie padoThbI.
1. UccnenoBanue MmetofoB peanuzanuu cetu VLAN.
2. Kongurypamuss VLAN 1 TpaHKOBBIX KaHAJIOB.
3. Ilouck 1 ycTpaHeHUE HENONAA0K Mpu peanuzanuu cetu VLAN.

3ananus AJ51 CAMOCTOSITEILHOI padoThI.
1. ITomyyarenu MHUPOKOBEIIATETbHOU PACCHIIKH.
2. Ilporno3upoBaHue MOBEIECHUS KOMMYTAaTOpA.
3. IIporno3upoBanue noseneuus DTP.
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Tema 14. Mapmpyrusanus me:xkny VLAN (IIK-4)

Jlexknus.
Hacrtpoiika wmapmpytuzanuu mexay VLAN. Ilpunmunsr pabotrsl MapmpyTtuzanumu Mexnay VLAN.
VYerapesmme meronsl Mapupytusauuun mexay VLAN. Hacrpoiika mapumpytusanum mexay VLAN c
WCTIOJIb30BaHUEM YycTapeBiiero mMeroaa. Hactpoiika uHTEpQeiicoB MapuIypTU3aTop HpU HCHOIH30BAHUHU
ycrapeBuiero Meroga Mapupytuzauuu mexay VLAN. Hacrpoiika mapmpytuszaumn mexay VLAN c
UCTIONBb30BaHHEM MeTofa router-on-a-stick. ITpoGmemsr maprupyrtuzamuu mexay VLAN: Hemonaaku B
pabote mopra kommytaropa. [IpoBepka koHdurypauun kommyrtaropa. Henmonanku B pabote mHTepdeiica.
ITpoBepka HacTpoek Mapuryptuzatop. Hemomanku B IP-ampecammu. Ommbku B [P-agpecax m mapkax
nozaceru. Ommbku npu Hactpoiike [P-anpeca m macku noaceru. Hactpoiika u pabota koMMyTanuu Ha 3-M
YpOBHE: BBEICHHE B OCHOBBL. Mapmpytuzanus wmexay VLAN depe3 BHUpTyasibHble HHTEP(ENCH
KOMMYyTaTropa U MapupyTusupyemsle noptel. HacTpoiika crarnueckux Ilowck u ycTpaHeHne Hemosiamok
KOMMYyTauu 3-ro ypoBHs. [IpuMeps! ycTpaHeHus HENoNa10K.

JlaGopaTopHbie padoThbI.
1. Hactpotiika mapmpytuzanuu Mmexay VLAN ans kaxxaoro uarepderica.
2. Hactpoiika mapmpytuzanuu Mexay VLAN Ha ocHoBe ctangapta 801.2Q U TpaHKOBOTrO KaHasa.

3ananHus AJ151 CAMOCTOSITEILHOI padoThI.
1. ITouck u ycTpaHeHue HEMOIAAO0K MappyTu3anuu Mexxay VLAN.
2. Ilepexon Ha JIOKaJbHBIE CETEBbIE KAHAJIBI.

Tema 15. Crarnueckas mapmpyrusanus (ITK-4)

Jlexknus.
Peanusanus crarnueckod mapupytusanuu. Jloctyn k ynaneHHsIM ceTsM. lIpeumyinecrBa craruyeckoin
MaplIpyTU3aluu. 3aJayd CTaTUYeCKOW MapHIpyTh3alMHu. TuObel CTaTHYECKUX MAapLIIpyTOB U HX
npuMeHeHrne. CTaHIapTHBIM U CyMMapHbIM cTtatnueckuil mMapmpyT. IlnaBarommii crarndeckuii MapuipyT.
Hacrpoiika cratmueckux MaplIpyTOB M MapHIpyToB 1o ymonuaHuio. Komanma ip route. Ilapamerpsr
cienyromero nepexoga. HacTpolika M IpoBepka CTaTMYECKOIO MapuipyTa CIEIyIOLIEro Iepexona.
Hactpoiika mapumpytos IPv4 no ymonuanuro. Komanna IPv6 route. HacTpolika HanpsiMyro HOAKIFOUEHHOTO
craruaeckoro mapupyta IPv6. Hactpoiika mogHOCTBIO 3alaHHOTO cTarmdeckoro mapipyta IPv6. O630p
CIDR u VLSM. KnaccoBas aapecanusi cetu. KinaccoBsie Macku nojaceTu. [IpumMep kiaaccoBoro mporokosia
MapuipyTu3anui. M30bITOUHBI pacxol pecypcoB KJaccoBOW ajpecanuu. beckiaccoBas MexaoMeTHas
mapuipytuzaiusa.CIDR u oOGbenunenue wmapmpyTtoB. Ilpumep cratuueckoit mapmpytuszauuu CIDR.
Hcnonb3oBanne Macok mozcetu ¢uxcupoBanHod anuabl (FLSM). Macka moxceTy nepeMeHHOW JJTHHBI.
VLSM B pgeiictBun. Hacrtpoiika cymmapHbix MapuipyToB I[Pv4. OObeaunenue wmapuipytoB. Pacuér
cymMapHoro wapmipyta. OObeAMHEHHE UM pacueT ceTeBbIx anpecoB I[Pv6. OOpaboTka makeToB C
HCIIOJIb30BAaHUEM CTAaTUYECKUX MapuipyToB. Crarmdeckue MaplIpyThl M Hepecbulka nakeroB. [louck u
YCTpPAaHEHUE HENONAJ0K B HACTPOHMKAaxX CTaTMYECKOro MaplipyTa M MapupyTa no ymomndaHuto [Pv4.
Ycrpanenue npoOieM CoOeTUHEHUS.

JlaboparopHbie padoThbI.
1. Pa3paboTka u peanuzanus cxemsl agpecanun VLSM.
2. Hacrpoiika o0benuHeHus (arperaiuu) MapmpyToB [Pv4.
3. Ilouck 1 ycTpaHeHUE HEMOJAJO0K CTATUHYECKUX MApPIIPYTOB.
4. Ilouck u yctpanenue Hernonagok VLSM u o0beinHeHHS MapUIIpyTOB.
5. Ilouck 1 ycTpaHeHUE HEMOJIAJO0K CTATHYECKUX MApIIPYTOB.

3ananus AJ51 CAMOCTOSITEILHOI padoThI.
OmpenenuTe CyMMapHBIN CETEBOM aJpec CeTH U NMpedUKC.

Tema 16. Inunamudeckass mapmpyruzanus (IIK-4)
Jlekumus.
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[IpoTtokonbl nuHaAMHYeCKOM MapmipyTuzaiuu. IlpuHiunm paboTbl JWHAMMYECKOH MapIIpyTH3AIHH.
Passurre npoToKOIOB JUHAMUYECKON Maplipytusauuu. HasHaueHue u poib IPOTOKOIOB AMHAMUYECKOU
MapuipyTu3auuy. J(MHaMu4deckas MapLIpyTU3aluss B CPABHEHUUM CO CTATUYECKOM MapUIpyTH3aLUEH.
Hcnons3zoBanue  cratudecko  mapumpyrusanuu. lIpeumymecrBa UM HENOCTaTKM — CTaTMYECKOM
Mapupytusanui. [IpuHIunel paboTsl MPOTOKOIOB MapIIpyTU3aLUU. 3aMyCK MOCE BKIIOYCHUS MUTAHUS.
CereBoe oOHapyxeHne. OOMeH AaHHBIME MapuipyTusanuu. Obecrnedenue cxoguMocT. Knaccudukarus
IIPOTOKOJIOB ~ MapuipyTu3anuu. OINucaHue AUCTaHLIMOHHO-BEKTOPHOTO IPOTOKOJA. JIMCTaHIIMOHHO
BEKTOPHBIE QJITOPUTMBI. THIIBI JUCTAHLIMOHHO-BEKTOPHBIX INpOTOKONIOB. Hacrpoiika mnporokonma RIP.
OObsiBIICHUS CETH.

JlaGopaTopHbie padoThbI.
1. Onpenenenne KOMIIOHEHTOB IPOTOKOJIA MAPIIPYTU3ALUH.
2. Crarnueckas 1 IMHAMHA4YeCKasi MapIipyTU3aIUs.
3. U3yuenue cxoIuMOCTH.
4. OnpeneneHue TUCTAaHIIMOHHO-BEKTOPHONU TEPMUHOIOTHH.
5. CpaBHenue nporokonoB RIP u EIGRP.

3ajaHus 1J151 CAMOCTOSITEIbHOM PadoThI.

N3yyenue HaCTpOEK IIPOTOKOIA 10 YMOTYaHUIO. JIMHAMUYeCKast MapIIPyTU3aLKs 110 COCTOSIHUIO KaHaJIa.
IIpoTokosbl MapIIpyTH3aLMK IO KpaT4aleMy IyTH. AIroput™ J{eHKeTphl.

Tema 17. OSPF nns ognoii odiaactu (ITK-4)
Jlekuus.

OSPF nmnsa omuo#t obmactr. XapaKTepUCTUKH MPOTOKOJIa. PaccMOTpeHne airopuTMa KpaT4aIinero MmyTH.
PazButne mporoxona OSPF. Kommonentsl mpotokoma OSPF. Ilpuniumnber pa®oTsl MapIipyTH3alHUHA T10
cocrossanio kaHanma. OSPF mns omHoit m Heckonmbkux oOmacteit. Coobmienuss OSPF. Wukancynsuus
coobmeHuit u Ttunbl naketoB. Ilaker npuBercTBus. VHTepBanbl OTHpPaBKM MAKETOB IPUBETCTBHUS.
OO6HoBeHMsT cocTtosiHUsl KaHana. PaGoume cocrosaus OSPF. YcranoBineHue OTHOIICHUH CMEXHOCTH C
COCEIHUMHU YCTPOWCTBAMHU. BBIIEICHHBIM MapIIypTU3aTOpP U PE3EPBHBINM BBIJAEICHHBIA MapIIypTU3ATOP.
Cunxponm3anus 06a3 manabeix OSPF. Paccmorpenme oOmena maHHBIMH B pamkax mpoTtokona OSPF.
Hactpoitka OSPFv2 st ogHOM 06macTu.

JlaGopaTopHbie padoThbI.
1. Xapaxrepuctuku u repmunoinorus OSPF.
2. Onpenenenue tuna nakeroB OSPF.
3. Coctosinue OSPF 11t ycTaHOBIEHUSI OTHOLIEHUN CMEXHOCTH.
4. Conocrasnenue npotokoioB OSPFv2 u OSPFv3.
5. ba3zoBas HacTpoiiKa MPOTOKOJIA TS OTHOM 00JIACTH.
3aganus 1J151 CAMOCTOSITEJIbHOM PadoThlI.

Wnentudukanus mapurypruzatop OSPF.Cereas rononorust OSPF. Pexumbl koHpUTyparmu
mapuipytuzatopa. Koudurypauus OSPFv3: cpaBuenue v2 u v3. Hacrpoiika u npoBepka OSPFv3.

Tema 18. Cniucku kouTpos gocryna (ACL) (ITK-4)
Jlekuus.



[Mpunmun pab6otel ACL-criuckoB mo mpotokoiy IP. Haznauenwe crnmckoB. CpaBHEHHE CTaHIAPTHBIX U
pacumpenusix ACL cnuckoB st [Pv4.  @unbrpamus naketoB. [Ipunuoun paGotrser ACL-cHHCKOB.
CpaBHenue crangaptHelx U pacmmpeHHbIX ACL-cnuckoB g [Pv4. IlpucBanBaHne HOMEpPOB U UMEH
ACL-criuckam. la6nonnsie macku B ACL-cnmckax. OCHOBHBIE CBEACHHUS O NMPUMEHEHHMHU HIaOJIOHHBIX
Mmacok. [Ipumeps! mabnoHHbIX MacoK. Pacuér mabmonHoi macku. [IpuMepbl KIIOUEBBIX CIIOB IAOIOHHON
Mackd. OOmme pekomeHgammuu 10 cozgaHuio ACL-cnuckoB. PexkomMeHmamuu 1O pa3MELICHHUIO
ACL-cnuckoB. Hactpoiika crangaptaeix ACL-cninckoB nns IPv4. 3aganue nopsiaka 3anucei ¥ HacTpolka
crangaptHoro ACL-cniucka. BHyTpennuit anroputm pabotsl. [Ipumenenne crannaptasix ACL-crinckoB Ha
unrepdeiicax. Buecenne wusmenenuit B ACL-crmcku s [Pv4. PemaktupoBaHue CcTaHAApTHBIX
HymepoBaHHbIX ACL-cnuckoB. ACL-craructuka. 3amurta noproB VIY ¢ IOMOIIBIO CTaHIApPTHOTO
ACL-cnucka IPv4. IlpoBepka crangaprHoro ACL-cnmcka, ucnosb3yroniero uist 3amurtel nopra VTY.
Crpykrypa pacimupeHHbIX cnuckoB. Hactpoiika pacuimpennbix cnuckoB st [Pv4. Tlouck u ycrpanenue
Henonagok ACL-ciinckoB. O0OpaboTrka maketoB ¢ nmomonsio ACL-criuckoB. PacnpocTpaHeHHble OMIMOKH
ACL-cnuckoB.

JlaGopaTopHbie padoThbI.
. Bb10op 1m1ab10HHON MacKH.
. [Ipuntumn pabotet ACL-cnimcka.
. Pa3memenne crangapTHeix U pacmmpeHHbIX ACL-ciickoB.
. HacTpoiika u npoBepka ctangapTHbIXx ACL-CIIUCKOB.
. Hactpoiika u nposepka orpannuenuii VTY.
. Hactpoiika ACL-cniuckoB st [Pv6.

AN N AW —

3agaHus AJ51 CAMOCTOSITEILHOI padoThI.
. Harnsmroe npencraenenue padotsl ACL-crmcka.

—

2. Hacrpoiika ACL-cnucka g kaHanoB VTY.

Tema 19. IIporoxoaa DHCP (I1K-4)
Jlexknus.

Paccmotpenue crpykrypsl nporokona DHCPv4. Onepamust DHCPv4. OOmme cBepeHust 0 IpOTOKOIIE.
@opmar coobmenuit DHCPv4. Hactpoiika mpocroro DHCPv4-cepsepa. IlpoBepka DHCPv4.
DHCPv4-perpancnsauus. Hacrpoitka DHCPv4-knuenta. Hacrpoiika mapmpyrtusaropa kiaacca SOHO B
kauectBe DHCPv4-xnmenrta. [louck u ycrpaHeHuwe Hemonaaok B pabore mapmpyrtuzatopa DHCPv4.
IIpoBepka Hactpoek DHCPv4 na wmapmpytuzaropa. Otnanka DHCPv4. IIporokon DHCPv6.
ABTOMaTnueckas HacTpoiika ajapeca 0e3 orciexxkuBanue coctostHus. [Ipunmun padorsr SLAAC. DHCPv6
0e3 orcnexuBanus coctosiHusa. CepBep DHCPv6 ¢ orcrnexuBanumem cocrostHus.  Hacrtpoiika
MapupyTtusaropa B kadectBe DHCPv6-knuenTa ¢ oTciexuBaHUEM COCTOSHUS.

JlaboparopHbie padoThbI.

1. bazoas Hactpoiika DHCPv4 Ha mapuipyTu3aropa 1 KOMMyTaTope.

2. Hacrpoiika mapmpytuzaropa DHCPv4 ¢ momomisio Cisco 10S.

3. [louck u ycTpaHeHue HEMoNaa0K B pabore mapmpytu3atopa DHCPv4

4. Hactpoiika DHCPv6-cepBepa 6e3 0TCIe:KuBaHUS COCTOSIHUS M C OTCIICKUBAHUEM COCTOSTHHUSL.
3ajanus 1J151 CAMOCTOSITEJIbHOM PadoThlI.

Omnpenenenue MomaroBsIxX JeiicTBuil B padbote nmpotokona DHCPv4.

Tema 20. IIpeoOpa3zoBanne cereBbix aapecos IPv4 (I1IK-4)
Jlexknus.
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[Mpunmun pa6otsr NAT. Xapakrepuctuku NAT. IlpoctpanctBo wactHbIX [Pv4-anpecos. TepmuHomOrHs
NAT. Tunsl npeobpazoBanusi ceteBbix anpecoB NAT. Craruueckoe npeodOpazoBaHUE CETEBBIX alpecoOB U
auHamuueckoe mnpeoOpasoBanue aapecoB NAT. IlpeoGpaszoBanme anpecoB moproB PAT. Craemyromuii
noctynssl nopT. CpaBHeHne NAT u PAT. [Ipeumymectsa u Henocrarku NAT. Hactpoiika NAT. Hactpoiika
craruaeckoro NAT. Amnamu3 crarudeckoro mnpeoOpazoBanus NAT. IIpoBepka crarmdyeckoro NAT.
Hactpoiika nunamuueckoro NAT. Anamu3 u nposepka auHamuueckoro NAT. Hactpoiika PAT u nyn
aapecos. Ilepeaapecamust nmopros. Ilpumep mns SOHO. Hactpoiika NAT u npotokona IPv6. Ilouck u
yCTpaHEHHe HemonaaoK B padbore NAT.

hn B W N =

—

JlaboparopHbie padoThbI.
. Izyuenune npunimna padotrsr NAT.

. Hactpoiika ctarnueckoro NAT.

. HacTpoiika crarnueckoro u auHamMmudeckoro NAT.
. Peanmuzamus craruueckoro u nuHamudeckoro NAT.
. Hactpoiika NAT-mmyna ¢ neperpy3skoii u PAT.

3ananus AJ51 CAMOCTOSITEILHOI padoThI.

. Onpenenenne Tepmunonorud NAT.

2. Onpenenenue nHpopMaiu 00 agpece Ha KaKJIOM Iepexoie.

4. Konrpoab 3HaHMI 00y4alOLINXCS M THIIOBbIE OLICHOYHbIE CPEICTBA
4.1. Pactipenenenue 0asuioB:

nocemaemMocts — 10 0ajuioB

TeKylui KoHTpostb — 40 6aioB

5 cemecTp

KOHTPOJBHBIC Cpe3bl — 7 cpe3oB: 2 6amna, 3 6anna, 3 6amna, 2 6amia, 5 6amnos, 3 6amna, 2 6amna
npemMuaabHbie 0amisl — 20 6ayIoB

OTBET Ha dK3aMmeHe: He 0osiee 30 0aiuioB

Pacripenenenne 6aioB 1mo 3aJaHusIM:

No |HazBanue tembl | @opmbl Max. Mertonuka npoBeJeHUs 3aHIATUS U OIIEHKU

Te | /BHUI y4eOHOH |TEKylIero | KOI-BO

MBI paboThI KOHTpois | Oamios
/ cpe3sl

1. | Usyuenue cetn | JlJabopato 3 JlaGopaTtopHubie pabOTHI BHEITIONHSAIOTCS IO TEMATHKE IPAKTHICCKUX
pHast 3aHATHI.
pabora 3 Oamra — maboparopHas paboTa BBITOJIHEHA B TIOJHOM OOBEME,

CTYJICHT CBOOOJIHO BJaJeeT MaTepHalioM, JEMOHCTPHPYET TIyOOKHe,
CHCTEMaTU3UPOBAHHBIC 3HAHUS, CBOOOJHO OTBEYACT HA BOMIPOCHI
UCTIONB3YS TPO(EeCCUOHATBHYIO TEPMUHOIOTHIO

2 Oamra — mabopaTopHasi paboTa BBITTOJIHEHA, HO UMEET HEKOTOPHIE
HETOYHOCTH  BBITIOJIHEHWS, CTYICHT BIAJeeT MpPEACTABICHHBIM
MaTepuaoM, OTBEUAET Ha 3aJ[aHHbIC BOPOCHI

1 6amn - maboparopHas paboTa B II€JIOM BBINIOJHEHA, OTHAKO B
MpoIecce  BHITIOJHEHUS  JTaOOpaTOpHOW  pabOTHl  JIOIYIICHBI
CYIIECTBCHHBI OMMOKH, CTYIEHT ciaabo BiageeT MHGOpMAIUEH I10
TeMe, TIPU OTBETE UCIOJIB3YET 3arOTOBICHHBIN TEKCT, 3aTPYAHSIETCS C
OTBETaMH Ha 3aJ]aBaeMbIe BOITPOCHI
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Cobeceno
BaHUE

CobecenoBanue npeamnonaraet
OpraHu3anuio Oecepl MpernoaaBaTess
CO CTyACHTaMH IO BOIIPOCaM
MPaKTUUECKOTO 3aHTHUS C LENbI0 Ooee
0OCTOSITENBHOTO BBISIBJICHUS UX 3HAHUHN
0 OTIpeIeICHHOMY pa3zeny, TeMe,
npobneme u T.I. Bee wieHsl rpynnst
MOTYT Y4acTBOBAaThb B 00CYKJICHHH,
100aBIATh HHPOPMALTHIO,
TMCKYTHPOBATb, 33/1aBaThb BOIIPOCH U
T.A.

VYCTHBIN 0npOC MOXKET IPUMEHSATHCS B
pa3nuyHbIX popMax: GpPOHTAIBHBIH,
WHAWBUAYaTbHBINA, KOMOMHUPOBAHHBIN.
OcCHOBHBIE Ka4ecTBa YCTHOTO OTBETa
HOJJIEKALIETO OLIEHKE:

- IPaBUJIBHOCTH OTBETA I10
COZICPIKaHHMIO;

- IOJTHOTA W TITyOMHA OTBETA;

- CO3HATENBHOCTh OTBETA;

- JIOTHKa U3JI0KEHUSI MaTepuaa;

- pPaMOHaIBHOCTH UCTIOIB30BaHHBIX
MIPUEMOB U CIIOCOOOB PEIICHUS
MOCTaBJICHHON y4eOHOH 3a/1auu;

- CBOCBPEMEHHOCTD U 3()()EKTUBHOCTD
WCTIOJIb30BaHUs HATTISIIHBIX TOCOOUH 1
TEXHUYECKUX CPEICTB MPU OTBETE;

- MCTIOJIb30BaHKE JIOTIOIHUTEIBHOTO
Marepuana;

- pPaMOHaIbHOCTH UCTIONB30BAHMUS
BpPEMEHH, OTBEICHHOTO Ha 3a/1aHUeE.

2 Gaia - CTYICHT yMeeT IPUMEHSTh
MOJTYYEHHYIO NIPU TIOATOTOBKE K
MPAaKTUIECKOMY 3aHSTHIO
nHpOPMAINIO, OTBEYATh Ha
OOJIBIIMHCTBO BOIIPOCOB, BECTH
JUCKYCCHIO C UCTIO.

1 Gamn — cTyaeHT Bnageet
TEOPETUYECKUM MaTepUaoM MO TeMe
MPaKTUYECKOTO 3aHATHUS, HHOTIA
3aTpyAHSETCS IPU OTBETE Ha BOIPOCHI,
HE yMeeT cOpMyIUPOBaTh CBOIO
TOYKY 3pEHUS Ha 00CYKIaeMyI0
npobiemy

Ecnu cryneHt He Bnaneet
npo0IeMaTuKol MPaKTHYECKOTO
3aHATHSI, HE MOXET OTBeYaTh Ha
BOIIPOCHI, 3a4YNTHIBAET OTBET IO
Hale4aTaHHOMY TEKCTY — OTBET
0aJjulaMH He OLICHHUBAETCA.
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CeTteBble
MTPOTOKOJIBI U
KOMMYHUKAIHH

Cobeceno
BaHUE

CobecenoBanue npeamnonaraet
OpraHu3anuio Oecepl MpernoaaBaTess
CO CTyACHTaMH IO BOIIPOCaM
MPaKTUUECKOTO 3aHTHUS C LENbI0 Ooee
0OCTOSITENBHOTO BBISIBJICHUS UX 3HAHUHN
0 OTIpeIeICHHOMY pa3zeny, TeMe,
npobneme u T.I. Bee wieHsl rpynnst
MOTYT Y4acTBOBAaThb B 00CYKJICHHH,
100aBIATh HHPOPMALTHIO,
TMCKYTHPOBATb, 33/1aBaThb BOIIPOCH U
T.A.

VYCTHBIN 0npOC MOXKET IPUMEHSATHCS B
pa3nuyHbIX popMax: GpPOHTAIBHBIH,
WHAWBUAYaTbHBINA, KOMOMHUPOBAHHBIN.
OcCHOBHBIE Ka4ecTBa YCTHOTO OTBETa
HOJJIEKALIETO OLIEHKE:

- IPaBUJIBHOCTH OTBETA I10
COZICPIKaHHMIO;

- IOJTHOTA W TITyOMHA OTBETA;

- CO3HATENBHOCTh OTBETA;

- JIOTHKa U3JI0KEHUSI MaTepuaa;

- pPaMOHaIBHOCTH UCTIOIB30BaHHBIX
MIPUEMOB U CIIOCOOOB PEIICHUS
MOCTaBJICHHON y4eOHOH 3a/1auu;

- CBOCBPEMEHHOCTD U 3()()EKTUBHOCTD
WCTIOJIb30BaHUs HATTISIIHBIX TOCOOUH 1
TEXHUYECKUX CPEICTB MPU OTBETE;

- MCTIOJIb30BaHKE JIOTIOIHUTEIBHOTO
Marepuana;

- pPaMOHaIbHOCTH UCTIONB30BAHMUS
BpPEMEHH, OTBEICHHOTO Ha 3a/1aHUeE.

2 Gaia - CTYICHT yMeeT IPUMEHSTh
MOJTYYEHHYIO NIPU TIOATOTOBKE K
MPAaKTUIECKOMY 3aHSTHIO
nHpOPMAINIO, OTBEYATh Ha
OOJIBIIMHCTBO BOIIPOCOB, BECTH
JUCKYCCHIO C UCTIO.

1 Gamn — cTyaeHT Bnageet
TEOPETUYECKUM MaTepUaoM MO TeMe
MPaKTUYECKOTO 3aHATHUS, HHOTIA
3aTpyAHSETCS IPU OTBETE Ha BOIPOCHI,
HE yMeeT cOpMyIUPOBaTh CBOIO
TOYKY 3pEHUS Ha 00CYKIaeMyI0
npobiemy

Ecnu cryneHt He Bnaneet
npo0IeMaTuKol MPaKTHYECKOTO
3aHATHSI, HE MOXET OTBeYaTh Ha
BOIIPOCHI, 3a4YNTHIBAET OTBET IO
Hale4aTaHHOMY TEKCTY — OTBET
0aJjulaMH He OLICHHUBAETCA.
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Jlaboparo
pHast
pabora

JlaGoparopHbie pabOTHI BBIMOIHAIOTCS M0 TEMaTHKE MPAaKTHYECKUX
3aHATHH.

3 Oamna — naboparopHas paboTa BBIOJHEHA B IOJHOM OOBEME,
CTYACHT CBOOOJHO BJajgeeT MaTepHalioM, AEMOHCTPHUPYET IITyOOKHe,
CHCTEMaTU3UPOBAHHBIC 3HAHUS, CBOOOJHO OTBEYAECT HA BOIPOCHI
UCTIONB3Ys NPO(EeCCHOHATBHYIO TEPMUHOIOTHIO

2 Oamna — naboparopHast paboTa BBHINOJHEHA, HO UMEET HEKOTOpHIE
HETOYHOCTH BBINIOJIHEHHS, CTYAEHT BJaJeeT MpPEACTABICHHBIM
MaTepuaioM, OTBEUAeT Ha 3aJaHHbIC BOPOCHI

1 Gamn - nabopatopHas paboTa B LIEJIOM BBHINOJNHEHA, OAHAKO B
mporecce  BBINOJIHEHHUS — J1a0OpaTOpHOM  pabOoTBl  JOIMYIICHBI
CYIIECTBEHHBI OMIMOKH, CTYACHT ciabo BiaxeeT WHpOpPMAaILUEH Mo
TeMe, TIPH OTBETE UCIOJB3YET 3arOTOBICHHBIN TEKCT, 3aTPyAHACTCS C
OTBETaMH Ha 3aJjaBaeMbl€ BOIIPOCHI

CeTeBoif TOCTYTI

Jlabopato
pHas
pabora

JlaboparopHble pabOTHI BBHIMOIHAIOTCA O TEMAaTHKE MPAKTUIECKUX
3aHATHUI.

3 Oamra — maboparopHas paboTa BBITOJIHEHA B TIOJHOM OOBEME,
CTyZEHT CBOOOIHO BIIajeeT MarepHalioM, IEMOHCTPUpPYET TIIyOoKue,
CHUCTEMaTH3UPOBAaHHBIE 3HAHUS, CBOOONHO OTBEYAaeT HA BOIPOCHI
UCTIONB3YS TPO(ECCUOHATBHYIO TEPMUHOIOTHIO

2 Oamra — mabopartopHasi paboTa BBITTOJIHEHA, HO UMEET HEKOTOPHIE
HETOYHOCTH BBINIOJIHEHUS, CTYACHT BiaJleeT MpPeACTaBICHHBIM
MaTepHaloM, OTBEYaeT Ha 3aJaHHbIE BOMIPOCHI

1 6amn - maboparopHas paboTa B II€JIOM BBINTOJHEHA, OTHAKO B
MpoIecce  BHINIOJHEHUS  JTaOOpaTOpHOW  pabOTHl  JIOIYIICHBI
CYIIECTBCHHBI OMMOKH, CTYIEHT ciaabo BiazeeT mMHGOpMAINUEH I10
TeMe, IIPH OTBETE HCIIONB3YeT 3arOTOBICHHBIN TEKCT, 3aTPYOHIETCS C
OTBETaMH Ha 3a/laBaeMbI€ BOTIPOCHI
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Cobeceno
BaHUE

CobecenoBanue npeamnonaraet
OpraHu3anuio Oecepl MpernoaaBaTess
CO CTyACHTaMH IO BOIIPOCaM
MPaKTUUECKOTO 3aHTHUS C LENbI0 Ooee
0OCTOSITENBHOTO BBISIBJICHUS UX 3HAHUHN
0 OTIpeIeICHHOMY pa3zeny, TeMe,
npobneme u T.I. Bee wieHsl rpynnst
MOTYT Y4acTBOBAaThb B 00CYKJICHHH,
100aBIATh HHPOPMALTHIO,
TMCKYTHPOBATb, 33/1aBaThb BOIIPOCH U
T.A.

VYCTHBIN 0npOC MOXKET IPUMEHSATHCS B
pa3nuyHbIX popMax: GpPOHTAIBHBIH,
WHAWBUAYaTbHBINA, KOMOMHUPOBAHHBIN.
OcCHOBHBIE Ka4ecTBa YCTHOTO OTBETa
HOJJIEKALIETO OLIEHKE:

- IPaBUJIBHOCTH OTBETA I10
COZICPIKaHHMIO;

- IOJTHOTA W TITyOMHA OTBETA;

- CO3HATENBHOCTh OTBETA;

- JIOTHKa U3JI0KEHUSI MaTepuaa;

- pPaMOHaIBHOCTH UCTIOIB30BaHHBIX
MIPUEMOB U CIIOCOOOB PEIICHUS
MOCTaBJICHHON y4eOHOH 3a/1auu;

- CBOCBPEMEHHOCTD U 3()()EKTUBHOCTD
WCTIOJIb30BaHUs HATTISIIHBIX TOCOOUH 1
TEXHUYECKUX CPEICTB MPU OTBETE;

- MCTIOJIb30BaHKE JIOTIOIHUTEIBHOTO
Marepuana;

- pPaMOHaIbHOCTH UCTIONB30BAHMUS
BpPEMEHH, OTBEICHHOTO Ha 3a/1aHUeE.

2 Gaia - CTYICHT yMeeT IPUMEHSTh
MOJTYYEHHYIO NIPU TIOATOTOBKE K
MPAaKTUIECKOMY 3aHSTHIO
nHpOPMAINIO, OTBEYATh Ha
OOJIBIIMHCTBO BOIIPOCOB, BECTH
JUCKYCCHIO C UCTIO.

1 Gamn — cTyaeHT Bnageet
TEOPETUYECKUM MaTepUaoM MO TeMe
MPaKTUYECKOTO 3aHATHUS, HHOTIA
3aTpyAHSETCS IPU OTBETE Ha BOIPOCHI,
HE yMeeT cOpMyIUPOBaTh CBOIO
TOYKY 3pEHUS Ha 00CYKIaeMyI0
npobiemy

Ecnu cryneHt He Bnaneet
npo0IeMaTuKol MPaKTHYECKOTO
3aHATHSI, HE MOXET OTBeYaTh Ha
BOIIPOCHI, 3a4YNTHIBAET OTBET IO
Hale4aTaHHOMY TEKCTY — OTBET
0aJjulaMH He OLICHHUBAETCA.

Tectupos
aHue

TecT cOCTOUT U3 BOMPOCOB C BLIOOPOM OTBETA.

4-5 0OammoB - CTYOEHT MpaBWIBHO OTBe4YaeT Oomee dyem Ha 90%
BOIIPOCOB.

3 Gamma — cTymeHT mpaBwibHO oTBewaeT Ha 50-80% BompocoB B
TecTe.

2 Oanna - CTyIeHT nmpaBuiIbHO oTBedaeT Ha 30-50% Bompocos.

1 Gamn - cTymeHT mpaBWIIBHO OTBedaeT Ha 25-30% BOmpoCoB B TecTe.
Menee 25% mpaBHIIBHBIX OTBETOB 0AJJTOB HE JAET.
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20

Ethernet

Cobeceno
BaHHUe(KO
HTPOJIBH
blIii cpe3)

CobecenoBanue npeamnonaraet
OpraHu3anuio Oecepl MpernoaaBaTess
CO CTyACHTaMH IO BOIIPOCaM
MPaKTUUECKOTO 3aHTHUS C LENbI0 Ooee
0OCTOSITENBHOTO BBISIBJICHUS UX 3HAHUHN
0 OTIpeIeICHHOMY pa3zeny, TeMe,
npobneme u T.I. Bee wieHsl rpynnst
MOTYT Y4acTBOBAaThb B 00CYKJICHHH,
100aBIATh HHPOPMALTHIO,
TMCKYTHPOBATb, 33/1aBaThb BOIIPOCH U
T.A.

VYCTHBIN 0npOC MOXKET IPUMEHSATHCS B
pa3nuyHbIX popMax: GpPOHTAIBHBIH,
WHAWBUAYaTbHBINA, KOMOMHUPOBAHHBIN.
OcCHOBHBIE Ka4ecTBa YCTHOTO OTBETa
HOJJIEKALIETO OLIEHKE:

- IPaBUJIBHOCTH OTBETA I10
COZICPIKaHHMIO;

- IOJTHOTA W TITyOMHA OTBETA;

- CO3HATENBHOCTh OTBETA;

- JIOTHKa U3JI0KEHUSI MaTepuaa;

- pPaMOHaIBHOCTH UCTIOIB30BaHHBIX
MIPUEMOB U CIIOCOOOB PEIICHUS
MOCTaBJICHHON y4eOHOH 3a/1auu;

- CBOCBPEMEHHOCTD U 3()()EKTUBHOCTD
WCTIOJIb30BaHUs HATTISIIHBIX TOCOOUH 1
TEXHUYECKUX CPEICTB MPU OTBETE;

- MCTIOJIb30BaHKE JIOTIOIHUTEIBHOTO
Marepuana;

- pPaMOHaIbHOCTH UCTIONB30BAHMUS
BpPEMEHH, OTBEICHHOTO Ha 3a/1aHUeE.

2 Gaia - CTYICHT yMeeT IPUMEHSTh
MOJTYYEHHYIO NIPU TIOATOTOBKE K
MPAaKTUIECKOMY 3aHSTHIO
nHpOPMAINIO, OTBEYATh Ha
OOJIBIIMHCTBO BOIIPOCOB, BECTH
JUCKYCCHIO C UCTIO.

1 Gamn — cTyaeHT Bnageet
TEOPETUYECKUM MaTepUaoM MO TeMe
MPaKTUYECKOTO 3aHATHUS, HHOTIA
3aTpyAHSETCS IPU OTBETE Ha BOIPOCHI,
HE yMeeT cOpMyIUPOBaTh CBOIO
TOYKY 3pEHUS Ha 00CYKIaeMyI0
npobiemy

Ecnu cryneHt He Bnaneet
npo0IeMaTuKol MPaKTHYECKOTO
3aHATHSI, HE MOXET OTBeYaTh Ha
BOIIPOCHI, 3a4YNTHIBAET OTBET IO
Hale4aTaHHOMY TEKCTY — OTBET
0aJjulaMH He OLICHHUBAETCA.
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JlaGoparo
pHas
padora(x
OHTPOJIBH
blIii cpe3)

JlaGoparopHbie pabOTHI BBIMOIHAIOTCS M0 TEMaTHKE MPAaKTHYECKUX
3aHATHH.

3 Oamna — naboparopHas paboTa BBIOJHEHA B IOJHOM OOBEME,
CTYACHT CBOOOJHO BJajgeeT MaTepHalioM, AEMOHCTPHUPYET IITyOOKHe,
CHCTEMaTU3UPOBAHHBIC 3HAHUS, CBOOOJHO OTBEYAECT HA BOIPOCHI
UCTIONB3Ys NPO(EeCCHOHATBHYIO TEPMUHOIOTHIO

2 Oamna — naboparopHast paboTa BBHINOJHEHA, HO UMEET HEKOTOpHIE
HETOYHOCTH BBINIOJIHEHHS, CTYAEHT BJaJeeT MpPEACTABICHHBIM
MaTepuaioM, OTBEUAeT Ha 3aJaHHbIC BOPOCHI

1 Gamn - nabopatopHas paboTa B LIEJIOM BBHINOJNHEHA, OAHAKO B
mporecce  BBINOJIHEHHUS — J1a0OpaTOpHOM  pabOoTBl  JOIMYIICHBI
CYIIECTBEHHBI OMIMOKH, CTYACHT ciabo BiaxeeT WHpOpPMAaILUEH Mo
TeMe, TIPH OTBETE UCIOJB3YET 3arOTOBICHHBIN TEKCT, 3aTPyAHACTCS C
OTBETaMH Ha 3aJjaBaeMbl€ BOIIPOCHI
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CeTteBoii
YPOBEHB

Cobeceno
BaHUE

CobecenoBanue npeamnonaraet
OpraHu3anuio Oecepl MpernoaaBaTess
CO CTyACHTaMH IO BOIIPOCaM
MPaKTUUECKOTO 3aHTHUS C LENbI0 Ooee
0OCTOSITENBHOTO BBISIBJICHUS UX 3HAHUHN
0 OTIpeIeICHHOMY pa3zeny, TeMe,
npobneme u T.I. Bee wieHsl rpynnst
MOTYT Y4acTBOBAaThb B 00CYKJICHHH,
100aBIATh HHPOPMALTHIO,
TMCKYTHPOBATb, 33/1aBaThb BOIIPOCH U
T.A.

VYCTHBIN 0npOC MOXKET IPUMEHSATHCS B
pa3nuyHbIX popMax: GpPOHTAIBHBIH,
WHAWBUAYaTbHBINA, KOMOMHUPOBAHHBIN.
OcCHOBHBIE Ka4ecTBa YCTHOTO OTBETa
HOJJIEKALIETO OLIEHKE:

- IPaBUJIBHOCTH OTBETA I10
COZICPIKaHHMIO;

- IOJTHOTA W TITyOMHA OTBETA;

- CO3HATENBHOCTh OTBETA;

- JIOTHKa U3JI0KEHUSI MaTepuaa;

- pPaMOHaIBHOCTH UCTIOIB30BaHHBIX
MIPUEMOB U CIIOCOOOB PEIICHUS
MOCTaBJICHHON y4eOHOH 3a/1auu;

- CBOCBPEMEHHOCTD U 3()()EKTUBHOCTD
WCTIOJIb30BaHUs HATTISIIHBIX TOCOOUH 1
TEXHUYECKUX CPEICTB MPU OTBETE;

- MCTIOJIb30BaHKE JIOTIOIHUTEIBHOTO
Marepuana;

- pPaMOHaIbHOCTH UCTIONB30BAHMUS
BpPEMEHH, OTBEICHHOTO Ha 3a/1aHUeE.

2 Gaia - CTYICHT yMeeT IPUMEHSTh
MOJTYYEHHYIO NIPU TIOATOTOBKE K
MPAaKTUIECKOMY 3aHSTHIO
nHpOPMAINIO, OTBEYATh Ha
OOJIBIIMHCTBO BOIIPOCOB, BECTH
JUCKYCCHIO C UCTIO.

1 Gamn — cTyaeHT Bnageet
TEOPETUYECKUM MaTepUaoM MO TeMe
MPaKTUYECKOTO 3aHATHUS, HHOTIA
3aTpyAHSETCS IPU OTBETE Ha BOIPOCHI,
HE yMeeT cOpMyIUPOBaTh CBOIO
TOYKY 3pEHUS Ha 00CYKIaeMyI0
npobiemy

Ecnu cryneHt He Bnaneet
npo0IeMaTuKol MPaKTHYECKOTO
3aHATHSI, HE MOXET OTBeYaTh Ha
BOIIPOCHI, 3a4YNTHIBAET OTBET IO
Hale4aTaHHOMY TEKCTY — OTBET
0aJjulaMH He OLICHHUBAETCA.
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Jlaboparo
pHast
pabora

JlaGoparopHbie pabOTHI BBIMOIHAIOTCS M0 TEMaTHKE MPAaKTHYECKUX
3aHATHH.

3 Oamna — naboparopHas paboTa BBIOJHEHA B IOJHOM OOBEME,
CTYACHT CBOOOJHO BJajgeeT MaTepHalioM, AEMOHCTPHUPYET IITyOOKHe,
CHCTEMaTU3UPOBAHHBIC 3HAHUS, CBOOOJHO OTBEYAECT HA BOIPOCHI
UCTIONB3Ys NPO(EeCCHOHATBHYIO TEPMUHOIOTHIO

2 Oamna — naboparopHast paboTa BBHINOJHEHA, HO UMEET HEKOTOpHIE
HETOYHOCTH BBINIOJIHEHHS, CTYAEHT BJaJeeT MpPEACTABICHHBIM
MaTepuaioM, OTBEUAeT Ha 3aJaHHbIC BOPOCHI

1 Gamn - nabopatopHas paboTa B LIEJIOM BBHINOJNHEHA, OAHAKO B
mporecce  BBINOJIHEHHUS — J1a0OpaTOpHOM  pabOoTBl  JOIMYIICHBI
CYIIECTBEHHBI OMIMOKH, CTYACHT ciabo BiaxeeT WHpOpPMAaILUEH Mo
TeMe, TIPH OTBETE UCIOJB3YET 3arOTOBICHHBIN TEKCT, 3aTPyAHACTCS C
OTBETaMH Ha 3aJjaBaeMbl€ BOIIPOCHI
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TpaHcnOopTHBII
YPOBEHb

Cobeceno
BaHUE

CobecenoBanue npeamnonaraet
OpraHu3anuio Oecepl MpernoaaBaTess
CO CTyACHTaMH IO BOIIPOCaM
MPaKTUUECKOTO 3aHTHUS C LENbI0 Ooee
0OCTOSITENBHOTO BBISIBJICHUS UX 3HAHUHN
0 OTIpeIeICHHOMY pa3zeny, TeMe,
npobneme u T.I. Bee wieHsl rpynnst
MOTYT Y4acTBOBAaThb B 00CYKJICHHH,
100aBIATh HHPOPMALTHIO,
TMCKYTHPOBATb, 33/1aBaThb BOIIPOCH U
T.A.

VYCTHBIN 0npOC MOXKET IPUMEHSATHCS B
pa3nuyHbIX popMax: GpPOHTAIBHBIH,
WHAWBUAYaTbHBINA, KOMOMHUPOBAHHBIN.
OcCHOBHBIE Ka4ecTBa YCTHOTO OTBETa
HOJJIEKALIETO OLIEHKE:

- IPaBUJIBHOCTH OTBETA I10
COZICPIKaHHMIO;

- IOJTHOTA W TITyOMHA OTBETA;

- CO3HATENBHOCTh OTBETA;

- JIOTHKa U3JI0KEHUSI MaTepuaa;

- pPaMOHaIBHOCTH UCTIOIB30BaHHBIX
MIPUEMOB U CIIOCOOOB PEIICHUS
MOCTaBJICHHON y4eOHOH 3a/1auu;

- CBOCBPEMEHHOCTD U 3()()EKTUBHOCTD
WCTIOJIb30BaHUs HATTISIIHBIX TOCOOUH 1
TEXHUYECKUX CPEICTB MPU OTBETE;

- MCTIOJIb30BaHKE JIOTIOIHUTEIBHOTO
Marepuana;

- pPaMOHaIbHOCTH UCTIONB30BAHMUS
BpPEMEHH, OTBEICHHOTO Ha 3a/1aHUeE.

2 Gaia - CTYICHT yMeeT IPUMEHSTh
MOJTYYEHHYIO NIPU TIOATOTOBKE K
MPAaKTUIECKOMY 3aHSTHIO
nHpOPMAINIO, OTBEYATh Ha
OOJIBIIMHCTBO BOIIPOCOB, BECTH
JUCKYCCHIO C UCTIO.

1 Gamn — cTyaeHT Bnageet
TEOPETUYECKUM MaTepUaoM MO TeMe
MPaKTUYECKOTO 3aHATHUS, HHOTIA
3aTpyAHSETCS IPU OTBETE Ha BOIPOCHI,
HE yMeeT cOpMyIUPOBaTh CBOIO
TOYKY 3pEHUS Ha 00CYKIaeMyI0
npobiemy

Ecnu cryneHt He Bnaneet
npo0IeMaTuKol MPaKTHYECKOTO
3aHATHSI, HE MOXET OTBeYaTh Ha
BOIIPOCHI, 3a4YNTHIBAET OTBET IO
Hale4aTaHHOMY TEKCTY — OTBET
0aJjulaMH He OLICHHUBAETCA.
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Jlaboparo
pHast
pabora

JlaGoparopHbie pabOTHI BBIMOIHAIOTCS M0 TEMaTHKE MPAaKTHYECKUX
3aHATHH.

3 Oamna — naboparopHas paboTa BBIOJHEHA B IOJHOM OOBEME,
CTYACHT CBOOOJHO BJajgeeT MaTepHalioM, AEMOHCTPHUPYET IITyOOKHe,
CHCTEMaTU3UPOBAHHBIC 3HAHUS, CBOOOJHO OTBEYAECT HA BOIPOCHI
UCTIONB3Ys NPO(EeCCHOHATBHYIO TEPMUHOIOTHIO

2 Oamna — naboparopHast paboTa BBHINOJHEHA, HO UMEET HEKOTOpHIE
HETOYHOCTH BBINIOJIHEHHS, CTYAEHT BJaJeeT MpPEACTABICHHBIM
MaTepuaioM, OTBEUAeT Ha 3aJaHHbIC BOPOCHI

1 Gamn - nabopatopHas paboTa B LIEJIOM BBHINOJNHEHA, OAHAKO B
mporecce  BBINOJIHEHHUS — J1a0OpaTOpHOM  pabOoTBl  JOIMYIICHBI
CYIIECTBEHHBI OMIMOKH, CTYACHT ciabo BiaxeeT WHpOpPMAaILUEH Mo
TeMe, TIPH OTBETE UCIOJB3YET 3arOTOBICHHBIN TEKCT, 3aTPyAHACTCS C
OTBETaMH Ha 3aJjaBaeMbl€ BOIIPOCHI

IP-anpecanus

JlaGoparo
pHasi
pabdora(k
OHTPOJIbH
blii cpe3)

JlaboparopHble pabOTHI BBHIMOIHAIOTCA O TEMAaTHKE MPAKTUIECKUX
3aHATHUI.

3 Oamra — maboparopHas paboTa BBITOJIHEHA B TIOJHOM OOBEME,
CTyZEHT CBOOOIHO BIIajeeT MarepHalioM, IEMOHCTPUpPYET TIIyOoKue,
CHUCTEMaTH3UPOBAaHHBIE 3HAHUS, CBOOONHO OTBEYAaeT HA BOIPOCHI
UCTIONB3YS TPO(ECCUOHATBHYIO TEPMUHOIOTHIO

2 Oamra — mabopartopHasi paboTa BBITTOJIHEHA, HO UMEET HEKOTOPHIE
HETOYHOCTH BBINIOJIHEHUS, CTYACHT BiaJleeT MpPeACTaBICHHBIM
MaTepHaloM, OTBEYaeT Ha 3aJaHHbIE BOMIPOCHI

1 6amn - maboparopHas paboTa B II€JIOM BBINTOJHEHA, OTHAKO B
MpoIecce  BHINIOJHEHUS  JTaOOpaTOpHOW  pabOTHl  JIOIYIICHBI
CYIIECTBCHHBI OMMOKH, CTYIEHT ciaabo BiazeeT mMHGOpMAINUEH I10
TeMe, IIPH OTBETE HCIIONB3YeT 3arOTOBICHHBIN TEKCT, 3aTPYOHIETCS C
OTBETaMH Ha 3a/laBaeMbI€ BOTIPOCHI




26

Cobeceno
BaHHUe(KO
HTPOJIBH
blIii cpe3)

CobecenoBanue npeamnonaraet
OpraHu3anuio Oecepl MpernoaaBaTess
CO CTyACHTaMH IO BOIIPOCaM
MPaKTUUECKOTO 3aHTHUS C LENbI0 Ooee
0OCTOSITENBHOTO BBISIBJICHUS UX 3HAHUHN
0 OTIpeIeICHHOMY pa3zeny, TeMe,
npobneme u T.I. Bee wieHsl rpynnst
MOTYT Y4acTBOBAaThb B 00CYKJICHHH,
100aBIATh HHPOPMALTHIO,
TMCKYTHPOBATb, 33/1aBaThb BOIIPOCH U
T.A.

VYCTHBIN 0npOC MOXKET IPUMEHSATHCS B
pa3nuyHbIX popMax: GpPOHTAIBHBIH,
WHAWBUAYaTbHBINA, KOMOMHUPOBAHHBIN.
OcCHOBHBIE Ka4ecTBa YCTHOTO OTBETa
HOJJIEKALIETO OLIEHKE:

- IPaBUJIBHOCTH OTBETA I10
COZICPIKaHHMIO;

- IOJTHOTA W TITyOMHA OTBETA;

- CO3HATENBHOCTh OTBETA;

- JIOTHKa U3JI0KEHUSI MaTepuaa;

- pPaMOHaIBHOCTH UCTIOIB30BaHHBIX
MIPUEMOB U CIIOCOOOB PEIICHUS
MOCTaBJICHHON y4eOHOH 3a/1auu;

- CBOCBPEMEHHOCTD U 3()()EKTUBHOCTD
WCTIOJIb30BaHUs HATTISIIHBIX TOCOOUH 1
TEXHUYECKUX CPEICTB MPU OTBETE;

- MCTIOJIb30BaHKE JIOTIOIHUTEIBHOTO
Marepuana;

- pPaMOHaIbHOCTH UCTIONB30BAHMUS
BpPEMEHH, OTBEICHHOTO Ha 3a/1aHUeE.

2 Gaia - CTYICHT yMeeT IPUMEHSTh
MOJTYYEHHYIO NIPU TIOATOTOBKE K
MPAaKTUIECKOMY 3aHSTHIO
nHpOPMAINIO, OTBEYATh Ha
OOJIBIIMHCTBO BOIIPOCOB, BECTH
JUCKYCCHIO C UCTIO.

1 Gamn — cTyaeHT Bnageet
TEOPETUYECKUM MaTepUaoM MO TeMe
MPaKTUYECKOTO 3aHATHUS, HHOTIA
3aTpyAHSETCS IPU OTBETE Ha BOIPOCHI,
HE yMeeT cOpMyIUPOBaTh CBOIO
TOYKY 3pEHUS Ha 00CYKIaeMyI0
npobiemy

Ecnu cryneHt He Bnaneet
npo0IeMaTuKol MPaKTHYECKOTO
3aHATHSI, HE MOXET OTBeYaTh Ha
BOIIPOCHI, 3a4YNTHIBAET OTBET IO
Hale4aTaHHOMY TEKCTY — OTBET
0aJjulaMH He OLICHHUBAETCA.
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PasOuenue
IP-cereii Ha
IMOJICETH

Cobeceno
BaHUE

CobecenoBanue npeamnonaraet
OpraHu3anuio Oecepl MpernoaaBaTess
CO CTyACHTaMH IO BOIIPOCaM
MPaKTUUECKOTO 3aHTHUS C LENbI0 Ooee
0OCTOSITENBHOTO BBISIBJICHUS UX 3HAHUHN
0 OTIpeIeICHHOMY pa3zeny, TeMe,
npobneme u T.I. Bee wieHsl rpynnst
MOTYT Y4acTBOBAaThb B 00CYKJICHHH,
100aBIATh HHPOPMALTHIO,
TMCKYTHPOBATb, 33/1aBaThb BOIIPOCH U
T.A.

VYCTHBIN 0npOC MOXKET IPUMEHSATHCS B
pa3nuyHbIX popMax: GpPOHTAIBHBIH,
WHAWBUAYaTbHBINA, KOMOMHUPOBAHHBIN.
OcCHOBHBIE Ka4ecTBa YCTHOTO OTBETa
HOJJIEKALIETO OLIEHKE:

- IPaBUJIBHOCTH OTBETA I10
COZICPIKaHHMIO;

- IOJTHOTA W TITyOMHA OTBETA;

- CO3HATENBHOCTh OTBETA;

- JIOTHKa U3JI0KEHUSI MaTepuaa;

- pPaMOHaIBHOCTH UCTIOIB30BaHHBIX
MIPUEMOB U CIIOCOOOB PEIICHUS
MOCTaBJICHHON y4eOHOH 3a/1auu;

- CBOCBPEMEHHOCTD U 3()()EKTUBHOCTD
WCTIOJIb30BaHUs HATTISIIHBIX TOCOOUH 1
TEXHUYECKUX CPEICTB MPU OTBETE;

- MCTIOJIb30BaHKE JIOTIOIHUTEIBHOTO
Marepuana;

- pPaMOHaIbHOCTH UCTIONB30BAHMUS
BpPEMEHH, OTBEICHHOTO Ha 3a/1aHUeE.

2 Gaia - CTYICHT yMeeT IPUMEHSTh
MOJTYYEHHYIO NIPU TIOATOTOBKE K
MPAaKTUIECKOMY 3aHSTHIO
nHpOPMAINIO, OTBEYATh Ha
OOJIBIIMHCTBO BOIIPOCOB, BECTH
JUCKYCCHIO C UCTIO.

1 Gamn — cTyaeHT Bnageet
TEOPETUYECKUM MaTepUaoM MO TeMe
MPaKTUYECKOTO 3aHATHUS, HHOTIA
3aTpyAHSETCS IPU OTBETE Ha BOIPOCHI,
HE yMeeT cOpMyIUPOBaTh CBOIO
TOYKY 3pEHUS Ha 00CYKIaeMyI0
npobiemy

Ecnu cryneHt He Bnaneet
npo0IeMaTuKol MPaKTHYECKOTO
3aHATHSI, HE MOXET OTBeYaTh Ha
BOIIPOCHI, 3a4YNTHIBAET OTBET IO
Hale4aTaHHOMY TEKCTY — OTBET
0aJjulaMH He OLICHHUBAETCA.
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Jlaboparo
pHast
pabora

JlaGoparopHbie pabOTHI BBIMOIHAIOTCS M0 TEMaTHKE MPAaKTHYECKUX
3aHATHH.

3 Oamna — naboparopHas paboTa BBIOJHEHA B IOJHOM OOBEME,
CTYACHT CBOOOJHO BJajgeeT MaTepHalioM, AEMOHCTPHUPYET IITyOOKHe,
CHCTEMaTU3UPOBAHHBIC 3HAHUS, CBOOOJHO OTBEYAECT HA BOIPOCHI
UCTIONB3Ys NPO(EeCCHOHATBHYIO TEPMUHOIOTHIO

2 Oamna — naboparopHast paboTa BBHINOJHEHA, HO UMEET HEKOTOpHIE
HETOYHOCTH BBINIOJIHEHHS, CTYAEHT BJaJeeT MpPEACTABICHHBIM
MaTepuaioM, OTBEUAeT Ha 3aJaHHbIC BOPOCHI

1 Gamn - nabopatopHas paboTa B LIEJIOM BBHINOJNHEHA, OAHAKO B
mporecce  BBINOJIHEHHUS — J1a0OpaTOpHOM  pabOoTBl  JOIMYIICHBI
CYIIECTBEHHBI OMIMOKH, CTYACHT ciabo BiaxeeT WHpOpPMAaILUEH Mo
TeMe, TIPH OTBETE UCIOJB3YET 3arOTOBICHHBIN TEKCT, 3aTPyAHACTCS C
OTBETaMH Ha 3aJjaBaeMbl€ BOIIPOCHI
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YposeHn
MIPHIIOKEHUM

Cobeceno
BaHUE

CobecenoBanue npeamnonaraet
OpraHu3anuio Oecepl MpernoaaBaTess
CO CTyACHTaMH IO BOIIPOCaM
MPaKTUUECKOTO 3aHTHUS C LENbI0 Ooee
0OCTOSITENBHOTO BBISIBJICHUS UX 3HAHUHN
0 OTIpeIeICHHOMY pa3zeny, TeMe,
npobneme u T.I. Bee wieHsl rpynnst
MOTYT Y4acTBOBAaThb B 00CYKJICHHH,
100aBIATh HHPOPMALTHIO,
TMCKYTHPOBATb, 33/1aBaThb BOIIPOCH U
T.A.

VYCTHBIN 0npOC MOXKET IPUMEHSATHCS B
pa3nuyHbIX popMax: GpPOHTAIBHBIH,
WHAWBUAYaTbHBINA, KOMOMHUPOBAHHBIN.
OcCHOBHBIE Ka4ecTBa YCTHOTO OTBETa
HOJJIEKALIETO OLIEHKE:

- IPaBUJIBHOCTH OTBETA I10
COZICPIKaHHMIO;

- IOJTHOTA W TITyOMHA OTBETA;

- CO3HATENBHOCTh OTBETA;

- JIOTHKa U3JI0KEHUSI MaTepuaa;

- pPaMOHaIBHOCTH UCTIOIB30BaHHBIX
MIPUEMOB U CIIOCOOOB PEIICHUS
MOCTaBJICHHON y4eOHOH 3a/1auu;

- CBOCBPEMEHHOCTD U 3()()EKTUBHOCTD
WCTIOJIb30BaHUs HATTISIIHBIX TOCOOUH 1
TEXHUYECKUX CPEICTB MPU OTBETE;

- MCTIOJIb30BaHKE JIOTIOIHUTEIBHOTO
Marepuana;

- pPaMOHaIbHOCTH UCTIONB30BAHMUS
BpPEMEHH, OTBEICHHOTO Ha 3a/1aHUeE.

2 Gaia - CTYICHT yMeeT IPUMEHSTh
MOJTYYEHHYIO NIPU TIOATOTOBKE K
MPAaKTUIECKOMY 3aHSTHIO
nHpOPMAINIO, OTBEYATh Ha
OOJIBIIMHCTBO BOIIPOCOB, BECTH
JUCKYCCHIO C UCTIO.

1 Gamn — cTyaeHT Bnageet
TEOPETUYECKUM MaTepUaoM MO TeMe
MPaKTUYECKOTO 3aHATHUS, HHOTIA
3aTpyAHSETCS IPU OTBETE Ha BOIPOCHI,
HE yMeeT cOpMyIUPOBaTh CBOIO
TOYKY 3pEHUS Ha 00CYKIaeMyI0
npobiemy

Ecnu cryneHt He Bnaneet
npo0IeMaTuKol MPaKTHYECKOTO
3aHATHSI, HE MOXET OTBeYaTh Ha
BOIIPOCHI, 3a4YNTHIBAET OTBET IO
Hale4aTaHHOMY TEKCTY — OTBET
0aJjulaMH He OLICHHUBAETCA.
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Jlaboparo
pHast
pabora

JlaGoparopHbie pabOTHI BBIMOIHAIOTCS M0 TEMaTHKE MPAaKTHYECKUX
3aHATHH.

3 Oamna — naboparopHas paboTa BBIOJHEHA B IOJHOM OOBEME,
CTYACHT CBOOOJHO BJajgeeT MaTepHalioM, AEMOHCTPHUPYET IITyOOKHe,
CHCTEMaTU3UPOBAHHBIC 3HAHUS, CBOOOJHO OTBEYAECT HA BOIPOCHI
UCTIONB3Ys NPO(EeCCHOHATBHYIO TEPMUHOIOTHIO

2 Oamna — naboparopHast paboTa BBHINOJHEHA, HO UMEET HEKOTOpHIE
HETOYHOCTH BBINIOJIHEHHS, CTYAEHT BJaJeeT MpPEACTABICHHBIM
MaTepuaioM, OTBEUAeT Ha 3aJaHHbIC BOPOCHI

1 Gamn - nabopatopHas paboTa B LIEJIOM BBHINOJNHEHA, OAHAKO B
mporecce  BBINOJIHEHHUS — J1a0OpaTOpHOM  pabOoTBl  JOIMYIICHBI
CYIIECTBEHHBI OMIMOKH, CTYACHT ciabo BiaxeeT WHpOpPMAaILUEH Mo
TeMe, TIPH OTBETE UCIOJB3YET 3arOTOBICHHBIN TEKCT, 3aTPyAHACTCS C
OTBETaMH Ha 3aJjaBaeMbl€ BOIIPOCHI

10.

9TO0 CcETh

TecTupoB

aHue(KOH

TPOJILHBI
i cpe3)

TecT cOCTOUT U3 BOMPOCOB C BLIOOPOM OTBETA.

4-5 0OammoB - CTYOEHT MpaBWIBLHO OTBe4daeT Oomee uem Ha 90%
BOIIPOCOB.

3 Oamma — cTymeHT mpaBwibHO oTBeyaeT Ha 50-80% BompocoB B
TecTe.

2 Oanna - CTyIeHT nmpaBuiIbHO oTBedaeT Ha 30-50% BompocoB.

1 Gamn - cTymeHT mpaBWIIBHO OTBedaeT Ha 25-30% BOmpoCoB B TecTe.
Menee 25% mpaBHIIbHBIX OTBETOB OAJJTOB HE JAET.

JlaGoparo
pHas
padora(x
OHTPOJIBH
blIii cpe3)

JlaGoparopHble pabOTHI BBIMOJIHAIOTCS M0 TEMaTHKE MPAKTUYECKUX
3aHATHH.

3 Oamna — naboparopHas paboTa BBINOJHEHA B IOJHOM OOBEME,
CTYACHT CBOOOJHO BJlajeeT MaTepHalioM, AEMOHCTPHUPYET IITyOOKHe,
CHCTEMaTU3UPOBAHHBIC 3HAHUSA, CBOOOJHO OTBEYAECT HA BOIPOCHI
UCTIONB3YS NPO(EeCCHOHATBHYIO TEPMUHOIOTHIO

2 Oamna — naboparopHast paboTa BBHINOJHEHA, HO UMEET HEKOTOpHIC
HETOYHOCTH BBINOJIHEHHS, CTYAEHT BJaJeeT MpPEACTABICHHBIM
MaTepuaioM, OTBEUAET Ha 3aJaHHbIC BOPOCHI

1 Gamn - nabopatopHas paboTa B LIEJIOM BBHINOJNHEHA, OAHAKO B
mporiecce  BBINOJIHEHHUS — J1a0OpaTOpHOM  pabOTBl  JOIMYIICHBI
CYIIECTBEHHBI OMIMOKH, CTYACHT ciabo BiaxeeT WHPOpPMAaLUEH Mo
TeMe, TIPH OTBETE UCIIONB3YET 3arO0TOBICHHBIN TEKCT, 3aTPyAHACTCS C
OTBETaMH Ha 3aJjaBaeMbl€ BOIIPOCHI
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Cobeceno
BaHHUe(KO
HTPOJIBH
blIii cpe3)

CobecenoBanue npeamnonaraet
OpraHu3anuio Oecepl MpernoaaBaTess
CO CTyACHTaMH IO BOIIPOCaM
MPaKTUUECKOTO 3aHTHUS C LENbI0 Ooee
0OCTOSITENBHOTO BBISIBJICHUS UX 3HAHUHN
0 OTIpeIeICHHOMY pa3zeny, TeMe,
npobneme u T.I. Bee wieHsl rpynnst
MOTYT Y4acTBOBAaThb B 00CYKJICHHH,
100aBIATh HHPOPMALTHIO,
TMCKYTHPOBATb, 33/1aBaThb BOIIPOCH U
T.A.

VYCTHBIN 0npOC MOXKET IPUMEHSATHCS B
pa3nuyHbIX popMax: GpPOHTAIBHBIH,
WHAWBUAYaTbHBINA, KOMOMHUPOBAHHBIN.
OcCHOBHBIE Ka4ecTBa YCTHOTO OTBETa
HOJJIEKALIETO OLIEHKE:

- IPaBUJIBHOCTH OTBETA I10
COZICPIKaHHMIO;

- IOJTHOTA W TITyOMHA OTBETA;

- CO3HATENBHOCTh OTBETA;

- JIOTHKa U3JI0KEHUSI MaTepuaa;

- pPaMOHaIBHOCTH UCTIOIB30BaHHBIX
MIPUEMOB U CIIOCOOOB PEIICHUS
MOCTaBJICHHON y4eOHOH 3a/1auu;

- CBOCBPEMEHHOCTD U 3()()EKTUBHOCTD
WCTIOJIb30BaHUs HATTISIIHBIX TOCOOUH 1
TEXHUYECKUX CPEICTB MPU OTBETE;

- MCTIOJIb30BaHKE JIOTIOIHUTEIBHOTO
Marepuana;

- pPaMOHaIbHOCTH UCTIONB30BAHMUS
BpPEMEHH, OTBEICHHOTO Ha 3a/1aHUeE.

2 Gaia - CTYICHT yMeeT IPUMEHSTh
MOJTYYEHHYIO NIPU TIOATOTOBKE K
MPAaKTUIECKOMY 3aHSTHIO
nHpOPMAINIO, OTBEYATh Ha
OOJIBIIMHCTBO BOIIPOCOB, BECTH
JUCKYCCHIO C UCTIO.

1 Gamn — cTyaeHT Bnageet
TEOPETUYECKUM MaTepUaoM MO TeMe
MPaKTUYECKOTO 3aHATHUS, HHOTIA
3aTpyAHSETCS IPU OTBETE Ha BOIPOCHI,
HE yMeeT cOpMyIUPOBaTh CBOIO
TOYKY 3pEHUS Ha 00CYKIaeMyI0
npobiemy

Ecnu cryneHt He Bnaneet
npo0IeMaTuKol MPaKTHYECKOTO
3aHATHSI, HE MOXET OTBeYaTh Ha
BOIIPOCHI, 3a4YNTHIBAET OTBET IO
Hale4aTaHHOMY TEKCTY — OTBET
0aJjulaMH He OLICHHUBAETCA.

11.

ITocemaeMocThb

10

10 6amnoB — crynent nocetnn Bce 100% 3ansaTHit

7-9 GannoB — cTyaeHT nmoceTws He MeHee 80% 3aHATHil

4-6 6amioB — cTyneHT nmocetun He Mmeree 50% 3aHaTuit

1-3 Gamnnma — CTyIeHT moceTH1 He MeHee 25% 3aHaTuit

Ecnu ctynenT nmocetun meHee 25% 3aHATHIA, OAJUTBI HE HAUUCIISIFOTCS




32

12. [IpemuansHbie OaIbl 20 JlononHuTENbHBIE TPEMUATBHBIE OAJUIBI MOTYT OBITh HAYHCIICHBI:
- 3a TIPOEKT, BBHINOJHEHHBIH TO 3aka3dy paboromarenss W
peann3oBaHHBIN Ha IpakTHKe — 20 6aJoB;
- MOCTOSHHAs aKTWBHOCTh BO BpeMsl IMpakTHUECKHX 3aHsATHi — 10
0aIoB;
- TIOJTHOCTHIO MOATOTOBJIICHHAS K MyONHMKAllUM CTaThsi 110 TEMaTukKe B
pamMKax qUCIUILTUHBL — 10 6aos;
- y4acTue ¢ JIOKJIaZIOM BO BCEPOCCHHCKON ONMMIIMAJAE IO TEMAaTHKe
n3ydaeMoit qucturuiuHe — 20 0amios;
- yJacThe B BBICTaBKE 10 TEMAaTUKE U3ydyaeMOW TUCIHILTUHBI — 20
0aIoB;
- myOnuKarusi CTaThM 10 TEMAaTUKE W3ydyaeMOW JTUCIMILTUHBI B
cOOpHUKE CTyA€HYEeCKHX paboT / MarepualaX BCEPOCCHICKON
koH(epeHyHn / xxypHane u3 nepeuns BAK —10/15/20
13. OTBeT Ha dK3aMeHE 30 10-17 GammoB — CTYIEHT PAcCKPHLI OCHOBHBIE BOIIPOCHI W 3aJaHUS
OwsieTa Ha OIIEHKY «yJOBIETBOPUTEIHHO»
18-24 GammoB — CTYIEHT PACKPHLI OCHOBHBIEC BOIIPOCHI W 3aJaHUS
OmeTa Ha OICHKY «XOPOIIIOY,
25-30 6GamroB — CTYIEHT pacKphUl OCHOBHBIC BOTPOCHI M 3aJaHUS
OusieTa Ha OIIEHKY «OTIUIHOM.
14. |MunuBunyanbHbIC 3aJaHUSA, 20 Pemenue ketica (10 6aioB)
C TMIOMOILBIO0 KOTOPBIX [Ipoxoxxnenne TtectupoBanus (30 BOMPOCOB) MO BCEMY Kypcy
MOXKHO HaOpaTh mucturinHbl (10 6amos)
JIOTIOJTHUTEITEHBIC OaJLThI
15. HUroro 3a cemectp 100
6 cemecTp
* moceniaemocts — 10 6amnoB
*  TeKylMi KoHTpoIsb — 50 OaoB
*  KOHTPOJIbHBIE Cpe3bl — 2 cpe3a Mo 5 0aioB Kaxablil
* npemuanbHble 6amiel — 20 6amIoB
* OTBeT Ha ’Kk3aMeHe: He Ooinee 30 OamioB
Pacnipenenenne 6amioB 1Mo 3a1aHUsIM:
No  [HaszBanue Ttembl | DopMbl Max. Mertoauka mpoBeICHUS 3aHATUS U OLICHKU
Te | /BHJI y4eOHOH |TEKyIEro | KoJI-BO
MBI paboThI KOHTpoJisi | 0asuioB

/ cpe3sl
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KommyTHpyeMbt
€ ceTu

Cobeceno
BaHUE

CobecenoBanue npeamnonaraet
OpraHu3anuio Oecepl MpernoaaBaTess
CO CTyACHTaMH IO BOIIPOCaM
MPaKTUUECKOTO 3aHTHUS C LENbI0 Ooee
0OCTOSITENBHOTO BBISIBJICHUS UX 3HAHUHN
0 OTIpeIeICHHOMY pa3zeny, TeMe,
npobneme u T.I. Bee wieHsl rpynnst
MOTYT Y4acTBOBAaThb B 00CYKJICHHH,
100aBIATh HHPOPMALTHIO,
TMCKYTHPOBATb, 33/1aBaThb BOIIPOCH U
T.A.

VYCTHBIN 0npOC MOXKET IPUMEHSATHCS B
pa3nuyHbIX popMax: GpPOHTAIBHBIH,
WHAWBUAYaTbHBINA, KOMOMHUPOBAHHBIN.
OcCHOBHBIE Ka4ecTBa YCTHOTO OTBETa
HOJJIEKALIETO OLIEHKE:

- IPaBUJIBHOCTH OTBETA I10
COZICPIKaHHMIO;

- IOJTHOTA W TITyOMHA OTBETA;

- CO3HATENBHOCTh OTBETA;

- JIOTHKa U3JI0KEHUSI MaTepuaa;

- pPaMOHaIBHOCTH UCTIOIB30BaHHBIX
MIPUEMOB U CIIOCOOOB PEIICHUS
MOCTaBJICHHON y4eOHOH 3a/1auu;

- CBOCBPEMEHHOCTD U 3()()EKTUBHOCTD
WCTIOJIb30BaHUs HATTISIIHBIX TOCOOUH 1
TEXHUYECKUX CPEICTB MPU OTBETE;

- MCTIOJIb30BaHKE JIOTIOIHUTEIBHOTO
Marepuana;

- pPaMOHaIbHOCTH UCTIONB30BAHMUS
BpPEMEHH, OTBEICHHOTO Ha 3a/1aHUeE.

2 Gaia - CTYICHT yMeeT IPUMEHSTh
MOJTYYEHHYIO NIPU TIOATOTOBKE K
MPAaKTUIECKOMY 3aHSTHIO
nHpOPMAINIO, OTBEYATh Ha
OOJIBIIMHCTBO BOIIPOCOB, BECTH
JUCKYCCHIO C UCTIO.

1 Gamn — cTyaeHT Bnageet
TEOPETUYECKUM MaTepUaoM MO TeMe
MPaKTUYECKOTO 3aHATHUS, HHOTIA
3aTpyAHSETCS IPU OTBETE Ha BOIPOCHI,
HE yMeeT cOpMyIUPOBaTh CBOIO
TOYKY 3pEHUS Ha 00CYKIaeMyI0
npobiemy

Ecnu cryneHt He Bnaneet
npo0IeMaTuKol MPaKTHYECKOTO
3aHATHSI, HE MOXET OTBeYaTh Ha
BOIIPOCHI, 3a4YNTHIBAET OTBET IO
Hale4aTaHHOMY TEKCTY — OTBET
0aJjulaMH He OLICHHUBAETCA.
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Jlaboparo
pHast
pabora

JlaGoparopHbie pabOTHI BBIMOIHAIOTCS M0 TEMaTHKE MPAaKTHYECKUX
3aHATHH.

3 Oamna — naboparopHas paboTa BBIOJHEHA B IOJHOM OOBEME,
CTYACHT CBOOOJHO BJajgeeT MaTepHalioM, AEMOHCTPHUPYET IITyOOKHe,
CHCTEMaTU3UPOBAHHBIC 3HAHUS, CBOOOJHO OTBEYAECT HA BOIPOCHI
UCTIONB3Ys NPO(EeCCHOHATBHYIO TEPMUHOIOTHIO

2 Oamna — naboparopHast paboTa BBHINOJHEHA, HO UMEET HEKOTOpHIE
HETOYHOCTH BBINIOJIHEHHS, CTYAEHT BJaJeeT MpPEACTABICHHBIM
MaTepuaioM, OTBEUAeT Ha 3aJaHHbIC BOPOCHI

1 Gamn - nabopatopHas paboTa B LIEJIOM BBHINOJNHEHA, OAHAKO B
mporecce  BBINOJIHEHHUS — J1a0OpaTOpHOM  pabOoTBl  JOIMYIICHBI
CYIIECTBEHHBI OMIMOKH, CTYACHT ciabo BiaxeeT WHpOpPMAaILUEH Mo
TeMe, TIPH OTBETE UCIOJB3YET 3arOTOBICHHBIN TEKCT, 3aTPyAHACTCS C
OTBETaMH Ha 3aJjaBaeMbl€ BOIIPOCHI
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OcHoBHEBIE
KOHLEMINU ’
HacTpoiika
KOMMYyTaropa

Cobeceno
BaHUE

CobecenoBanue npeamnonaraet
OpraHu3anuio Oecepl MpernoaaBaTess
CO CTyACHTaMH IO BOIIPOCaM
MPaKTUUECKOTO 3aHTHUS C LENbI0 Ooee
0OCTOSITENBHOTO BBISIBJICHUS UX 3HAHUHN
0 OTIpeIeICHHOMY pa3zeny, TeMe,
npobneme u T.I. Bee wieHsl rpynnst
MOTYT Y4acTBOBAaThb B 00CYKJICHHH,
100aBIATh HHPOPMALTHIO,
TMCKYTHPOBATb, 33/1aBaThb BOIIPOCH U
T.A.

VYCTHBIN 0npOC MOXKET IPUMEHSATHCS B
pa3nuyHbIX popMax: GpPOHTAIBHBIH,
WHAWBUAYaTbHBINA, KOMOMHUPOBAHHBIN.
OcCHOBHBIE Ka4ecTBa YCTHOTO OTBETa
HOJJIEKALIETO OLIEHKE:

- IPaBUJIBHOCTH OTBETA I10
COZICPIKaHHMIO;

- IOJTHOTA W TITyOMHA OTBETA;

- CO3HATENBHOCTh OTBETA;

- JIOTHKa U3JI0KEHUSI MaTepuaa;

- pPaMOHaIBHOCTH UCTIOIB30BaHHBIX
MIPUEMOB U CIIOCOOOB PEIICHUS
MOCTaBJICHHON y4eOHOH 3a/1auu;

- CBOCBPEMEHHOCTD U 3()()EKTUBHOCTD
WCTIOJIb30BaHUs HATTISIIHBIX TOCOOUH 1
TEXHUYECKUX CPEICTB MPU OTBETE;

- MCTIOJIb30BaHKE JIOTIOIHUTEIBHOTO
Marepuana;

- pPaMOHaIbHOCTH UCTIONB30BAHMUS
BpPEMEHH, OTBEICHHOTO Ha 3a/1aHUeE.

2 Gaia - CTYICHT yMeeT IPUMEHSTh
MOJTYYEHHYIO NIPU TIOATOTOBKE K
MPAaKTUIECKOMY 3aHSTHIO
nHpOPMAINIO, OTBEYATh Ha
OOJIBIIMHCTBO BOIIPOCOB, BECTH
JUCKYCCHIO C UCTIO.

1 Gamn — cTyaeHT Bnageet
TEOPETUYECKUM MaTepUaoM MO TeMe
MPaKTUYECKOTO 3aHATHUS, HHOTIA
3aTpyAHSETCS IPU OTBETE Ha BOIPOCHI,
HE yMeeT cOpMyIUPOBaTh CBOIO
TOYKY 3pEHUS Ha 00CYKIaeMyI0
npobiemy

Ecnu cryneHt He Bnaneet
npo0IeMaTuKol MPaKTHYECKOTO
3aHATHSI, HE MOXET OTBeYaTh Ha
BOIIPOCHI, 3a4YNTHIBAET OTBET IO
Hale4aTaHHOMY TEKCTY — OTBET
0aJjulaMH He OLICHHUBAETCA.
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Jlaboparo
pHast
pabora

JlaGoparopHbie pabOTHI BBIMOIHAIOTCS M0 TEMaTHKE MPAaKTHYECKUX
3aHATHH.

3 Oamna — naboparopHas paboTa BBIOJHEHA B IOJHOM OOBEME,
CTYACHT CBOOOJHO BJajgeeT MaTepHalioM, AEMOHCTPHUPYET IITyOOKHe,
CHCTEMaTU3UPOBAHHBIC 3HAHUS, CBOOOJHO OTBEYAECT HA BOIPOCHI
UCTIONB3Ys NPO(EeCCHOHATBHYIO TEPMUHOIOTHIO

2 Oamna — naboparopHast paboTa BBHINOJHEHA, HO UMEET HEKOTOpHIE
HETOYHOCTH BBINIOJIHEHHS, CTYAEHT BJaJeeT MpPEACTABICHHBIM
MaTepuaioM, OTBEUAeT Ha 3aJaHHbIC BOPOCHI

1 Gamn - nabopatopHas paboTa B LIEJIOM BBHINOJNHEHA, OAHAKO B
mporecce  BBINOJIHEHHUS — J1a0OpaTOpHOM  pabOoTBl  JOIMYIICHBI
CYIIECTBEHHBI OMIMOKH, CTYACHT ciabo BiaxeeT WHpOpPMAaILUEH Mo
TeMe, TIPH OTBETE UCIOJB3YET 3arOTOBICHHBIN TEKCT, 3aTPyAHACTCS C
OTBETaMH Ha 3aJjaBaeMbl€ BOIIPOCHI

Bupryanbnsie
TTOKaJbHBIE CETH
VLAN

TecTupoB

aHue(KOH

TPOJILHBI
i cpe3)

TecT cOCTOUT U3 BOMPOCOB C BLIOOPOM OTBETA.

4-5 0OammoB - CTYOEHT MpaBWIBLHO OTBe4daeT Oomee uem Ha 90%
BOIIPOCOB.

3 Oamma — cTymeHT mpaBwibHO oTBeyaeT Ha 50-80% BompocoB B
TecTe.

2 Oanna - CTyIeHT nmpaBuiIbHO oTBedaeT Ha 30-50% BompocoB.

1 Gamn - cTymeHT mpaBWIIBHO OTBedaeT Ha 25-30% BOmpoCoB B TecTe.
Menee 25% mpaBHIIbHBIX OTBETOB OAJJTOB HE JAET.

Jlaboparo
pHast
pabora

JlaGoparopHble pabOTHI BBIMOJIHAIOTCS M0 TEMaTHKE MPAKTUYECKUX
3aHATHH.

3 Oamna — naboparopHas paboTa BBINOJHEHA B IOJHOM OOBEME,
CTYACHT CBOOOJHO BJlajeeT MaTepHalioM, AEMOHCTPHUPYET IITyOOKHe,
CHCTEMaTU3UPOBAHHBIC 3HAHUSA, CBOOOJHO OTBEYAECT HA BOIPOCHI
UCTIONB3YS NPO(EeCCHOHATBHYIO TEPMUHOIOTHIO

2 Oamna — naboparopHast paboTa BBHINOJHEHA, HO UMEET HEKOTOpHIC
HETOYHOCTH BBINOJIHEHHS, CTYAEHT BJaJeeT MpPEACTABICHHBIM
MaTepuaioM, OTBEUAET Ha 3aJaHHbIC BOPOCHI

1 Gamn - nabopatopHas paboTa B LIEJIOM BBHINOJNHEHA, OAHAKO B
mporiecce  BBINOJIHEHHUS — J1a0OpaTOpHOM  pabOTBl  JOIMYIICHBI
CYIIECTBEHHBI OMIMOKH, CTYACHT ciabo BiaxeeT WHPOpPMAaLUEH Mo
TeMe, TIPH OTBETE UCIIONB3YET 3arO0TOBICHHBIN TEKCT, 3aTPyAHACTCS C
OTBETaMH Ha 3aJjaBaeMbl€ BOIIPOCHI
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Cobeceno
BaHUE

CobecenoBanue npeamnonaraet
OpraHu3anuio Oecepl MpernoaaBaTess
CO CTyACHTaMH IO BOIIPOCaM
MPaKTUUECKOTO 3aHTHUS C LENbI0 Ooee
0OCTOSITENBHOTO BBISIBJICHUS UX 3HAHUHN
0 OTIpeIeICHHOMY pa3zeny, TeMe,
npobneme u T.I. Bee wieHsl rpynnst
MOTYT Y4acTBOBAaThb B 00CYKJICHHH,
100aBIATh HHPOPMALTHIO,
TMCKYTHPOBATb, 33/1aBaThb BOIIPOCH U
T.A.

VYCTHBIN 0npOC MOXKET IPUMEHSATHCS B
pa3nuyHbIX popMax: GpPOHTAIBHBIH,
WHAWBUAYaTbHBINA, KOMOMHUPOBAHHBIN.
OcCHOBHBIE Ka4ecTBa YCTHOTO OTBETa
HOJJIEKALIETO OLIEHKE:

- IPaBUJIBHOCTH OTBETA I10
COZICPIKaHHMIO;

- IOJTHOTA W TITyOMHA OTBETA;

- CO3HATENBHOCTh OTBETA;

- JIOTHKa U3JI0KEHUSI MaTepuaa;

- pPaMOHaIBHOCTH UCTIOIB30BaHHBIX
MIPUEMOB U CIIOCOOOB PEIICHUS
MOCTaBJICHHON y4eOHOH 3a/1auu;

- CBOCBPEMEHHOCTD U 3()()EKTUBHOCTD
WCTIOJIb30BaHUs HATTISIIHBIX TOCOOUH 1
TEXHUYECKUX CPEICTB MPU OTBETE;

- MCTIOJIb30BaHKE JIOTIOIHUTEIBHOTO
Marepuana;

- pPaMOHaIbHOCTH UCTIONB30BAHMUS
BpPEMEHH, OTBEICHHOTO Ha 3a/1aHUeE.

2 Gaia - CTYICHT yMeeT IPUMEHSTh
MOJTYYEHHYIO NIPU TIOATOTOBKE K
MPAaKTUIECKOMY 3aHSTHIO
nHpOPMAINIO, OTBEYATh Ha
OOJIBIIMHCTBO BOIIPOCOB, BECTH
JUCKYCCHIO C UCTIO.

1 Gamn — cTyaeHT Bnageet
TEOPETUYECKUM MaTepUaoM MO TeMe
MPaKTUYECKOTO 3aHATHUS, HHOTIA
3aTpyAHSETCS IPU OTBETE Ha BOIPOCHI,
HE yMeeT cOpMyIUPOBaTh CBOIO
TOYKY 3pEHUS Ha 00CYKIaeMyI0
npobiemy

Ecnu cryneHt He Bnaneet
npo0IeMaTuKol MPaKTHYECKOTO
3aHATHSI, HE MOXET OTBeYaTh Ha
BOIIPOCHI, 3a4YNTHIBAET OTBET IO
Hale4aTaHHOMY TEKCTY — OTBET
0aJjulaMH He OLICHHUBAETCA.
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Mapuipytuzanu
s Mexay VLAN

Jlaboparo
pHast
pabora

JlaGoparopHbie pabOTHI BBIMOIHAIOTCS M0 TEMaTHKE MPAaKTHYECKUX
3aHATHH.

3 Oamna — naboparopHas paboTa BBIOJHEHA B IOJHOM OOBEME,
CTYACHT CBOOOJHO BJajgeeT MaTepHalioM, AEMOHCTPHUPYET IITyOOKHe,
CHCTEMaTU3UPOBAHHBIC 3HAHUS, CBOOOJHO OTBEYAECT HA BOIPOCHI
UCTIONB3Ys NPO(EeCCHOHATBHYIO TEPMUHOIOTHIO

2 Oamna — naboparopHast paboTa BBHINOJHEHA, HO UMEET HEKOTOpHIE
HETOYHOCTH BBINIOJIHEHHS, CTYAEHT BJaJeeT MpPEACTABICHHBIM
MaTepuaioM, OTBEUAeT Ha 3aJaHHbIC BOPOCHI

1 Gamn - nabopatopHas paboTa B LIEJIOM BBHINOJNHEHA, OAHAKO B
mporecce  BBINOJIHEHHUS — J1a0OpaTOpHOM  pabOoTBl  JOIMYIICHBI
CYIIECTBEHHBI OMIMOKH, CTYACHT ciabo BiaxeeT WHpOpPMAaILUEH Mo
TeMe, TIPH OTBETE UCIOJB3YET 3arOTOBICHHBIN TEKCT, 3aTPyAHACTCS C
OTBETaMH Ha 3aJjaBaeMbl€ BOIIPOCHI
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Cobeceno
BaHUE

CobecenoBanue npeamnonaraet
OpraHu3anuio Oecepl MpernoaaBaTess
CO CTyACHTaMH IO BOIIPOCaM
MPaKTUUECKOTO 3aHTHUS C LENbI0 Ooee
0OCTOSITENBHOTO BBISIBJICHUS UX 3HAHUHN
0 OTIpeIeICHHOMY pa3zeny, TeMe,
npobneme u T.I. Bee wieHsl rpynnst
MOTYT Y4acTBOBAaThb B 00CYKJICHHH,
100aBIATh HHPOPMALTHIO,
TMCKYTHPOBATb, 33/1aBaThb BOIIPOCH U
T.A.

VYCTHBIN 0npOC MOXKET IPUMEHSATHCS B
pa3nuyHbIX popMax: GpPOHTAIBHBIH,
WHAWBUAYaTbHBINA, KOMOMHUPOBAHHBIN.
OcCHOBHBIE Ka4ecTBa YCTHOTO OTBETa
HOJJIEKALIETO OLIEHKE:

- IPaBUJIBHOCTH OTBETA I10
COZICPIKaHHMIO;

- IOJTHOTA W TITyOMHA OTBETA;

- CO3HATENBHOCTh OTBETA;

- JIOTHKa U3JI0KEHUSI MaTepuaa;

- pPaMOHaIBHOCTH UCTIOIB30BaHHBIX
MIPUEMOB U CIIOCOOOB PEIICHUS
MOCTaBJICHHON y4eOHOH 3a/1auu;

- CBOCBPEMEHHOCTD U 3()()EKTUBHOCTD
WCTIOJIb30BaHUs HATTISIIHBIX TOCOOUH 1
TEXHUYECKUX CPEICTB MPU OTBETE;

- MCTIOJIb30BaHKE JIOTIOIHUTEIBHOTO
Marepuana;

- pPaMOHaIbHOCTH UCTIONB30BAHMUS
BpPEMEHH, OTBEICHHOTO Ha 3a/1aHUeE.

2 Gaia - CTYICHT yMeeT IPUMEHSTh
MOJTYYEHHYIO NIPU TIOATOTOBKE K
MPAaKTUIECKOMY 3aHSTHIO
nHpOPMAINIO, OTBEYATh Ha
OOJIBIIMHCTBO BOIIPOCOB, BECTH
JUCKYCCHIO C UCTIO.

1 Gamn — cTyaeHT Bnageet
TEOPETUYECKUM MaTepUaoM MO TeMe
MPaKTUYECKOTO 3aHATHUS, HHOTIA
3aTpyAHSETCS IPU OTBETE Ha BOIPOCHI,
HE yMeeT cOpMyIUPOBaTh CBOIO
TOYKY 3pEHUS Ha 00CYKIaeMyI0
npobiemy

Ecnu cryneHt He Bnaneet
npo0IeMaTuKol MPaKTHYECKOTO
3aHATHSI, HE MOXET OTBeYaTh Ha
BOIIPOCHI, 3a4YNTHIBAET OTBET IO
Hale4aTaHHOMY TEKCTY — OTBET
0aJjulaMH He OLICHHUBAETCA.
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Cratnueckasg
MapuipyTU3anus

Cobeceno
BaHUE

CobecenoBanue npeamnonaraet
OpraHu3anuio Oecepl MpernoaaBaTess
CO CTyACHTaMH IO BOIIPOCaM
MPaKTUUECKOTO 3aHTHUS C LENbI0 Ooee
0OCTOSITENBHOTO BBISIBJICHUS UX 3HAHUHN
0 OTIpeIeICHHOMY pa3zeny, TeMe,
npobneme u T.I. Bee wieHsl rpynnst
MOTYT Y4acTBOBAaThb B 00CYKJICHHH,
100aBIATh HHPOPMALTHIO,
TMCKYTHPOBATb, 33/1aBaThb BOIIPOCH U
T.A.

VYCTHBIN 0npOC MOXKET IPUMEHSATHCS B
pa3nuyHbIX popMax: GpPOHTAIBHBIH,
WHAWBUAYaTbHBINA, KOMOMHUPOBAHHBIN.
OcCHOBHBIE Ka4ecTBa YCTHOTO OTBETa
HOJJIEKALIETO OLIEHKE:

- IPaBUJIBHOCTH OTBETA I10
COZICPIKaHHMIO;

- IOJTHOTA W TITyOMHA OTBETA;

- CO3HATENBHOCTh OTBETA;

- JIOTHKa U3JI0KEHUSI MaTepuaa;

- pPaMOHaIBHOCTH UCTIOIB30BaHHBIX
MIPUEMOB U CIIOCOOOB PEIICHUS
MOCTaBJICHHON y4eOHOH 3a/1auu;

- CBOCBPEMEHHOCTD U 3()()EKTUBHOCTD
WCTIOJIb30BaHUs HATTISIIHBIX TOCOOUH 1
TEXHUYECKUX CPEICTB MPU OTBETE;

- MCTIOJIb30BaHKE JIOTIOIHUTEIBHOTO
Marepuana;

- pPaMOHaIbHOCTH UCTIONB30BAHMUS
BpPEMEHH, OTBEICHHOTO Ha 3a/1aHUeE.

2 Gaia - CTYICHT yMeeT IPUMEHSTh
MOJTYYEHHYIO NIPU TIOATOTOBKE K
MPAaKTUIECKOMY 3aHSTHIO
nHpOPMAINIO, OTBEYATh Ha
OOJIBIIMHCTBO BOIIPOCOB, BECTH
JUCKYCCHIO C UCTIO.

1 Gamn — cTyaeHT Bnageet
TEOPETUYECKUM MaTepUaoM MO TeMe
MPaKTUYECKOTO 3aHATHUS, HHOTIA
3aTpyAHSETCS IPU OTBETE Ha BOIPOCHI,
HE yMeeT cOpMyIUPOBaTh CBOIO
TOYKY 3pEHUS Ha 00CYKIaeMyI0
npobiemy

Ecnu cryneHt He Bnaneet
npo0IeMaTuKol MPaKTHYECKOTO
3aHATHSI, HE MOXET OTBeYaTh Ha
BOIIPOCHI, 3a4YNTHIBAET OTBET IO
Hale4aTaHHOMY TEKCTY — OTBET
0aJjulaMH He OLICHHUBAETCA.
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Jlaboparo
pHast
pabora

JlaGoparopHbie pabOTHI BBIMOIHAIOTCS M0 TEMaTHKE MPAaKTHYECKUX
3aHATHH.

3 Oamna — naboparopHas paboTa BBIOJHEHA B IOJHOM OOBEME,
CTYACHT CBOOOJHO BJajgeeT MaTepHalioM, AEMOHCTPHUPYET IITyOOKHe,
CHCTEMaTU3UPOBAHHBIC 3HAHUS, CBOOOJHO OTBEYAECT HA BOIPOCHI
UCTIONB3Ys NPO(EeCCHOHATBHYIO TEPMUHOIOTHIO

2 Oamna — naboparopHast paboTa BBHINOJHEHA, HO UMEET HEKOTOpHIE
HETOYHOCTH BBINIOJIHEHHS, CTYAEHT BJaJeeT MpPEACTABICHHBIM
MaTepuaioM, OTBEUAeT Ha 3aJaHHbIC BOPOCHI

1 Gamn - nabopatopHas paboTa B LIEJIOM BBHINOJNHEHA, OAHAKO B
mporecce  BBINOJIHEHHUS — J1a0OpaTOpHOM  pabOoTBl  JOIMYIICHBI
CYIIECTBEHHBI OMIMOKH, CTYACHT ciabo BiaxeeT WHpOpPMAaILUEH Mo
TeMe, TIPH OTBETE UCIOJB3YET 3arOTOBICHHBIN TEKCT, 3aTPyAHACTCS C
OTBETaMH Ha 3aJjaBaeMbl€ BOIIPOCHI
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JvnHamuyeckas
MapuipyTU3anus

Cobeceno
BaHUE

CobecenoBanue npeamnonaraet
OpraHu3anuio Oecepl MpernoaaBaTess
CO CTyACHTaMH IO BOIIPOCaM
MPaKTUUECKOTO 3aHTHUS C LENbI0 Ooee
0OCTOSITENBHOTO BBISIBJICHUS UX 3HAHUHN
0 OTIpeIeICHHOMY pa3zeny, TeMe,
npobneme u T.I. Bee wieHsl rpynnst
MOTYT Y4acTBOBAaThb B 00CYKJICHHH,
100aBIATh HHPOPMALTHIO,
TMCKYTHPOBATb, 33/1aBaThb BOIIPOCH U
T.A.

VYCTHBIN 0npOC MOXKET IPUMEHSATHCS B
pa3nuyHbIX popMax: GpPOHTAIBHBIH,
WHAWBUAYaTbHBINA, KOMOMHUPOBAHHBIN.
OcCHOBHBIE Ka4ecTBa YCTHOTO OTBETa
HOJJIEKALIETO OLIEHKE:

- IPaBUJIBHOCTH OTBETA I10
COZICPIKaHHMIO;

- IOJTHOTA W TITyOMHA OTBETA;

- CO3HATENBHOCTh OTBETA;

- JIOTHKa U3JI0KEHUSI MaTepuaa;

- pPaMOHaIBHOCTH UCTIOIB30BaHHBIX
MIPUEMOB U CIIOCOOOB PEIICHUS
MOCTaBJICHHON y4eOHOH 3a/1auu;

- CBOCBPEMEHHOCTD U 3()()EKTUBHOCTD
WCTIOJIb30BaHUs HATTISIIHBIX TOCOOUH 1
TEXHUYECKUX CPEICTB MPU OTBETE;

- MCTIOJIb30BaHKE JIOTIOIHUTEIBHOTO
Marepuana;

- pPaMOHaIbHOCTH UCTIONB30BAHMUS
BpPEMEHH, OTBEICHHOTO Ha 3a/1aHUeE.

2 Gaia - CTYICHT yMeeT IPUMEHSTh
MOJTYYEHHYIO NIPU TIOATOTOBKE K
MPAaKTUIECKOMY 3aHSTHIO
nHpOPMAINIO, OTBEYATh Ha
OOJIBIIMHCTBO BOIIPOCOB, BECTH
JUCKYCCHIO C UCTIO.

1 Gamn — cTyaeHT Bnageet
TEOPETUYECKUM MaTepUaoM MO TeMe
MPaKTUYECKOTO 3aHATHUS, HHOTIA
3aTpyAHSETCS IPU OTBETE Ha BOIPOCHI,
HE yMeeT cOpMyIUPOBaTh CBOIO
TOYKY 3pEHUS Ha 00CYKIaeMyI0
npobiemy

Ecnu cryneHt He Bnaneet
npo0IeMaTuKol MPaKTHYECKOTO
3aHATHSI, HE MOXET OTBeYaTh Ha
BOIIPOCHI, 3a4YNTHIBAET OTBET IO
Hale4aTaHHOMY TEKCTY — OTBET
0aJjulaMH He OLICHHUBAETCA.
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Jlaboparo
pHast
pabora

JlaGoparopHbie pabOTHI BBIMOIHAIOTCS M0 TEMaTHKE MPAaKTHYECKUX
3aHATHH.

3 Oamna — naboparopHas paboTa BBIOJHEHA B IOJHOM OOBEME,
CTYACHT CBOOOJHO BJajgeeT MaTepHalioM, AEMOHCTPHUPYET IITyOOKHe,
CHCTEMaTU3UPOBAHHBIC 3HAHUS, CBOOOJHO OTBEYAECT HA BOIPOCHI
UCTIONB3Ys NPO(EeCCHOHATBHYIO TEPMUHOIOTHIO

2 Oamna — naboparopHast paboTa BBHINOJHEHA, HO UMEET HEKOTOpHIE
HETOYHOCTH BBINIOJIHEHHS, CTYAEHT BJaJeeT MpPEACTABICHHBIM
MaTepuaioM, OTBEUAeT Ha 3aJaHHbIC BOPOCHI

1 Gamn - nabopatopHas paboTa B LIEJIOM BBHINOJNHEHA, OAHAKO B
mporecce  BBINOJIHEHHUS — J1a0OpaTOpHOM  pabOoTBl  JOIMYIICHBI
CYIIECTBEHHBI OMIMOKH, CTYACHT ciabo BiaxeeT WHpOpPMAaILUEH Mo
TeMe, TIPH OTBETE UCIOJB3YET 3arOTOBICHHBIN TEKCT, 3aTPyAHACTCS C
OTBETaMH Ha 3aJjaBaeMbl€ BOIIPOCHI

OSPF mia
OIHOM o0JIacTn

Jlabopato
pHas
pabora

JlaboparopHble pabOTHI BBHIMOIHAIOTCA O TEMAaTHKE MPAKTUIECKUX
3aHATHUI.

3 Oamra — maboparopHas paboTa BBITOJIHEHA B TIOJHOM OOBEME,
CTyZEHT CBOOOIHO BIIajeeT MarepHalioM, IEMOHCTPUpPYET TIIyOoKue,
CHUCTEMaTH3UPOBAaHHBIE 3HAHUS, CBOOONHO OTBEYAaeT HA BOIPOCHI
UCTIONB3YS TPO(ECCUOHATBHYIO TEPMUHOIOTHIO

2 Oamra — mabopartopHasi paboTa BBITTOJIHEHA, HO UMEET HEKOTOPHIE
HETOYHOCTH BBINIOJIHEHUS, CTYACHT BiaJleeT MpPeACTaBICHHBIM
MaTepHaloM, OTBEYaeT Ha 3aJaHHbIE BOMIPOCHI

1 6amn - maboparopHas paboTa B II€JIOM BBINTOJHEHA, OTHAKO B
MpoIecce  BHINIOJHEHUS  JTaOOpaTOpHOW  pabOTHl  JIOIYIICHBI
CYIIECTBCHHBI OMMOKH, CTYIEHT ciaabo BiazeeT mMHGOpMAINUEH I10
TeMe, IIPH OTBETE HCIIONB3YeT 3arOTOBICHHBIN TEKCT, 3aTPYOHIETCS C
OTBETaMH Ha 3a/laBaeMbI€ BOTIPOCHI
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Cobeceno
BaHUE

CobecenoBanue npeamnonaraet
OpraHu3anuio Oecepl MpernoaaBaTess
CO CTyACHTaMH IO BOIIPOCaM
MPaKTUUECKOTO 3aHTHUS C LENbI0 Ooee
0OCTOSITENBHOTO BBISIBJICHUS UX 3HAHUHN
0 OTIpeIeICHHOMY pa3zeny, TeMe,
npobneme u T.I. Bee wieHsl rpynnst
MOTYT Y4acTBOBAaThb B 00CYKJICHHH,
100aBIATh HHPOPMALTHIO,
TMCKYTHPOBATb, 33/1aBaThb BOIIPOCH U
T.A.

VYCTHBIN 0npOC MOXKET IPUMEHSATHCS B
pa3nuyHbIX popMax: GpPOHTAIBHBIH,
WHAWBUAYaTbHBINA, KOMOMHUPOBAHHBIN.
OcCHOBHBIE Ka4ecTBa YCTHOTO OTBETa
HOJJIEKALIETO OLIEHKE:

- IPaBUJIBHOCTH OTBETA I10
COZICPIKaHHMIO;

- IOJTHOTA W TITyOMHA OTBETA;

- CO3HATENBHOCTh OTBETA;

- JIOTHKa U3JI0KEHUSI MaTepuaa;

- pPaMOHaIBHOCTH UCTIOIB30BaHHBIX
MIPUEMOB U CIIOCOOOB PEIICHUS
MOCTaBJICHHON y4eOHOH 3a/1auu;

- CBOCBPEMEHHOCTD U 3()()EKTUBHOCTD
WCTIOJIb30BaHUs HATTISIIHBIX TOCOOUH 1
TEXHUYECKUX CPEICTB MPU OTBETE;

- MCTIOJIb30BaHKE JIOTIOIHUTEIBHOTO
Marepuana;

- pPaMOHaIbHOCTH UCTIONB30BAHMUS
BpPEMEHH, OTBEICHHOTO Ha 3a/1aHUeE.

2 Gaia - CTYICHT yMeeT IPUMEHSTh
MOJTYYEHHYIO NIPU TIOATOTOBKE K
MPAaKTUIECKOMY 3aHSTHIO
nHpOPMAINIO, OTBEYATh Ha
OOJIBIIMHCTBO BOIIPOCOB, BECTH
JUCKYCCHIO C UCTIO.

1 Gamn — cTyaeHT Bnageet
TEOPETUYECKUM MaTepUaoM MO TeMe
MPaKTUYECKOTO 3aHATHUS, HHOTIA
3aTpyAHSETCS IPU OTBETE Ha BOIPOCHI,
HE yMeeT cOpMyIUPOBaTh CBOIO
TOYKY 3pEHUS Ha 00CYKIaeMyI0
npobiemy

Ecnu cryneHt He Bnaneet
npo0IeMaTuKol MPaKTHYECKOTO
3aHATHSI, HE MOXET OTBeYaTh Ha
BOIIPOCHI, 3a4YNTHIBAET OTBET IO
Hale4aTaHHOMY TEKCTY — OTBET
0aJjulaMH He OLICHHUBAETCA.
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Crucku
KOHTPOJIS
nmoctyna (ACL)

Jlaboparo
pHast
pabora

JlaGoparopHbie pabOTHI BBIMOIHAIOTCS M0 TEMaTHKE MPAaKTHYECKUX
3aHATHH.

3 Oamna — naboparopHas paboTa BBIOJHEHA B IOJHOM OOBEME,
CTYACHT CBOOOJHO BJajgeeT MaTepHalioM, AEMOHCTPHUPYET IITyOOKHe,
CHCTEMaTU3UPOBAHHBIC 3HAHUS, CBOOOJHO OTBEYAECT HA BOIPOCHI
UCTIONB3Ys NPO(EeCCHOHATBHYIO TEPMUHOIOTHIO

2 Oamna — naboparopHast paboTa BBHINOJHEHA, HO UMEET HEKOTOpHIE
HETOYHOCTH BBINIOJIHEHHS, CTYAEHT BJaJeeT MpPEACTABICHHBIM
MaTepuaioM, OTBEUAeT Ha 3aJaHHbIC BOPOCHI

1 Gamn - nabopatopHas paboTa B LIEJIOM BBHINOJNHEHA, OAHAKO B
mporecce  BBINOJIHEHHUS — J1a0OpaTOpHOM  pabOoTBl  JOIMYIICHBI
CYIIECTBEHHBI OMIMOKH, CTYACHT ciabo BiaxeeT WHpOpPMAaILUEH Mo
TeMe, TIPH OTBETE UCIOJB3YET 3arOTOBICHHBIN TEKCT, 3aTPyAHACTCS C
OTBETaMH Ha 3aJjaBaeMbl€ BOIIPOCHI
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Cobeceno
BaHUE

CobecenoBanue npeamnonaraet
OpraHu3anuio Oecepl MpernoaaBaTess
CO CTyACHTaMH IO BOIIPOCaM
MPaKTUUECKOTO 3aHTHUS C LENbI0 Ooee
0OCTOSITENBHOTO BBISIBJICHUS UX 3HAHUHN
0 OTIpeIeICHHOMY pa3zeny, TeMe,
npobneme u T.I. Bee wieHsl rpynnst
MOTYT Y4acTBOBAaThb B 00CYKJICHHH,
100aBIATh HHPOPMALTHIO,
TMCKYTHPOBATb, 33/1aBaThb BOIIPOCH U
T.A.

VYCTHBIN 0npOC MOXKET IPUMEHSATHCS B
pa3nuyHbIX popMax: GpPOHTAIBHBIH,
WHAWBUAYaTbHBINA, KOMOMHUPOBAHHBIN.
OcCHOBHBIE Ka4ecTBa YCTHOTO OTBETa
HOJJIEKALIETO OLIEHKE:

- IPaBUJIBHOCTH OTBETA I10
COZICPIKaHHMIO;

- IOJTHOTA W TITyOMHA OTBETA;

- CO3HATENBHOCTh OTBETA;

- JIOTHKa U3JI0KEHUSI MaTepuaa;

- pPaMOHaIBHOCTH UCTIOIB30BaHHBIX
MIPUEMOB U CIIOCOOOB PEIICHUS
MOCTaBJICHHON y4eOHOH 3a/1auu;

- CBOCBPEMEHHOCTD U 3()()EKTUBHOCTD
WCTIOJIb30BaHUs HATTISIIHBIX TOCOOUH 1
TEXHUYECKUX CPEICTB MPU OTBETE;

- MCTIOJIb30BaHKE JIOTIOIHUTEIBHOTO
Marepuana;

- pPaMOHaIbHOCTH UCTIONB30BAHMUS
BpPEMEHH, OTBEICHHOTO Ha 3a/1aHUeE.

2 Gaia - CTYICHT yMeeT IPUMEHSTh
MOJTYYEHHYIO NIPU TIOATOTOBKE K
MPAaKTUIECKOMY 3aHSTHIO
nHpOPMAINIO, OTBEYATh Ha
OOJIBIIMHCTBO BOIIPOCOB, BECTH
JUCKYCCHIO C UCTIO.

1 Gamn — cTyaeHT Bnageet
TEOPETUYECKUM MaTepUaoM MO TeMe
MPaKTUYECKOTO 3aHATHUS, HHOTIA
3aTpyAHSETCS IPU OTBETE Ha BOIPOCHI,
HE yMeeT cOpMyIUPOBaTh CBOIO
TOYKY 3pEHUS Ha 00CYKIaeMyI0
npobiemy

Ecnu cryneHt He Bnaneet
npo0IeMaTuKol MPaKTHYECKOTO
3aHATHSI, HE MOXET OTBeYaTh Ha
BOIIPOCHI, 3a4YNTHIBAET OTBET IO
Hale4aTaHHOMY TEKCTY — OTBET
0aJjulaMH He OLICHHUBAETCA.
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[Iporokona
DHCP

Jlaboparo
pHast
pabora

JlaGoparopHbie pabOTHI BBIMOIHAIOTCS M0 TEMaTHKE MPAaKTHYECKUX
3aHATHH.

3 Oamna — naboparopHas paboTa BBIOJHEHA B IOJHOM OOBEME,
CTYACHT CBOOOJHO BJajgeeT MaTepHalioM, AEMOHCTPHUPYET IITyOOKHe,
CHCTEMaTU3UPOBAHHBIC 3HAHUS, CBOOOJHO OTBEYAECT HA BOIPOCHI
UCTIONB3Ys NPO(EeCCHOHATBHYIO TEPMUHOIOTHIO

2 Oamna — naboparopHast paboTa BBHINOJHEHA, HO UMEET HEKOTOpHIE
HETOYHOCTH BBINIOJIHEHHS, CTYAEHT BJaJeeT MpPEACTABICHHBIM
MaTepuaioM, OTBEUAeT Ha 3aJaHHbIC BOPOCHI

1 Gamn - nabopatopHas paboTa B LIEJIOM BBHINOJNHEHA, OAHAKO B
mporecce  BBINOJIHEHHUS — J1a0OpaTOpHOM  pabOoTBl  JOIMYIICHBI
CYIIECTBEHHBI OMIMOKH, CTYACHT ciabo BiaxeeT WHpOpPMAaILUEH Mo
TeMe, TIPH OTBETE UCIOJB3YET 3arOTOBICHHBIN TEKCT, 3aTPyAHACTCS C
OTBETaMH Ha 3aJjaBaeMbl€ BOIIPOCHI
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Cobeceno
BaHUE

CobecenoBanue npeamnonaraet
OpraHu3anuio Oecepl MpernoaaBaTess
CO CTyACHTaMH IO BOIIPOCaM
MPaKTUUECKOTO 3aHTHUS C LENbI0 Ooee
0OCTOSITENBHOTO BBISIBJICHUS UX 3HAHUHN
0 OTIpeIeICHHOMY pa3zeny, TeMe,
npobneme u T.I. Bee wieHsl rpynnst
MOTYT Y4acTBOBAaThb B 00CYKJICHHH,
100aBIATh HHPOPMALTHIO,
TMCKYTHPOBATb, 33/1aBaThb BOIIPOCH U
T.A.

VYCTHBIN 0npOC MOXKET IPUMEHSATHCS B
pa3nuyHbIX popMax: GpPOHTAIBHBIH,
WHAWBUAYaTbHBINA, KOMOMHUPOBAHHBIN.
OcCHOBHBIE Ka4ecTBa YCTHOTO OTBETa
HOJJIEKALIETO OLIEHKE:

- IPaBUJIBHOCTH OTBETA I10
COZICPIKaHHMIO;

- IOJTHOTA W TITyOMHA OTBETA;

- CO3HATENBHOCTh OTBETA;

- JIOTHKa U3JI0KEHUSI MaTepuaa;

- pPaMOHaIBHOCTH UCTIOIB30BaHHBIX
MIPUEMOB U CIIOCOOOB PEIICHUS
MOCTaBJICHHON y4eOHOH 3a/1auu;

- CBOCBPEMEHHOCTD U 3()()EKTUBHOCTD
WCTIOJIb30BaHUs HATTISIIHBIX TOCOOUH 1
TEXHUYECKUX CPEICTB MPU OTBETE;

- MCTIOJIb30BaHKE JIOTIOIHUTEIBHOTO
Marepuana;

- pPaMOHaIbHOCTH UCTIONB30BAHMUS
BpPEMEHH, OTBEICHHOTO Ha 3a/1aHUeE.

2 Gaia - CTYICHT yMeeT IPUMEHSTh
MOJTYYEHHYIO NIPU TIOATOTOBKE K
MPAaKTUIECKOMY 3aHSTHIO
nHpOPMAINIO, OTBEYATh Ha
OOJIBIIMHCTBO BOIIPOCOB, BECTH
JUCKYCCHIO C UCTIO.

1 Gamn — cTyaeHT Bnageet
TEOPETUYECKUM MaTepUaoM MO TeMe
MPaKTUYECKOTO 3aHATHUS, HHOTIA
3aTpyAHSETCS IPU OTBETE Ha BOIPOCHI,
HE yMeeT cOpMyIUPOBaTh CBOIO
TOYKY 3pEHUS Ha 00CYKIaeMyI0
npobiemy

Ecnu cryneHt He Bnaneet
npo0IeMaTuKol MPaKTHYECKOTO
3aHATHSI, HE MOXET OTBeYaTh Ha
BOIIPOCHI, 3a4YNTHIBAET OTBET IO
Hale4aTaHHOMY TEKCTY — OTBET
0aJjulaMH He OLICHHUBAETCA.

10.

IIpeobpazoBanu
€ CETEBBIX
anpecos [Pv4

TecTupoB

aHue(KOH

TPOJILHBI
i cpe3)

TecT cOCTOUT U3 BOMPOCOB C BLIOOPOM OTBETA.

4-5 0OammoB - CTYOEHT MpaBWIBHO OTBe4YaeT Oomee dyem Ha 90%
BOIIPOCOB.

3 Gamma — cTymeHT mpaBwibHO oTBewaeT Ha 50-80% BompocoB B
TecTe.

2 Oanna - CTyIeHT nmpaBuiIbHO oTBedaeT Ha 30-50% Bompocos.

1 Gamn - cTymeHT mpaBWIIBHO OTBedaeT Ha 25-30% BOmpoCoB B TecTe.
Menee 25% mpaBHIIBHBIX OTBETOB 0AJJTOB HE JAET.
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Jlaboparo
pHast
pabora

JlaGoparopHbie pabOTHI BBIMOIHAIOTCS M0 TEMaTHKE MPAaKTHYECKUX
3aHATHH.

3 Oamna — naboparopHas paboTa BBIOJHEHA B IOJHOM OOBEME,
CTYACHT CBOOOJHO BJajgeeT MaTepHalioM, AEMOHCTPHUPYET IITyOOKHe,
CHCTEMaTU3UPOBAHHBIC 3HAHUS, CBOOOJHO OTBEYAECT HA BOIPOCHI
UCTIONB3Ys NPO(EeCCHOHATBHYIO TEPMUHOIOTHIO

2 Oamna — naboparopHast paboTa BBHINOJHEHA, HO UMEET HEKOTOpHIE
HETOYHOCTH BBINIOJIHEHHS, CTYAEHT BJaJeeT MpPEACTABICHHBIM
MaTepuaioM, OTBEUAeT Ha 3aJaHHbIC BOPOCHI

1 Gamn - nabopatopHas paboTa B LIEJIOM BBHINOJNHEHA, OAHAKO B
mporecce  BBINOJIHEHHUS — J1a0OpaTOpHOM  pabOoTBl  JOIMYIICHBI
CYIIECTBEHHBI OMIMOKH, CTYACHT ciabo BiaxeeT WHpOpPMAaILUEH Mo
TeMe, TIPH OTBETE UCIOJB3YET 3arOTOBICHHBIN TEKCT, 3aTPyAHACTCS C
OTBETaMH Ha 3aJjaBaeMbl€ BOIIPOCHI




Cobeceno
BaHUE

CobecenoBanue npeamnonaraet
OpraHu3anuio Oecepl MpernoaaBaTess
CO CTyACHTaMH IO BOIIPOCaM
MPaKTUUECKOTO 3aHTHUS C LENbI0 Ooee
0OCTOSITENBHOTO BBISIBJICHUS UX 3HAHUHN
0 OTIpeIeICHHOMY pa3zeny, TeMe,
npobneme u T.I. Bee wieHsl rpynnst
MOTYT Y4acTBOBAaThb B 00CYKJICHHH,
100aBIATh HHPOPMALTHIO,
TMCKYTHPOBATb, 33/1aBaThb BOIIPOCH U
T.A.

VYCTHBIN 0npOC MOXKET IPUMEHSATHCS B
pa3nuyHbIX popMax: GpPOHTAIBHBIH,
WHAWBUAYaTbHBINA, KOMOMHUPOBAHHBIN.
OcCHOBHBIE Ka4ecTBa YCTHOTO OTBETa
HOJJIEKALIETO OLIEHKE:

- IPaBUJIBHOCTH OTBETA I10
COZICPIKaHHMIO;

- IOJTHOTA W TITyOMHA OTBETA;

- CO3HATENBHOCTh OTBETA;

- JIOTHKa U3JI0KEHUSI MaTepuaa;

- pPaMOHaIBHOCTH UCTIOIB30BaHHBIX
MIPUEMOB U CIIOCOOOB PEIICHUS
MOCTaBJICHHON y4eOHOH 3a/1auu;

- CBOCBPEMEHHOCTD U 3()()EKTUBHOCTD
WCTIOJIb30BaHUs HATTISIIHBIX TOCOOUH 1
TEXHUYECKUX CPEICTB MPU OTBETE;

- MCTIOJIb30BaHKE JIOTIOIHUTEIBHOTO
Marepuana;

- pPaMOHaIbHOCTH UCTIONB30BAHMUS
BpPEMEHH, OTBEICHHOTO Ha 3a/1aHUeE.

2 Gaia - CTYICHT yMeeT IPUMEHSTh
MOJTYYEHHYIO NIPU TIOATOTOBKE K
MPAaKTUIECKOMY 3aHSTHIO
nHpOPMAINIO, OTBEYATh Ha
OOJIBIIMHCTBO BOIIPOCOB, BECTH
JUCKYCCHIO C UCTIO.

1 Gamn — cTyaeHT Bnageet
TEOPETUYECKUM MaTepUaoM MO TeMe
MPaKTUYECKOTO 3aHATHUS, HHOTIA
3aTpyAHSETCS IPU OTBETE Ha BOIPOCHI,
HE yMeeT cOpMyIUPOBaTh CBOIO
TOYKY 3pEHUS Ha 00CYKIaeMyI0
npobiemy

Ecnu cryneHt He Bnaneet
npo0IeMaTuKol MPaKTHYECKOTO
3aHATHSI, HE MOXET OTBeYaTh Ha
BOIIPOCHI, 3a4YNTHIBAET OTBET IO
Hale4aTaHHOMY TEKCTY — OTBET
0aJjulaMH He OLICHHUBAETCA.
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11.

ITocemaeMocThb

10

10 6amnoB — crynent nocetnn Bce 100% 3ansaTHit

7-9 GannoB — cTyaeHT nmoceTws He MeHee 80% 3aHATHil

4-6 6amioB — cTyneHT nmocetun He Mmeree 50% 3aHaTuit

1-3 Gamnnma — CTyIeHT moceTH1 He MeHee 25% 3aHaTuit

Ecnu ctynenT nmocetun meHee 25% 3aHATHIA, OAJUTBI HE HAUUCIISIFOTCS
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12. [IpemuansHbie OaIbl 20 JlononHuTENbHBIE TPEMUATBHBIE OAJUIBI MOTYT OBITh HAYHCIICHBI:
- 32 TIPOEKT, BHINOJIHCHHBIH 10 3aka3ly paboromarens W
peann3oBaHHBIN Ha IpakTHKe — 20 6aJoB;
- MOCTOSHHAs aKTWBHOCTh BO BpeMsl IMpakTHUECKHX 3aHsATHi — 10
0aIoB;
- TIOJTHOCTBIO TIOJITOTOBJICHHAS K IYOTUKAIIMK CTAThsl M0 TEMaTHKE B
pamMKax qUCIUILTUHBL — 10 6aos;
- y4acTue ¢ JIOKJIaZIOM BO BCEPOCCHHCKON ONMMIIMAJAE IO TEMAaTHKe
n3ydaeMoit qucturuiuHe — 20 0amios;
- yJacThe B BBICTaBKE 10 TEMAaTUKE U3ydyaeMOW TUCIHILTUHBI — 20
0aIoB;
- myOnuKarusi CTaThM 10 TEMAaTUKE W3ydyaeMOW JTUCIMILTUHBI B
cOOpHUKE CTyA€HYEeCKHX paboT / MarepualaX BCEPOCCHICKON
koH(epeHyHn / xxypHane u3 nepeuns BAK —10/15/20

13. OTBeT Ha dK3aMeHE 30 10-17 GammoB — CTYIEHT PAcCKPHLI OCHOBHBIE BOIIPOCHI W 3aJaHUS
OwsieTa Ha OIIEHKY «yJOBIETBOPUTEIHHO»
18-24 GammoB — CTYIEHT PACKPHLI OCHOBHBIEC BOIIPOCHI W 3aJaHUS
OmeTa Ha OICHKY «XOPOIIIOY,
25-30 6GamroB — CTYIEHT pacKphUl OCHOBHBIC BOTPOCHI M 3aJaHUS
OusieTa Ha OIIEHKY «OTIUIHOM.

14. |MunuBunyanbHbIC 3aJaHUSA, 20 Pemenue ketica (10 6aioB)

C TMIOMOILBIO0 KOTOPBIX [Ipoxoxxnenne TtectupoBanus (30 BOMPOCOB) MO BCEMY Kypcy
MOXKHO HaOpaTh mucturinHbl (10 6amos)
JIOTIOJTHUTEITEHBIC OaJLThI
15. HUroro 3a cemectp 100

HtoroBass omeHka 1O »dKk3aMmeHy BeicTaBisieTcss B 100-0ayibHON 1mikame W B TPaTUIIMOHHOMN
YeThIpexOasIbHONW  IIIKaJe.
TPAJAUIIMOHHYIO YETHIPEXOATUTHHYIO OCYIIECTBISIETCS CISIYIOINM 00pa3oMm:

[TepeBon

100-6annbHOM  pEeHTHUHTOBOM OICHKHM 1O JUCIHIUIMHE B

100-6annpHas cucrema Tpagunuonnas cucrema
85 - 100 6anyoB OTnuyHO
70 - 84 Gannos Xoporo
50 - 69 6aiuioB YIOBIETBOPUTEITHHO
Memnee 50 HeynosnerBoputenbHO

4.2 TunoBsle OLICHOYHBIE CPEACTBA TEKYILIETO KOHTPOJIS

JlaboparopHas pabora

Tema 1. U3yuenue cetn

Jlaboparopnas pabora. M3y4ueHue cpeacTs Jyisi COBMECTHOM pabOTHI B CETH.

Tema 2. CeTeBble TPOTOKOJIBI U KOMMYHHUKAIIUH

JlaGoparopnas pabora. CocraBneHue cxembl cetu MIHTEepHET.

Tema 3. CereBoil noctyn

Jlabopatopnas pabora. M3y4yeHue ppiHka BakaHcHil B chepe HHOOPMAIIMOHHBIX M CETEBBIX TEXHOJIOTHH.

Tema 4. Ethernet

JlaGoparopnas pabora. Co3nanue KOHCOMBHON ceccuu ¢ nmomorbto Tera Term.

Tema 5. CeteBoil ypoBEHb



JlaGoparophas pabota. HacTpolika HCXOIHBIX MapaMeTPOB KOMMYTAaTOpa.

Tema 6. TpaHCIIOPTHBIN YPOBEHb
Jlaboparopnas pabora. HacTpoiika OCHOBHBIX TapaMETPOB MOAKIIOYCHHUS.

Tema 7. IP-agpecauus
JlaGoparopnas pabora. Kondurypamus agpeca yrnpapieHHs KOMMYTaTOpaMu.

Tema 8. Pa3Ouenue [P-cereit Ha monceTn
JlaGoparopnas pabora. [IpoekTupoBaHKE CHCTEMBI CBSI3H.

Tema 9. YpoBeHb MPUITOKEHHI
Jlaboparopnas pabora. M3yuenue ceteBbx cranaapToB. OpraHu3aiyy 1Mo CTaHIapTU3AINN.

Tema 10. D10 ceTb
Jlabopatopnas pabota. Mcrionb3oBanue nporpammsl Wireshark st mpocmotpa ceteBoro Tpaduka.

Tema 11. KommyTupyemsie cetu
1 Hacrpoiika nepeaapecanuy NOpTOB Ha MapIryptu3aropa Linksys.
2 bazoBas HacTpoiika KOMMYyTaTopa.

Tema 12. OCHOBHBIE KOHIEIIMU U HACTPOKKa KOMMYTaTopa
1 Hacrpoiika napameTpoB 6e30MacHOCTH KOMMYTaTopa.
2 WccnenoBanue MeToa0B peanuzanuu cetu VLAN.

Tewma 13. Bupryanbnsie okaibHble cetTd VLAN
1 Kongwurypamus VLAN 1 TpaHKOBBIX KaHAJIOB.
2 Ilouck u ycTpaHeHue HENOJAAI0K npu peanuzanuu cetu VLAN.

Tema 14. Mapuipytuzamus Mmexxay VLAN
1 Hacrpoiika mapmpyTtuzanuu Mexay VLAN s kaxxaoro uarepderica.
2 Hacrpoiika mapmpytuzanuu Mexay VLAN Ha ocHoBe ctangapta 801.2Q v TpaHKOBOTO KaHaa.

Tewma 15. Ctatnueckas MapupyTH3ALMS
Pazpabotka u peanuzanus cxemsl agpecauuud VLSM.

Tema 16. Jlunamuueckass MapupyTH3aLUsl
1 Hacrtpoiika o0bequnenus (arperanun) MapmpyToB [Pv4.
2 Ilouck u ycTpaHEHHE HEMONAOK CTATUYECKUX MapIIPYTOB.

Tema 17. OSPF mis ogHoi oOnactu
1 Xapakrepuctuku u TepmuHosiorust OSPF.
2 Onpenenenue Tuna naketos OSPF.

Tema 18. Cnucku konTposs gocrymna (ACL)
1 Ipunnun padoter ACL-cnmcka.
2 Pa3menieHue craHIapTHHIX U pacliMpeHHbIX ACL-CIIUCKOB.
3 Hactpoiika u npoBepka ctanaapTHbix ACL-criuckoB.



Tema 19. IIporoxona DHCP
bazosas nactpoiika DHCPv4 Ha MapuipyTu3aTtopa 1 KOMMYTaTOpeE.
Hacrpoiika mapmpytuzaropa DHCPv4 ¢ momomrsio Cisco 10S.
[Touck u ycTpaneHnue Henonaaok B padbore mapmpytuzaropa DHCPv4

Tema 20. IIpeoOpa3zoBanue ceTeBbIX aapecoB [Pv4
Hacrpoiika o0benuHeHus (arperaiuu) Mapupytos [Pv4.

CobecenoBannue

Tema 1. 3yuenue cetn
1.YUto Takoe KJIMEHTHI U CEPBEPHI B CETH, UX THUIIbI U BUJIBI.
2.JloHsATHE OHOPAHTOBBIX CETEH.
3.Ut0 Takoe mobanbHBIC CETH.

4. TexHOIOTHUHU AOCTYTa B UHTEPHET.
S.IMonknroueHue yaaaeHHbIX MOJIb30BaTenel K cetu MHTepHeT.
6.YTpo3bI U pelieHus o odecrnedeHnio 0€30MacHOCTH CETH.

Tema 2. CereBble IPOTOKOJIBI 1 KOMMYHUKALIUN
1.ITpaBuiia ceTeBbIX MPOTOKOJIOB U KOMMYHHKAIIHA.
2.BpeMeHHbIe TapaMeTphbl COOOIICHMS.
3.IlpaBwiia, periaMeHTHPYIOIHE CITOCOOBI 0OMEHA TaHHBIMHU.
4.Buapl ceTeBBIX MTPOTOKOJIOB.
5.00MeH JaHHBIMU C TIOMOIIBIO YCTPOUCTB B OJHOM CETH.

Tema 3. CereBoil nocTyn
1.Crioco0bI MOJKITIOUEHUS K CETH.
2.Yt0 Takoe cereBbie MHTEP(EHCHI TIATHI.
3.CpencTBa nepeaayu JaHHBIX (U3UUIECKOTO YPOBHSI.
4.0OCHOBHBIC PUHIIUTIBI (PU3UIECKOTO YPOBHS.
S.IIoHATHE CETEBOU Cpeapbl.
6.Tonomnorus rodaabHOM CeTH.

Tema 4. Ethernet
1.Ipuniun padots! Ethernet.
2 Ilpunanmn padotsr ARP.
3.Pons ARP B mporiecce yaanéHHOT0 0OMEHa JaHHBIMHU.
4.0OcHoBHas nH(MOPMAITUS O MOPTaX KOMMYTATOpA.
5. Texnomnorus Cisco Express Forwarding.

Tema 5. CereBoil ypoBEHb
1. Xapakrepuctuku [P-iporokoa.
2.MeTozas! MapLIpyTH3aLUH Y3JI0B.
3.YCcTpolcTBO MapIrypTU3aTopa.

4.Kak npoucxoauT UCIOJIb30BAHUE IILJTI03a 10 YMOJIYaHHUIO Ha y3JI€ 1 KOMMYTaTope.

Tema 6. TpaHCIIOPTHBIN YPOBEHb
1 3HayeHue TPaHCIOPTHOTO YPOBHS.
2 VYcranonenue TCP-coearHeHs U €T0 3aBEPIICHUSI.
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3 IIpoueccel u 3anpocsl UDP-cepsepa.
4 IIpoueccot UDP-knuenTa.

Tema 7. IP-agpecanus
1 CereBbie [Pv4-aapeca.
2 TIpeobOpa3oBaHue TBOUYHOTO a/ipeca B ICCATUIHBIM.
3 IIpucBoenue IP-agpecos.
4 Omnpenenenue [Pv4-agpecos.

Tema &. Pa3ouenue IP-cereii Ha moaceTn
1 CerMmeHTalus CeTH.
2 Tlpuunbl pa30UEHUS IO MTOICETH.
3 OOMeH JaHHBIMH MEX]Ty MOJICETSMHU.
4 3naunmocTh pazouenus [P-cetu Ha moaceTH.

Tema 9. YpoBeHb MPUITOKEHHI
1 Crioco6bl B3auMOACHCTBUS MPOTOKOJIOB MPUIOKEHUH € TPUIIOKEHUSIMU KOHEUHBIX
2 IOJIB30BaTEIICH.
3 IIpenocraBnenue cepucos [P-anpecarnun.
4 TlpenocraBieHue ciryx0 ooOMeHa dainamu.
5 Yro Ttakoe nporokoin nepenaun runeprekcra (HTML) u runeprekcToBbIi A3bIK
6 omnucaHus TOKYMEHTOB.
7 Paznuune nporokonoB HTTP u HTTPS.

Tema 10. D10 ceTh
1 IP-agpecanus B paMkax HEOOJBIION CETH.
2 Kak npoucxonut pe3epBUpOBaHKE B CETH.
3 PacnpocTpaneHHbIE POTOKOJIBI, HCTIOIB3YEMbIC B HEOOIBIIION CETH.
4 Tursl ya3BUMOCTEH B CUCTEME CETEeBOI 6e30MacHOCTH.
5 TloHsiTHE MEXKCETEBOTO IKpAHA.
6 MeTozp! 3aIIUTHl YCTPOHCTB: OCHOBHBIE MEpPhI 00ecrieueH s 0€301MacHOCTH.

Tema 11. KommyTupyemslie ceti
1 Ipunnun pa6otel NAT 1 ero xapakTepucTHUKH.
2 Craruyeckoe npeodpa3oBaHKUE CETEBbIX a/IPECOB.
3 JTunamuueckoe mpeoOpa3zoBanue ceTeBbIX agpecoB NAT.
4 TlpeumyniectBo NAT.
5 Henocrtarku NAT.

Tema 12. OCHOBHBIE KOHIEIIMU U HACTPOKKA KOMMYTaTopa
1 Yro Takoe IyIUIeKCHas CBA3b.
2 OyHKIMS aBTOMAaTUYECKOTO OIpe/ieJIeHHsI THUIla KaOes.
3 Ipunnun padorsr SSH.

4 PacnpocTpaHeHHBIE yTPpo3bl 0€30MaCHOCTH: nepernoHeHune Tadmuisl MAC-aapecos,

5 DHCP-cnyuHr 1 ucnosnb3oBaHue ysa3BUMocTel mpotokona CDP.

Tema 13. BupryanbHble nokanbHble ceTh VLAN
1 CerMeHTanus BUPTYaJbHbBIX JOKAJIbHBIX CETEH.
2 Tunsl BUPTyaJIbHBIX JIOKAJbHBIX CETEH.
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3 HazHaueHue BUPTyaJIbHOH JIOKAJIbHOM CETH.
4 Jlnamazon VLAN Ha kommyTtaropax Catalyst.

Tema 14. Mapuipytuzamus Mmexxay VLAN
1 Vcrapesmme meroasl Mapuipytuszaunu mexay VLAN.
2 TIpo6nembr mapmpytusanuu Mexay VLAN: Hemonaaku B paboTe mopTa KOMMYyTaTopa.
3 IIpoBepka HaCTPOEK MapILIypTH3ATOP.
4 Bupasr ommbok B [P-anpecax u mapkax moaceT.
5 OCHOBBI HACTPOWKH U pabOTHI KOMMYTAIMK Ha 3-M ypOBHE.

Tema 15. Crarnueckas MapupyTu3anus
1 JlocTym K yaaJd€eHHBIM CETSM.
2 IlpeumyiiecTBa CTaTHYECKON MapIIPyTHU3ALMH.
3 Tumbl cTaTUYECKUX MAPLIPYTOB U UX MPUMEHEHHE.
4 KnaccoBble MacKu MOJICETH.

Tema 16. Jlunamuueckass MapupyTH3aLusl
1 IlpuHnun paboThl IMHAMUYECKOW MapIIPyTH3AIIHH.
2 Pa3BuTHE MPOTOKOJIOB TUHAMUYECKON MapIIpyTU3aAIUH.
3 HaznaueHue v poiib TPOTOKOJIIOB IMHAMUYECKON MapIIpyTHU3aUHU.
4 Knaccugukaiys poTOKOJIOB MapIIpyTU3AIUH.

Tema 17. OSPF st onHoli oGnacTtu
1 Xapakrepuctuku npotokosia OSPF.
2 Kommnonents! npotokona OSPF.
3 IlpuHnunsl paboThl MapIIPYyTU3ALKH 110 COCTOSHUIO KaHaja.
4 Cunxponu3zaius 6a3 ganaeix OSPF.

Tema 18. Cnucku kouTposst gocrymna (ACL)
1 Ipunnun pa6otsr ACL-crrckoB 1o npoTtokony IP.
2 IMpunun padotst ACL-cuCKOB.
3 [Ha6nonusie Mmacku B ACL-criuckax.
4 Pacnpoctpanennblie ook ACL-CIIMCKOB.

Tema 19. IIporoxona DHCP
1 OO6uue cenenus o mpotokosie DHCPv4.
2 ®opmar coobmenunit DHCPv4.
3 Xapakrepuctuka npotokona DHCPv6.
4 TMpunmun padorst SLAAC.

Tema 20. IIpeoOpa3oBanue ceTeBbIX aapecoB [Pv4
1 Xapakrepuctuku NAT.
2 Tumsl npeodpa3oBanus ceTeBbIX agpecoB NAT.
3 Crarnueckoe npeoOpazoBaHHe CETEBBIX aPECOB U JMHAMUYECKOE MTpeoOpa3oBaHue
4 anpecoB NAT.
5 TIpeobpaszoBanmue anpecoB mopToB PAT.
6 I[IpeumymiectBa u Hegoctarku NAT.

TecrupoBanue
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Tema 3. CerteBoil nocTyn
1. Inst wero ciy>xut nmapametp “n” B komanzae ping —n 200 192.168.0.8
Ortser:
(-) [TapameTp «—n» MO3BOJIAET 33/1aTh Ka4ecTBa Mepeadu Tpaduka 1mno ceTu
(+) ITapameTp «—n» O3BOJISIET 3a7aTh KOJIMUECTBO MepeaaBacMbIX 3X0-3ampocoB (y Hac ux 200)
(-) ITapameTp «—n» MO3BOJISIET 3a1aTh BpeMs *ku3HU nakeTa = 200 Mcek
(-) ITapameTp «—n» NO3BOJIAET 331aTh ONTUMAJIBHBIN MapLIPyT AJIs MPOJABMXKEHHS ITAKeTa 110 CETH
2. Ha xaxom yposae mozaenu OSI pa6oraer HUB?
Ortser:
(+) Ha 1m
(-) Ha 2m
(-) Ha 3m
(-) Ha 4m
3. YkaxxuTe Ha OMIHOKY:
Ortser:
(-) Hub ormpaBnsier makeTsl BO Bce MOPTHI, KPOME OPTA — UCTOUHUKA

(-) Switch oTnpaBisieT MakeThl TOJBLKO B TOPT HA3HAYCHUS 3a CUET MCToab30Banus Tabmuiet MAC aapecos
XOCTOB

(+) Hub otmpapnsieT makeThl TOJIBKO B MOPT HA3HAYCHMSI 3a CUET UCTIONb30BaHus Tabmuibel MAC anpecos
XOCTOB

(+) Switch ormpaBmnsieT makeThl BO BCE OPTHI, KPOME TTOPTa — HCTOYHHKA

4. B yuem Ha3HaueHue nporpammsl Traffic Generator?

Ortser:

(-) OHa no3BOJISIET IPOBEPUTH CBSI3b MEXKY XOCTAMHU

(-) OHa no3BosisgeT BBIOpaTh ONTUMANIBHBIA MapIIPYT IS IPOABHKEHUS ITAKETA IO CETH
(+) OHa no3BOJIIET MEHATH BEIMYUHY 3arpy>KEHHOCTH CETU

(+) Ona mo3BoJISIET MPOU3BOAUTH MCCIIEIOBAHNE KaueCTBa Niepenavyn Tpaduka 1o ceTu
5. B yem maBHO€E Ha3HaueHue nporokona ICMP?

Ortser:

(+) ICMP ucnonb3yercs A epenadu cooOIIeHui 00 omuodKax 1 APYruxX UCKIIOYUTEIbHBIX CUTYaIUsX,
BO3HHKIIUX IIPH MIepeaade JaHHBIX

(-) ICMP ucnonp3yetcst Ui yIan&éHHOTO JOCTYTa K MHTepQeiicy KOMaHIHOM CTPOKHU ONEPAITHOHHBIX
CUCTEM

(-) ICMP ucnonb3yetcst 1u1st 00ecriedyeHHst CBA3U MKy KOMIBIOTEpaMH BHYTPH JIOKAJIbHON CeTH

(-) ICMP ucnionp3yetcst 115t 00eCTieUeHUs CBSI3U MEXKY JTIOKAJTbHBIMHU CETAMU (MEXKITY KOMITBIOTEpaAMH U3
pa3HBIX JOKAJHHBIX CETEH)

6. B uem Ha3HaueHue komaH b1 Ping?
Orser:
(-) Komannma ucnonb3yercs i 0ToOpakeHus TeKymux HacTpoek npotokona TCP/IP u st oOHOBIEHUS

HEKOTOPBIX ITApaMETPOB, 3a7]aBAEMbIX IIPH aBTOMAaTHYECKOM KOH(UTYPUPOBAHUH CETEBBIX HHTEP(HEHCOB
MpHU Ucoiib30BaHuM mpoTokosia Dynamic Host Configuration Protocol (DHCP).

(+) Komanna ormpasinsier 3anpockl (ICMP Echo-Request) mporokona ICMP ykazanHoMy y31y ceTd U
¢ukcupyet nocrynaromue orsetsl (ICMP Echo-Reply)

(+) D10 KOMaHaa I TPOBEPKU COeTMHEHMH B ceTsax Ha ocHoBe TCP/IP

(-) Komanma mo3BossieT mpocMarpuBath U U3MEHTH 3anucy B ka1 ARP (Address Resolution Protocol -
MIPOTOKOJI pa3peIICHUsI aIpECOB), KOTOPBIN MPEICTaBIIsIeT cOO0M Tabnuiry cooTBeTcTBUs [P-anpecos
armapaTHbIM aJ[pecaM CETEBBIX YCTPOUCTB

7. Kakoit mopT NpuHSTO UCIOIB30BATh I POTpaMMUPOBaHUs MapupyTu3aropoB Cisco?
Ortser:



(-) Konconpnsriit nopt LPT

(+) Konconpasriii moptr USB

(-) Konconpnsiit noptr COM1 unu COM?2

8. [lns1 yero npeaHa3HauYEHbI access MOPThI?

Ortser:

(-) Anst moaxmroueHus: 6€CIIPOBOIHBIX YCTPOMCTB

(-) Jnst moakmroueHus K o0aKy

(+) st momKITFOueHus M0JIb30BaTeen

(-) st cBSI3M KOMMYTaToOpoB

9. 11 wero co3naroTcs BUpTyasibHbIE JoKabHBIE ceTr (VLAN)?
Ortser:

(+) Anst orpanndeHus pazmMepa MHPOKOBENIaTEIbHBIX PACCHIIIOK

(+) Ans ynyuiieHust IpoU3BOAUTEIBHOCTH CETU

(+) st moBbIIeHHs] 6€30MMACHOCTH CETH

(-) Hdnst oObequHEeHMsI ceTeld pa3IMYHbIX TOMOJIOTHI

10. Kakue koMaHAbl UCTIONB3YIOTCA 111 MPOCMOTpa akTUBHBIX VLAN?
Ortser:

(+) show vlan

(+) shvl br

(-) reload

(-) Switchport mode access

11. Yro onpenensier komanna Routerl(config)#enable password parol?
Ortser:

(-) [Tapons Ha TIOJTE30BATEIBCKHUI PEKUM

(+) [Taponb Ha NIPUBUIIETUPOBAHHBINA PEKUM

(-) [Tapons Ha peXxuM TI0OATBHON KOH(MUTYpALUN

(-) ITaponpb Ha HacTpoiiKy uHTEpdEiicoB

12. B yem naznauenue komanibl SERVER>nslookup www.yandex.ru?
Ortser:

(+) Ona cityXuT IJ1s1 TPOBEPKHU MPABMUIBHOCTH paboThI Ipsimoit 30H6I DNS cepBepa
(-) OHa ciy>XuT Ui IpOBEpKU NPaBUIBHOCTH paboThl oOpaTHoi 3061 DNS cepBepa
(+) Ona cityXuT aj1st TOro, YToOBI Y3HaTh IoMeHHOE uMsi DNS

(+) Ona cayxur ans Toro, uto0s! y3Hath [P anpec DNS cepsepa

13. B yeM otimuwme 30HbI IpsiMoro npocmoTrpa DNS ot 30HB1 00paTHOTO TpocMoTpa DNS? Vikaxute
MPaBWIbHBIN OTBET.

Orser:

(+) B 30He mpsiMoro mpocMoTpa Ha 3alpoc TOMEHHOT0 UMEHH HET OTBET B Buje [P anpeca

(+) B 30ne obpaTHOTO MpocMoTpa 1o [P Ml y3naem qomerHoe umst [1K

(-) B 30HE mpsiMOTO MPOCMOTpA HA 3aMIPOC JOMEHHOTO UMEHH UIET OTBET B BUJE NOMEHHOro nMmenu [1K
(-) B 30m€ 0O6parHoTO IpocMoTpa 1o 3anpocy I[P mer y3naem IP anpec I1IK

14. Haiinute ommoky:

Orser:

(+) Omymsrop cereBoii cpenst Cisco Packet Tracer mo3BossieT MpoOBOANUTH HACTPOIKY TaKUX CETEBBIX
cepBepHbIX cepBucoB, kak: DNS, EMAIL, FTP, pe3epsHoro konuposanusi, HTTP, DHCP

(-) OmymnsTop cereBoit cpennl Cisco Packet Tracer mo3BosnsieT mpoOBOAUTH HACTPOUKY TAKHX CETEBBIX
cepBepHbIx cepBucos, kak: HTTP, DHCP, DNS, EMAIL, FTP

(+) Omymsrop cereBoii cpenst Cisco Packet Tracer mo3BosseT mpoBOANUTH HACTPOIKY TaKUX CETEBBIX
cepBepHbIX cepBucos, kak: HTTP, DHCP, FTP, 6a3 nanusix, DNS, EMAIL



(+) Omymsrop cereBoii cpenst Cisco Packet Tracer mo3BosseT MpOBOANUTH HACTPOIKY TaKUX CETEBBIX
cepBepHbIx cepBucos, kak: HTTP, DHCP, DNS, npokcu, EMAIL, FTP

15. B uem naznauenue Cisco DHCP cepsepa?

Ortser:

(-) ITo3BomsieT co3naBaTh MpoCTeHiIne BeO-CTPAaHUIKU U IPOBEPSATH MPOXOXKACHUE MaKeTOB Ha 80-bIif HOPT
cepsepa

(+) [To3BosteT OPraHU30BBIBATH MYJIBI CETEBBIX HACTPOEK JIJIsl aBTOMAaTHYECKOTO0 KOH(DUTYPUPOBAHUS
CEeTeBbIX UHTEPEiicoB

(-) ITo3BomnsieT opraHnU30BaTh CIIy>KOy pa3pelIeHus JOMEHHBIX UMEH

(-) B ero 3amaum Bxomut xpaneHue ¢aiaoB u odecreueHne noctyna K HuM kimentckux 1K, nampumep, mo
npotokoiny FTP

Tema 10. D10 ceTh

1. Kakue mapametpsl cepsep DHCP npenocrasnser kiaueHntam?OTBET:

(+) IP-anmpec

(+) Macky nmoxaceTtu

(+) OcHoOBHOI 1LTIO3

(-) MACanpec
2. Kakoii KoMaHJI0i Ha pOyTepe MOXKHO IIOCMOTPETh Ha CIIUCOK BBIIAHHBIX POYTEPOM ISl XOCTOB aJpecoB?
Ortser:

(+) show ip dhcp binding

(-) ip address 192.168.1.1 255.255.255.0

(-) ip dhep pool TST

(-) ip dhcp excluded-address 192.168.1.1

3. YkaxuTe HauIy4IIuid anropuTM s odecrieueHus 6e3onacHoctu cereit Wi-FiOtBer:

(-) WEP

(-) WPA

(+) WPA2

(-) WPS (QSS)

4. Hatinure ommOku B orBeTax?OTBeET:

(+) Kaxxnplii cereBoil nnTepdeiic (ceTeBoit aganrtep) umeer cBoit coocTBenHblit ARP -anpec
(+) Kaxnplii cereBoit maTepdeiic (ceTeBoit agantep) umeeT cBoii cooctBennbiii TCP/IP-anmpec
(-) Kaxxzprii cereBoii uHTEpdeEiic (ceTeBoii aganTep) UMeeT cBOi cOOCTBEHHBII mac-aapec
(+) Kaxnplii cereBoii mHTEpdeiic (ceTeBol agantep) uMeeT CBOi coocTBeHHbIN [P-aapec
5. Kakoii ypoenb mozenu OSI ne onpenensier IEEE 802.3?OtBert:

(-) buzmveckuii ypoBeHb

(-) KaHaAJIbHBII YPOBEHb

(-) mpOTOKOI TOCTyTa K Cpelie

(+) mpOTOKOJI yNpaBIEHUS JJOTUUYECKOH CBSI3bIO

6. Kaxomy cranmapry IEEE 802.3 coorBerctByeT Ethernet Bepcuu 2?0TBerT:

(+) 10Base5

(-) 10Base2

(-) 1Base5

(-) 10BaseT

(-) 10Broad36

(-) HU OTHOMY W3 TIEPEYUCIICHHBIX

7. Kakylo TEXHUKY MCIONb3YIOT KPUTHUHBIE K OTKa3aM yCTPOMCTBA I TOBBILIECHUS
OTKa30yCcTOMUMBOCTH?OTBET:

(+) IBOMHOE MOJIKIIIOYEHNE
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(-) onTMYECKUE MYHTUPYIOIINE NEPEKITIOYATETN
(-) cBepTHIBaHMS CETH
8. Kaxoit untepeiic ucnonnzyercs B rexnonorun HSSI?Otser:
(-) CSMA
(-) CSMA/CA
(-) CSMA/CD
(+) DTE/DCE
9. B kakyo ¢azy npouecca LCP cereBbie NPOTOKOJIBI MOTYT ObITH B JIH000ii MOMEHT BbI3BAHBI U

0CBO0OKIEHBI VISl MOCJIEAYIIIEro UCI0JIb30BaHusA?OTBeT: (-) OpraHu3anms KaHaJia U COrVIacOBaHUe
ero KoH(purypamuu

(-) onpeneneHne KauecTBa KaHaja CBSI3H

(+) cormacoBanue KOH(PUTYPAIIUX TPOTOKOJIOB CETEBOTO YPOBHS

(-) mpekpalieHue 1eCcTBUS KaHaa

10. B xakux cetsx ucnoibiyetcs meton goctyna CSMA/CD?0tser: (+) Ethernet
(+) IEEE 802.3

(-) IEEE 802.5

(-) Token Ring

(-) FDDI

(-) PPP

(-) HSSI

(-) UltraNet

(-) ISDN

11. K10 y4acTByeT B pemieHiH BOnpocoB 6e3onacHocTH ceTh:O1BeT: (+) CUCKU ynpaBieHus JOCTYIIOM
(ACL)

(-) lIporoxon OSPF

(-) IIpotokon RIP1

(-) [Iporokon RIP2

12. O6bsicHUTE clieayronryro koManay: # access-list 3 permit 10.0.0.9 0.0.0.0 # access-list 3 denyanyOTger:
(-) IIpaBumno paspemaet goctyn Toiabko aapecy 0.0.0.0, ocTambHBIM JOCTYII 3anperieH

(-) IIpaBumno 3anpemaet goctyt k aapecy 10.0.0.9, ocTanbHBIM T0CTYN pa3pelicH
(+) [IpaBuno paspemaer goctyn Tosbko agpecy 10.0.0.9, ocranbHbIM JOCTYI 3anpellieH
(-) IBa cniucka ynpasnenust noctynoM: agapec 0.0.0.0 3ampernien, a agpec 10.0.0.9 paspemien

13. Korna na mapipyrtuzarope pabotaer npaBuio «Bcé, uto He pa3penieHo, To 3anpemieHo» ?OT1Ber: (-)
[Toxa Ha uHTepdelice HE 3a7]aH CIUCOK JOCTYIIA

(+) Korna na uaTepdeiice 3a1aH cnucok A0CTymna
(-) IIpu ucnonp30BaHUM KOMaHBI permit
(-) IIpu ucnonp3oBaHUM KOMaHbI deny

14. Ykaxxure Ha mpaBuibHbIe 0TBETH:OTBeT: (+) ACL (Access Control List) — 3To HaG0p TEKCTOBBIX
BBIPA)XKEHUI, KOTOPBIE YTO-TO Pa3pelaroT, JHOO0 YTO-TO 3aIPenaroT

(-) B ocHOBHOM IIpHIMEHEHUE CITUCKOB JIOCTYIIAa PACCMATPUBAIOT JIJIsl TAKETHON (DUIIBTPAIINH
(+) O6b1unO BhI pazmeniaere ACL Ha BXOIIIeM HAIllpaBICHUU U OJIOKUpYyeTe HE HYKHBIC BHJIBI Tpaduka

(+) IIpaBwmna 3aBucsar ot toro, kyna ACL nmpumensiercs. Hanmpumep, ecimiu ACL npumensieTcs Ha
uHTepdelice, TO MPUCYTCTBYET MakeTHas puibTpanusd, a eciau ais NAT, To MBI perraeM BOImpoc O TOM,
KaKHe ajgpeca TPaHCIUPOBATh

15. Ykaxure Ha omnOKy B orBeTax:OTBeT: (+) ACL pa3aessiloTcs Ha YyeThbIpe THNA
(+) Pacmupennsie ACL (Extended): MoryT mpoBepsiTh TOJTBKO ajipeca moxydarenen
(-) Crangaptabsie ACL (Standard): MOTyT pOBepsITH TOJIBKO aJpeca HCTOYHUKOB

Tema 13. BupryanbHble nokanbHble ceTh VLAN



1. Yro o3nauvaert 3anuck Router(config-if)#no ip access-group 1 in?OtBeT:(-) Joctyn no npasuiy 1
paspelleH

(+) IlpaBuio c HomepoM 1 oTMeHseTcs

(-) Hoctym no mpaBwity 1 3ampemieH

(-) IpaBuno 1 mpumensiercs Ha BxozsmieM (in)or PC1 nanpasneHun
2. [TosicHuTe Ha3HAYEHHUE CIIEYIONINX CITMCKOB JOCTYyTA!

access-list 1 deny 192.168.1.0 0.0.0.255

access-list 1 permit 192.168.0.0 0.0.255.255 Ortser: (+) Pa3zpemaercs npoxoxaeHHe MAKETOB C aIpeCOB B
omoke 192.168.0.0/16 3a uckmrouenuem aapecon 192.168.1.0/24

(-) Pazpemaercs mpoxoxaeHUE MAaKETOB C aipecoB B Oioke 192.168.1.0/24 3a UCKITIOYEHUEM aIpEeCOB
192.168.0.0/16

(+) Jnamazon agpecoB 192.168.0.0 0.0.255.255 3anpenieH, a nuana3on 192.168.1.0 0.0.0.255 pazpemen
(-) Auanazon agpeco 192.168.1.0 0.0.0.255 3anpemien, a nuanazod 192.168.0.0 0.0.255.255 paspenien
3. IosicHuTe cneqyromuye npaBuia JOCTyNa:

Routerl (config)#ip access-list standard 10

Routerl (config-std-nacl)#deny host 12.0.0.13

Router] (config-std-nacl)#deny host 12.0.0.14

Routerl (config-std-nacl)#permit any OtBer: (-) B cTanmapTHOM criucke JOCTYIIa MBI pa3pelinii BeCh
Tpaduk (any)

(+) 3aech MBI pa3pemuiau Bech Tpaduk, 3a uCKiroueHreM aByx aapecosn: 12.0.0.13 u 12.0.0.14

(-) 3mech MBI 3anpeTHIIN BeCh TpaduK, 32 UCKIIOYeHHEM IBYX aapecoB: 12.0.0.13 u 12.0.0.14

(-) 3mech MBI 3anpeTriIn TpaguKk OT IByX KOHKpeTHBIX aapecoB: 12.0.0.13 u 12.0.0.14

4. Tlpu npoxoxkaeHUH uepe3 Mapuipytusarop, aapec 10.1.1.5 Bcerna 3amensercs va 11.1.1.5. Kakoit Bun
TEXHOJIOTHH TPAHCISALUU CETeBBIX afpecoB HacTpoeH?Ot1Bet: (+) Static NAT (craruueckuii NAT)

(-) Dynamic NAT (murammueckuii NAT)
(-) Overloading (MackapaauHT)
(-) PAT (Port Address Translation)

5. Bam HEeoOxonuMo peoOpa3oBbIBaTh HECKOJIBKO BHYTPEHHHUX aJIpecOB B OJIMH BHeIHUMA. Kakoit B
TpaHcsuu ciaenyeT HacTpouTb?OtBeT: (-) Static NAT (cratuueckuii NAT)

(-) Dynamic NAT (muaamudeckuii NAT)

(+) Overloading

(+) PAT

6. [Tpu poXoKISHUH Yepe3 MapIIpyTH3aTOp, HOBBIN aipec BHIOUpAETCs] TMHAMUYECKH U3 HEKOTOPOTO

JMarma3oHa aJpecoB, Ha3piBaeMoro mysioM (pool). Kakoii BUJl TEXHOIOTHUYU TPAHCIISIIIAK CETEBBIX aJpecoB
Hactpoen?Otet: (-) Static NAT (craruueckuit NAT)

(+) Dynamic NAT (munamuueckuiit NAT)

(-) Overloading

(-) PAT (Port Address Translation)

7. Kakyro koMaH1y cieqyeT BKIIoYaTh OAHOBPEMEHHO ¢ koMaH10ii Router#show ip nat translations?OtBer:
(-) ipconfig

(-) cmd

(+) Ping

(-) Ipconfig/all

8. Iyt wero ciyxut metpuka?OtBet: (-) Jlis co3ganust cTaTHIeCKOM TaONMHIIBl MapIIpy TH3AIUN

(-) s co3nanust TMHAMUYECKOM TaOIUIIbI MapIIPyTH3AUN

(+) Kaxaplit mpoTOKOI MapuIpyTH3aIIMH UCIIONB3YET CBOIO CHCTEMY OIICHKH MapIIpyTOB (METPHUKY)
(-) s moacyera nporeHTa OMIMOOK MPH BHITOJIHEHUH KOMaH/IbI ping

9. Kak mocMoTpeTh, Kakue MapIipyThl MOJYISHBI YEPE3 COOTBETCTBYIOMINUM MPOTOKOI?OTBET: (-)
BoinonHuTh KOMaHy ping

(+) BemomuuTe koMany show ip route
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(-) BemmonauTs KOMaHy show ip route rip
(-) Bemmonauth komMaHy ipconfig/all

10. YkaxwuTe Ha OIMOKY B CBOMCTBAxX MPOTOKOJIA JUHaMu4eckoi Mapupytusanuu EIGRP:OtBer: (-)
ITporokon EIGRP 6onee npoct B peanuszanuu, uem nporokoia OSPF

(-) Ipotoxon EIGRP menee TpeGoBaTeneH K BHIYUCIUTEIBHBIM PECYPCaM MapIIpyTH3aTOPa, YEM MTPOTOKOI
OSPF

(-) B mpotokone EIGRP B ¢popmyre BeIUHCICHNUS METPUKU €CTh BOZMOKHOCTh YUUTBIBATh 3arpyKEHHOCTh
U HaJIS)KHOCTh UHTEp(EICOB Ha MTyTH NaKeTa

(+) Iporokon EIGRP MoxHO HCIOIB30BaTh HE TOJNBKO Ha 000pynoBaHuu komnanuu Cisco, HO U Ha JTI000M
IpyroM

11. HaiinuTe ommOKy B creayromux yreepxkaeHusx:OTeet: (-) Jnnamuueckass MapIipyTH3aus — BUJ
MapUIpyTU3alUH, TPU KOTOPOM TaOIHUIa MapUIPYTU3AIUH 3aMIOHACTCS U OOHOBIISIETCS aBTOMAaTHYECKHU TPU
IIOMOIIM OJTHOTO MJIM HECKONIbKUX IpoTokosoB Mapuipytusanuu (RIP, OSPF, EIGRP, BGP)

(-) Aunamuyeckast MapuIpyTH3aIUs — BUJ MaplIpyTU3aLKH, IIPU KOTOPOM TabIuIa MapIIpyTU3ALUU
3aMOIHAETCS TTPU TIOMOIIM OHOTO MJTH HECKOJIBKUX mpoTokosioB MapiipyTtuzanun (RIP, OSPF, EIGRP,
BGP)

(+) Junamuueckasi MapIIpyTH3aLus - TPOLIECC OMPEACIICHUS B CETH HAWIYYILIETO ITyTH, IO KOTOPOMY
MMAKET MOXKET TIOCTUTHYTh aJipecara

(-) AuHaMudeckast MapLIpyTH3aLUs YBEIMYMBACT HAIMYKE JOTIOIHUTEILHOTO TpaduKa B CETH U HATPy3Ky
Ha CeTh

12. B ueM 3akirodaercst Mmapiuipytusamus nakeroB B cetu?Otet: (+) MapuipyTuzaius - nporecc
OMPEEIICHUS B CETH HAWIYUIIEro (ONTUMAJILHOIO) IyTH, IO KOTOPOMY MAKET MOXKET JOCTUTHYTh ajpecara

(-) MapmpyTusanus - IpoLecc ONpeneIeH s B CETH KpaTyaiIIero MyTH, 10 KOTOPOMY IaKET MOXKET
JOCTUTHYTh ajJpecara

(-) MapupyTusanus - mpolecc ONnpeaesieHUs B CETH HE MOBPEXKIECHHOTO IyTH ¢ HAUMEHbIIUMHU
3aJ€pKKaMH, 110 KOTOPOMY IAKET MOYKET JOCTUTHYTh ajipecara

(-) MapuipyTusanus - poLecc ONPENETIEHHs B CETH CaMOT0 HAJIE)KHOT'O IyTH, 110 KOTOPOMY ITaKET MOXKET
JOCTUTHYTh aJpecara

13. Vkaxxute Ha orpaHnyeHus (HEIOCTATKH) UCTIONB30BaHuA rpotokosia RIP?OTBet: (+) MakcumansHoe
KOJIMYECTBO XOIOB (I1IaroB O MecTa Ha3HaueHus), paspemeHsoe B RIP1, pasHo 15

(+) MakcumanbHOE KOJIMYECTBO XOIOB (IIaroB A0 MecTa Ha3HaueHwus ), pazpeuieHHoe B RIP2, pasno 30
(+) OrpannyeHue B 4MCiIE XOMOB HE AaeT mpuMeHsATh RIP B Gombimmx cetsax

(-) OrpanuueHue B 4ncie XOMOB HE JaeT npuMeHATh RIP B HeOoIbIINX ceTsax

14. Kakast koMaH/1a CITY»UT JJIs T0OaBJICHHsI OAKIIOYEHHOM K poyTepy cetu?OtBeT: (-) Router>enable
(-) Router#configure terminal

(-) Router (config)#router rip

(+) Router (config-router)#network 192.168.1.0

15. Kakas koMaH/1a 03Ha4aeT “ucmnonb3oBarh mpotokosn RIP 27?01Bert: (-) Router (config-router)#network
10.0.0.0

(+) Router (config-router)#version 2
(-) Router (config)#router rip
(-) Router#write memory

Tema 20. IIpeoOpa3zoBanue ceTeBbIX aapecoB [Pv4
1. Kakue koMaHbI CITyKat A1l fMarHocTuku cetu?OTBeT: (+) ping
(+) tracert
(-) netdiagnos
(-) noipdomain-lookup
2. Yro no3BosseT BHIOTHUTH KoMaHaa R1(config)#iproute 192.168.3.0 255.255.255.0 192.168.2.2?0T1BeT:
(+) Komania mo3BossieT HACTPOUTDH CTATUUYECKYIO MapLIpyTH3aLUIo Ha ycTpoiicTBe R1
(-) Komanna no3BossieT HACTpOUTh JUHAMUYECKYIO MapIIpyTU3alLKIoO Ha ycTpoiicTee R1



(-) Komannia mo3BosisieT HaCTPOUTh JUHAMUYECKYI0 MapIIpyTHU3aluIo 1Mo mpoTtokoiny RIP1 Ha ycTpoiicTBe
R1

(-) Komannia mo3BosisieT HaCTPOUTh TUHAMUYECKYIO MapIIPyTU3AIHIO 110 TpoTokony RIP2 Ha ycTpoiicTBe
R1

3. B Tabnurie HIbKe TaHbI MTapaMeTPhl KOMAaH IbI:
192.168.3.0

CeTpb Ha3HAYCHUS

255.255.255.0

Macka ceTu Ha3HaYEHUS

192.168.2.2

AJipec cieayrolero ycTpoucTna

Kaxkas »to xomanna?

Otser:

(-) Kakas 3To xomanma?

(+) iproute...

(-) Copy running-config...

(-) Ping...

4. B yvem ommmmune nipotrokoioB RIP u OSPF? Haitnure ommoky B orBeTaxOtBeT: (-) B RIP Bce kanamb!

CBsI3U paBHO3Ha4YHBI, a B OSPF, onuchiBas KaxIyto CBsI3b, MAPUIPYTU3ATOPHI CBSI3BIBAIOT C HEW METPUKY —
3HaYEeHHE, XapaKTepU3yIollee «KaueCTBO» KaHajla CBsI3U

(-) Baxxnoii ocobenHocthio mpotokosna OSPF siBrisieTcst To, 4T0 UCHONB3YETCs IPYIIOBasi, a He
LIMpOKOBelareabHas paccolika (kak B RIP), To ecth, Harpy3ka kaHaJI0B MEHBIIIE

(-) Paborars ¢ mpotokonom RIP mpome, uem ¢ OSPF
(+) Kondurypuposars npotokon RIP cnoxkuee, yem OSPF

5. Ykaxure He BepHoe yTBep)kaeHneOT1Bet: (-) OSPF — npoTokon nruHaMuueckoi MapiipyTH3aluu,
OCHOBAHHBIM HAa TEXHOJOTUU OTCJICKUBAHUS COCTOSIHUS KaHaa

(-) OSPF — npoTtokosn IuHaMHYECKON MapIIpyTH3alMK, OCHOBAHHBIN Ha aJrOPUTME JJIS TIOUCKA
KpaT4auliero ImyTu

(+) LSA cooOrienust 0 cOCTOSSHUM KaHaIo0B oTnpasisitorcs npotokosniom OSPF oxun pas B 10 MunyT

(-) IIpoTokon peanusyeT AeIeHUE CETH Ha 30HHI (areas). Mcmonp30BaHre 30H MO3BOISET CHU3UTD Harpy3Ky

Ha CETh ¥ MPOIECCOPHI MAPIIPYTH3ATOPOB U YMEHBIIIUTH pazMep TaOJIUI] MapIIPy TH3AIHA

6. Ykaxxute ooparnyto MmackyOtset: (+) 0.0.0.255

(-) 0.255.255.255

(-) 255.255.0.0

(-) 255.255.255.0

7. Hana npsimast Mmacka 255.255.255.248. Bemonaaute pacuet ooparanoit MackuOTtser: (-) 0.0.0.3
(-) 0.0.0.5

(+)0.0.0.7

(-) 0.0.0.10

8. Ykaxute Ha KOMaHy, TPEeTHa3HAYCHHYIO IS OTIPENICIICHUS] MapIIPYTOB CIICAOBAHHS JAHHBIX B CETAX
TCP/TPOTBerT: (-) ping

(+) tracert
(-) ip addr 192.168.1.2 255.255.255.252
(-) no shut

9. Kyna nzaer naker, eciiu ajfipeca mnoiyyarens HeT B Tabnuue Mapiipyrusanun?Otset: (-) Ha agpec
Ommkaiiiero y3na

(-) Ha agpec Gmmkaiimieii moacetu

(+) Ha anpec ocnoBHoro nuto3a (Default Gateway)

(-) Ha 6mmxkaiimmii poytep

10. lns wero mpenna3HaueHa komanaa show ip route?Otser: (-) s mokaza IP agpeca mapmipytusaropa
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(+) st mpoBepKu TabMuUIIBl MapIIPYTH3AIMH POyTepa

(-) [lyis BBIBOA KOJUTM3HMI Ha poyTepe

(-) s mokasza onTUMAalIbHOTO MapIIpyTa B CETH

11. Kakoit u3 pOTOKOJIOB HE SIBJISICTCS] TPOTOKOJIOM JUHAMUYeCcKoi Mapmpytuzanuu:Ot1set: (-) RIP
(+) POP3

(-) OSPF

(+) SMPT

12. B kakux cirydasx HCTIOIb3yeTCs cTaTudeckas MapipyTuzanusi?OTBeT: (-) B ClIoXHBIX CEeTeBbIX
KOH(PUTYpaIusIx

(+) Ecnu 3ammcu B Tabnuiie MapupyTH3aIiiyd BBOASTCS U U3MEHSIIOTCS BPYYHYIO

(-) Ecnu 3anicu B Ta0nuiie MapuipyTH3aIUH OOHOBIISIOTCS aBTOMATHYECKH MTPH MIOMOIIU OAHOTO HITH
HECKOJIbKUX MPOTOKOJIOB MapIIPyTU3AIIUN

(+) B mpocThix (HEOOMBIINX) TOKATBHBIX CETIX

13. B ueM 1uttockl crarnueckoid MapmpyTtusanun?OTteeT: (+) JIErkocTs oTmagku 1 KOHQUTypHUpOBaHUS B
MaJbIX CEeTAX

(+) OTCcyTCTBHE NOTIOJIHUTEIBHBIX HAKIAIHBIX PACX0/I0B (M3-32 OTCYTCTBHUS MPOTOKOJIOB MapIIPyTH3AIHH )
Y MTHOBEHHAsl TOTOBHOCTH (HE TpeOyeTCs MHTEPBaJ il KOHPUTYPHUPOBAHUS/TIOICTPONKHN)

(+) Huskas Harpy3ka Ha mpoiieccop MapiipyTu3aTopa

(-) Xoporee MaciTabupoBaHue, TMHAMUYECKOE OaTaHCUPOBaHUE HATPY3KH

14. Kakast koMaH/1a CIIY»XUT JJI cOXpaHeHus koHpurypanuu poytepa?Otset: (-) end

(+) wr

(-) no sh

(-) exit

15. Kako#t u3 npuBeeHHBIX MTPOTOKOJIOB SABJISETCS MMPOTOKOJIOM BHeNIHero nuo3a?OTeer: (-) RIP

(-) IGRP

(-) OSPF

(+) BGP

4.3 TIpomexxyTouHas aTTecTalus Mo AUCHUILTHHE TPOBOAUTCA B (hOpME 3a4eTa, SK3aMeHa

Tunosbie Bonpocekl 3auera (I1K-4)
1. CoBpeMeHHBIE CETEeBbIE TEXHOJIOTHH. Vcrionb30BaHue ceTeil B TOBCEIHEBHOM KU3HU. [IpegocTaBienue
pecypcoB B paMkax ceTu. CeTu pa3nuyHbIX MaciiTaboB. KinueHTs! u cepBepbl. OMHOPAHTOBBIE CETH.
2. JlokanwpHbIe 1 T100anbHbIe ceTH. CeTh MHTEpHET. KoMmoHeHTHI ceT. OKOHEUHBIE CETEBBIE YCTPOMCTBRA.
[IpomexxyTounbie ceTeBble ycTpoiicTBa. CeteBast cpena. Cxemsl Tononoruid. [logkiroueHue K ceTu
HNurtepner. Texnonorun nocryna B iHTepHeT.
3. Certs B kauectBe mnardopmel. KouBeprenTHsie (commenmuecs) cetd. HanéxHocTh ceTu. YCTOMYUBOCTH K
cOO0sIM B CeTSIX C KOMMYyTallMel KaHaJIoB U MmakeToB. MacmrabupyeMocTs ceti. ObecrieueHue KauecTna
obciyxuBanus QoS. ObecrneueHrne 6€30MaCHOCTH CETH.
4. Tennenmuu pa3sutus ceteil. Konnenmus BYOD. CoBmecTtHast pabota uepe3 MuTepret. Buaeocssiss.
O6naunsbie BbrunciaeHus. LlenTpsl 00padoTku nanHbIX. CeTeBble TEXHONOrHH Juist foMa. OpraHu3anus CeTH
T10 JIMHUSIM 3JIeKTponepenadn. becrpoBoaHoM mrupokononocHbi goctym. CereBas 6€30MacHOCTb.
5. Hacrpoiika cereBoii onepannonnoii cuctemsl. Cisco IOS. OcHoBHbIE GyHKIIUH. JIOCTYI K YCTPOIMCTBY Ha
6a3e Cisco IOS. Konconbnsrii goctyt. Telnet, SSH u AUX. Pexxumbl paboThI ONEpalimoOHHON CUCTEMBI
Cisco 10S. IIpuBuierupoBaHHbIN U MOJIB30BATENBLCKUN pEXUM. Pexxum robanbHON KOHGUTYpaluy U
nonojHuTeNnbHbIe pexxumbl. Ctpykrypa komanz Cisco IOS. Konrtekctnas cripaBka. [IpoBepka cuHTakcuca
koMmanibl. Komanel nmpoBepku B 10S.
6. Orpannyenue noctyna K aiinam KOHGUTypaluy yCTPOMCTB. 3aliuTa J0CTya K yCTpoicTBaM. 3aluTa
J0CTYTIa K TPUBUIIETHPOBAHHOMY U TOJIb30BaTeIbckoMy pexxumy. lllndposanue naposs. bannepusie
cooOmienus. CoxpaHeHne KOH(PHUTypaIiy yCTPONUCTB.
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7. optel u anpeca. [P-anpecanus yctpoiicts. Matepdeiicel n moptel. HacTpolika BUpTyanbHOTO
uHTepdeiica kommyraropa. Hacrpoiika [P-agpecoB OKOHEUHBIX yCTPONCTB: BPYYHYIO U P MOMOIIN
DHCP. Koudmuxrs! [P-anpecos. IIpoepka mapamerpos noaxitouenus (loopback-unrepdeiic, mposepka
uHTEp(PECOB KOMMYTATOpa, TECTUPOBAHNUE CKBO3HOT'O MOIKIIOUCHHS).

8. CeteBble MPOTOKOJIBI M cTaHAapThl. KogupoBanue coobuienus. @opMaTupoBaHUe U MHKATICYIISALINS
cooOuienus. Pasmep coobmenus. Bpemennsie napameTpsl coobmenus. [lapameTpsl JocTaBKU COOOICHMUS.
BsaumoneiictBue nporokonos. Crek nporokonos TCP/IP u npouecc oOmena ganupiMu. Opranu3aiiu mno
crangapruzanuu: [ISOC, IAB, IETF, IEEE, ISO.

9. Oranonnsie mogenu. Mozaens OSI. Moznens TCP/IP. CpaBHeHue Mozeneil.

10. [IBmxeHue nqaHHbIX 10 ceTyu. MHKancynanus gaHHubix. JlocTyn K JokaiasHbIM pecypcam. Joctym k
YAANEHHBIM PECYpPCaM.

11. CereBoii noctyt. [lonkmouenue k cetu. CereBbie HHTEPQEHCHBIC TUIaThl. DU3NYECKUA YPOBEHbD.
CpencrBa nepefauyl 1aHHbIX GU3HYECKoro ypoBHs. CTaHAApTHl U MPOTOKOJIBI (PU3UYECKOTO YPOBHSI.
[TpomyckHast crtoco6HOCTh. [IpOM3BOANTENBHOCTD CETH. TUTIBI PU3HUECKON CPEJIbI.

12. Mennsble kabenun. DKpaHUpOBaHHAs U HEAKpaHUPOBaHHAs BUTas napa. [Ipoknaaka kadeneit UTP.
Crannaptel. PaznoBugnoctu kabeneit Tuna UTP. TectupoBanue xabeneit UTP. KoakcuanbHblil kabens.
be3omacHoCTh MeTHBIX Kabemnei.

13. OnrroBostoKOoHHBIE Kabenu. OcoOeHHOCTH MpoKaiku. KOHCTPYKITHS OMTOBOJIOKOHHOTO Kabens. Turbl
ONTOBOJIOKOHHBIX Kabenei. [IpoBepka onToBONIOKOHHBIX Kabeneil. CpaBHEHHE ¢ MEAHBIMH KaOCIIsSIMH.

14. becnipoBoaHbBIE CpecTBa nMepeaadn JaHHBIX. OCOOCHHOCTH OECIIPOBOIHOM Cpe/bl. THIIBI
OeCIpOBOAHBIX CPEJICTB Mepeaayun JaHHBIX. becipoBonHas mokansHas cetb. Ctanmaptel WiFi 802.11.

15. IlpoTokosbl kKaHAJIBHOTO YpOBHs. Ha3zHaueHne kaHanbHOTO ypoBHS. [lonypoBHM KaHamoB qanHbIXx MAC
u LLC. YnpaBneHnue n0cTynom K cpene nepenadu AaHHbix. CTpykTypa kaapa ypoBHs 2. DopmaTupoBaHue
JAHHBIX Ui nocienyronieit nepenadn. Coznanue kaapa. CtaHaapTsl KAHAJTBHOTO YPOBHS.

16. Bugas! Tononoruit. dusndeckas u Jorudeckas ronojorus. Tononoruu rmodansHOM cetu. Kaap xanama
nepenaun ganubix. Kagper LAN u WAN. Kanp Ethernet. Kagp PPP. becipoBonnoii kaap 802.11.

17. IIpotokon Ethernet. ITpuauun padotsl. [Tonyposan MAC u LLC. MAC-anpeca. O6paboTka KaapoB.
Wukancynsuusa Ethernet. Pasmep u ctpykrypa kaapa. MAC-anpeca oqHOaApECHON, ITUPOKOBEINATEILHON 1
MHoroajipecHoi paccbuiku. CkBo3zHoe noaxmouenue. MAC u IP-anpeca.

18. IIporokon pazpemenus aapecoB ARP. @ynkiun ARP u npunnun pa6otsl. Pons ARP B poniecce
ynanéaHoro oomeHna ganHbiMH. Tabmuiia ARP Ha ceTeBbix ycTpoiictBax. [Ipo6iembr ARP.

19. KommyTtaropst LAN. ITopTel kommyTaTtopa. Tabmuiia MAC-aapecoB. HacTpoiiku TymIeKCHOTO pexuMa.
Oynknusa Auto-MDIX. Crioco6s1 iepechbutky kaapa Ha kommyTaropax Cisco. KommyTanus ¢
oydepuszanueii u 6e3. Kommyramnus ¢ uckiaoueHrneM ¢pparMeHToB. bydepu3zanus maMsaTH Ha KOMMyTaTopax.
OukcupoBaHHast U MOIyJIbHas KOHGUrypauus kommyTaTopos Cisco.

20. Kommyrarus ypoBHs 3. CpaBHEHHE KOMMYTAIMH BTOPOTO U TPEThEro ypoBHs. TexHnomorus Cisco
Express Forwarding. Tuner uaTepdeiico ypoBHs 3. Kondurypanusi MapupyTH3UpyeMOro mopTa Ha ypoBHE
3.

21. Ilpotokomsl cereBoro ypoBHs. CeTeBoil ypOBEHb B IIPOLIECCE NIEPENAUH TaHHBIX. XapaKTePUCTUKU
nporokona IP. ITaker IPv4. Orpannuenus IPv4. ITaket IP v6.

22. Mapupytuzanus. Metonsl Mapuipytusanui. L3 o ymonuanuto. Tabnuiia MapiipyTH3anuy y3ia
IPv4. Tabnuna MapupyTuzauuu MapipyTtusaropa [Pv4. Anpec ciemyromiero nepexoaa.

23. MapupyTu3aropsl. YcTpoiicTBo Mapiipytusatopa. [lpouneccop u namsats. CeteBble HHTEPQEICHI.
Omnepanmonnas cucrema mapupytuzaropa. Cisco IOS. Ilpouece 3arpy3ku MapupyTH3aropa.

24. IIpoTOKOJIBI TPAHCIIOPTHOTO YPOBHS. 3HAYEHHUE TPAHCIIOPTHOTO YPOBHS IIPU NIEpEaye NaHHBIX.
MynbTHILUIEKCHPOBaHKE ceaHCOB cBsi3u. Hanéxunocts TpancnoptHoro ypoBHs. IIpotokon TCP. IIporokon
UDP. Anpecanus nopros TCP u UDP.

25. O6men ganabiMu o TCP. HanéxuocTh JOCTaBKH. YCTaHOBICHUE COCTUHEHUS U €TO 3aBEPIICHHE.
TpéxcTopoHHee pykonokarue. YnopsaodeHHas nocraBka. [lonrsepxxaenue u pamep okHa. [loteps
JAHHBIX U TOBTOPHAA Iepejada. YIpasileHne NOToKoM. [IpenoTepaienue neperpysox.

26. Obmen ganabiMU ¢ ucnonb3oBanneM UDP. UDP-nararpammel. [poneccsr u 3ampocst UDP-cepBepa.
ITpoueccs UDP-knuenta. [punoxenus, ucnonssyromue UDP. Cpasaenne UDP u TCP.
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27. IP-agpecanus. Ceressle IPv4 anpeca. Ctpykrypa anpeca. Macka nonceru. OgHoaapecHas,
LIMpOKOBeNIaTeabHas U MHOroaapecHas paccolika [IPv4. Tunsl IPv4 anpecos.

28. Cetesnle IPv6 anpeca. [Ipodnems ¢ IPv4. Anpecanus [Pv6. [IpaBuna 3anucu agpecos IPv6. Tunst
anpecoB IPv6. UnauBuayansueie [IPv6 anpeca. ImobansHblii MHAMBHYadbHBIN agpec. JIokambHBIN agpec
kanauna. Jlormueckuit uurepdetic loopback. Heonpenenennsiii anpec. YHUKaIbHbIN JOKaIbHBIN. [uHa
IPv6 npeduxca.

29. UnnuBunyansheie [Pv6 anpeca. CtpykTypa mobanbHOro HHAMBHyadbHOro IP v6 agpeca. Cratnueckas
KOH(uUrypauus rmodarbHOr0 MHAWBUIAYAIBHOTO ajpeca. JlnHaMuueckas KOH(Urypamus rio0anbHOro
WHANBUAYAIBHOTO ajipeca ¢ ucnonb3oBanneM SLAAC u DHCPv6. [ponecc EUI-64 u nunentudukarop
uHTepdeiica. Jlunamuueckue okanpHble agpeca. CtaTuyeckue JokaiabHbIe aapeca. [IpoBepka
koH(purypauuu [Pv6 anpeca.

30. I'pyniossie IP v6 anpeca. IlpucBoennsie rpynnossie IPv6 anpeca. I'pynmnossie IPv6 anpeca
3aIpalirBaeMbIX y3JI0B.

31. TectupoBanue u nposepka coenuHerns. Coobmenust ICMPv4 u ICMPv6. CooGmienus ICMPv6

"3ampoc k MapmpyTtuzaropy”, "O0bsBieHre 0T MapiipyTuzatopa”, "3anpoc cocennero y3na", "O0bsBieHue
cocenHero y3na". OTInpaBKa 3X0-3alpOCOB: TECTUPOBAHUE JIOKAJIBHOIO CTEKA, MOAKIIOUEHUS K JIOKAJIbHON

CEeTH, OAKIIIOYCHUS K yIaI€HHOMY y3i1y. TpaccupoBKa MapuipyTa.

Tunosble 3aganusa 1 3adera (IIK-4)
He npenycmorpeno

Tunosbie Bonpockl 3xk3ameHa (I1K-4)
Bomnpocsl k 3xk3ameny - 5 cemecTp.
1. CoBpemeHHbIE ceTeBbIE TEXHONIOTUNU. Vcnionbp3oBaHue ceTell B MOBCeAHEBHOM *)u3HU. [IpenocraBnenue
pecypcoB B pamkax ceT. CeTH pa3nuyHbix MacTaboB. KinueHTsl u cepBepbl. OHOPAHTOBBIE CETH.
2. JlokanpHbie U TiI00anbHBIE ceTh. CeTh MHTEpHET. KoMnOoHEeHTHI ceTr. OKOHEUHBIE CETEeBhIE YCTPOUCTRA.
IIpomexyTounsle ceTeBble ycTpoiicTBa. CereBas cpena. Cxemsl Tononoruil. [lonkitouenue k cetu
Nurepner. Texnonoruu nocryna B IHTEpHET.

3. Cets B kauecTBe mwiargopmel. KouBeprentasie (comemmecs) cetu. HaaéxHOCTh ceTH. YCTOWYHNBOCTD K
cO0sIM B CeTSIX ¢ KOMMYTallMel KaHajoB U nmakeToB. Macmrabupyemocts cetu. ObecrieueHre KauecTna
obcmyxkuanus QoS. ObecnieueHne 6€30MaCHOCTH CETH.

4. Teanennuu pazsutus cereil. Konnenmus BYOD. CoBmecTHast pabota uepe3 MuTepHeT. Buneocsizb.
Oo6nauynbie BeraucieHus. L{eHTpsl 00paboTku nanHbIX. CeTeBble TEXHONOTHH Tt qoMa. OpraHu3aius CeTH
T0 JIMHUSAM 3JIeKTporepenayn. becrpoBoaHoit mupokononocHsiit goctyn. CereBasi 6€30MacCHOCTb.

5. Hacrpoiika cereBoii onepamuonnoi cucteMbl. Cisco I0S. OcHoBHbIe dyHKIMU. JIOCTYI K YCTPOUCTBY Ha
6a3ze Cisco 10S. Konconpnsiii noctyt. Telnet, SSH u AUX. Pexxumbl paboThI ONepaliioOHHON CHCTEMBI
Cisco IOS. TlpuBmiiernpoBaHHBIN U TTOJIB30BATEIbCKUI peKUM. PexxuM riobanbHON KOHPUTYpauu 1
nonoaHuTENbHBIC pekuMbl. CTpykTypa komana Cisco IOS. KonrekcTHas cnpaBka. [IpoBepka cuHTakcuca
komaH1bl. Komanasl mposepku B 10S.

6. Orpanudenue nocryna K (aisiaM KoHUTYpalud yCTPOUCTB. 3aluTa J0CTyIa K yCTPOUCTBaM. 3amuTa
J0CTyNa K MPUBUIIETUPOBAHHOMY U MOJb30BaTelIbcKkoMy pexkumy. Llndposanue napons. bannepusie
coobmenusi. Coxpanenrne KOHGUTYpalluU yCTPOUCTB.

7. optel u anpeca. [P-anpecanus yctpoiicts. Matepdeiicel n moptel. HacTpolika BUpTyanbHOTO
uHTepdeiica kommyraropa. Hacrpoiika [P-agpecoB OKOHEUHBIX yCTPOHCTB: BPYYHYIO U IPH MOMOIIX
DHCP. Kondmuxrs! [P-anpecos. IIpoepka mapamerpos noaxitouenus (loopback-unrepdeiic, mposepka
uHTEp(ECOB KOMMYTaTOpa, TECTUPOBAHNE CKBO3HOT'O MOIKIIOUCHHS).

8. CeteBble MPOTOKOJIBI M cTaHAapThl. KogupoBanue coobmenust. @opMaTupoBaHUe U UHKATICYIISALINS
cooOmienus. Pasmep coobmenus. Bpemennsie napameTpsl coodmienus. [lapameTpsl JocTaBKU COOOICHHUS.
BsaumoneiictBue nporokonos. Crek nporokonos TCP/IP u npouecc oOmena ganubiMu. Opranu3aiuu mno
crangapruzanuu: [ISOC, IAB, IETF, IEEE, ISO.

9. Oranonnsie mogenu. Mozaens OSI. Mogens TCP/IP. CpaBHeHue Mozeneil.
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10. JIBukeHue NaHHBIX 1O ceTH. MHKancyasauus naHHbIX. JlOCTyI K JOKaJIbHBIM pecypcaM. JlocTy K
YIaJIEHHBIM pecypcam.

11. Cereoii noctymn. [lonkmrouenue k cetu. CereBble HHTEpQeEiicHbIC TUIAaThl. PU3NUYECKH YPOBEHb.
CpenctBa nepefaun JaHHBIX Gu3nueckoro ypoBHs. CTaHIapThl M MPOTOKOJIBI (PU3HUECKOTO YPOBHSI.
[Tponycknast ciocoOHOCTh. [Ipon3BoanTEIbHOCTD ceTH. TUIB (PU3NYECKOI Cpebl.

12. Mennble kabenu. DkpaHUpOBaHHAs U HEADKpaHUPOBaHHAs BUTas mapa. [Ipoxmanka kadeneir UTP.
Crannaptsl. PaznoBuanoctu kadenei Tuna UTP. TectupoBanue kabeneit UTP. KoakcuanbHblii kKaOemb.
BesomacHoCTh MeIHBIX KaOeJeH.

13. OnrroBoNTOKOHHBIE Kabenu. OcoOOeHHOCTH MPOKaIKH. KOHCTPYKIHS ONTOBOJIOKOHHOTO Kabens. Tumbsl
OINITOBOJIOKOHHBIX Kabeneid. [IpoBepka onToBOIOKOHHBIX Kabeneil. CpaBHEHUE ¢ METHBIMU KaOEIsSIMHU.

14. becripoBonHbIe cpencTBa nepeaadn nanHeix. OcoOeHHOCTH 6ecTpOBOAHOM cpebl. THITbI
OecTpOBOAHBIX CPENICTB MEpeau JaHHbIX. becnipoBoanas nokanbHas ceth. Cranmaptel WiFi 802.11.

15. Ilporokos! kaHanbHOTO YpoBHs. Ha3HaueHune kaHanpHOTO ypoBHs. [logypoBHu kaHanoB naHHbIXx MAC
u LLC. VrpasieHue 10CTynoM K cpefie nepenadn qaHHbix. CTpyKTypa Kaapa ypoBHs 2. @opmaTrupoBaHue
JTAHHBIX JUIs moclenytomnieit nepenaun. Coznanue kaapa. CTaHaapThl KAHAJTIBHOTO YPOBHS.

16. Bunp! Tononoruii. ®usndeckas u jorudeckas Tornonorus. Tomonoruu rodansHo# ceTu. Kaap kanana
nepemaun nanabix. Kaaper LAN u WAN. Kanp Ethernet. Kagp PPP. becipoBonnoit kaap 802.11.

17. TIporokon Ethernet. [Tpuanun pa6otsl. [lonypoBan MAC u LLC. MAC-anpeca. O6paboTka Kaapos.
Nuxkancymsmaus Ethernet. Pasmep u ctpykrypa kaapa. MAC-anpeca omHOaapeCHOM, ITUPOKOBEIIATEIIBHON 1
MHoroaapecHoi paccouiku. CkBo3Hoe noakiaouenue. MAC u [P-aapeca.

18. IIpotokon pazpemienus aapecoB ARP. @ynkiun ARP u npunmn pa6otsl. Pons ARP B npouecce
yaanéHHoro ooMeHa nanabiMu. Tabmuia ARP Ha cereBbIx ycTpoiictBax. IIpoGnemsr ARP.

19. Kommytaropsr LAN. IToptel kommyTaTopa. Tabnuua MAC-aapecoB. HacTpoiiku JyTUIEKCHOTO pexuMa.
@Oynxkiusa Auto-MDIX. Crioco6b! mepecbulky kaapa Ha koMmmyTtaTopax Cisco. KommyTarms ¢
Oydepuszanueit u 6e3. Kommyranus ¢ uckimtoueHueM ¢pparmentoB. bydepuszanus namstu Ha KOMMYTaTOpax.
dukcupoBaHHas U MOAYJIbHAsA KOH(pUrypamus kommyTtaropo Cisco.

20. KommyTanus ypoBHs 3. CpaBHEHHE KOMMYTAllUU BTOPOTO U TpeThero ypoBHs. TexHonorus Cisco
Express Forwarding. Tuns! uarepdeiico ypoHs 3. Kondurypamus mMappyTu3npyeMoro rnopra Ha ypoBHE
3.

21. IIporokosibl cereBoro ypoBHs. CeTeBON ypOBEHb B MPOLIECCE MEPEIAUYH TaHHBIX. XAPAKTEPUCTUKHU
npotokona IP. [Taker IPv4. Orpannuenus [Pv4. [Taket IP vo6.

22. MapmpyTuzanus. Metoasl Mmapuipytusamnuu. [1nro3 mo ymonuanuro. Tabnuira MapipyTu3amnum y3ia
[Pv4. Tabnuna mapmpyTtu3anuu MapiipyTtusaropa [IPv4. Anpec cnemyromero nepexosa.

23. MapmpyTu3atopsl. YcTpoicTBO MapiipyTusaropa. [Ipomeccop n namsars. CeTeBbie HHTEP(EHCHI.
OmneparmonHas cuctema mapmpytuzaropa. Cisco 10S. IIpomecc 3arpy3ku MapumpyTu3aTopa.

24. TIpoTOKOJIBI TPAHCIIOPTHOTO YPOBHS. 3HAUEHUE TPAHCIIOPTHOTO YPOBHS MPU TIepeaade JaHHbIX.

MynpeTuriekcupoBanue ceancoB cBsizu. Haaéxuocts TpancnoptHoro ypoBHs. [Iporokon TCP. IIporokon
UDP. Anpecanus noptoB TCP u UDP.

25. Obmen nanapiMu o TCP. HanéxHOoCTh qOCTaBKU. YCTaHOBIIGHUE COSUHECHHSI U €r0 3aBEpIlCHUE.
TpéxcTopoHHEE pyKonoKaThe. YnopsaaodeHHas nocraska. [lonrsep:xxnenue u pasmep okHa. [loreps
JAHHBIX U IOBTOpHAs nepenava. YmnpasieHue notokoM. [Ipegorspaiienue neperpysox.

26. O6meH ganHbIME ¢ ucnioiab3oBanueM UDP. UDP-nararpamwmel. [Iporneccr u 3anpocst UDP-cepsepa.
[Tpoueccet UDP-knuenta. [punoxenus, ncnonssyromnme UDP. Cpasaenne UDP u TCP.

27. IP-anpecanus. CereBbie [Pv4 anpeca. Ctpykrypa agpeca. Macka noaceru. OgHoaapecHas,
IMpOKOBENIaTeIbHAg U MHOTOaapecHas pacchuika [Pv4. Tumnsl [Pv4 agpecos.

28. Cetennbie IPv6 aapeca. [Ipo6nemsr ¢ IPv4. Anpecanus [Pv6. [TpaBuna 3anucu agpecoB [Pv6. Tumst
aapecos [Pv6. UnauBuayansubie [Pv6 aapeca. [moGaneHbIl MHAMBUAYATBHBIN aapec. JIokanbHBIN aapec
kanaina. Jlormaeckuii uarepgeiic loopback. Heonpenenennsiit aapec. YHUKaIbHBIN JTOKaIbHBIN. [[mrnHa
IPv6 npeduxca.
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29. UnnuBunyansheie [Pv6 anpeca. CtpykTypa mobanbHOro MHAMBHIyadbHOro IP v6 agpeca. Cratnueckas
KOH(Urypanus rmodanbHOr0 MHAWBUAYAIBHOTO apeca. JlnHaMmuueckas KOH(Urypamus rio0anbHOro
WHANBUAYAIBHOTO ajipeca ¢ ucnonb3oBanueM SLAAC u DHCPv6. [Iponecc EUI-64 u nunentudukarop
uHTepdeiica. Jlunamuueckue okanpHble aapeca. CtaTuyeckue JokambHbIe aapeca. [IpoBepka
koH(purypauuu [Pv6 anpeca.

30. I'pynioseie IP v6 anpeca. IlpucBoennsie rpynnossie IPv6 anpeca. I'pynnossie IPv6 anpeca
3aIpalirBaeMbIX y3JI0B.

31. TectupoBanue u nposepka coenunerus. Coodmenust ICMPv4 u ICMPv6. CooGmienus ICMPv6
"3ampoc k Mapmpytuzaropy”, "O0bsBieHre oT Mapiipytuzaropa”, "3anpoc cocennero y3na", "O0bsBieHue
cocenHero y3na". OTIpaBKa 3X0-3alpOCOB: TECTUPOBAHUE JIOKAJIBHOTO CTEKA, MOAKIIOUEHUS K JIOKAJIbHOU

CEeTH, OJKIIIOYCHUS K yIaI€HHOMY y3i1y. TpaccupoBKa MapuipyTa.

Bomnpocsl k 3k3ameny - 4 cemecTp.

1. O0benHEHHBIC ceTH. MHOTOKOMITOHEHTHOCTh COBPEMEHHBIX CeTel. DJIEeMEHThl 00beTMHEHHON CETH.
Hepapxus B KOMMYTUPYEMOW CETH. YPOBEHB JOCTYIA U YPOBEHb paCIpeCICHHUS.

2. KommyTupyemas cpena. I[lepecbuika kaapoB. lunamuueckoe 3anonaerue Tadauist MAC-aapecos
KOMMYTaropa. MeToipl NepechblIKA Ha KOMMYTATOPE: KOMMYTalUs ¢ IPOMEKYTOUHBIM XPAHEHUEM U
ckBO3Has kommyTtanus. Komnmmsunonnsie qoMensl. [npokosemarenbabie JoOMeHbl. CHUKEHHE MTEPErpy30K
CeTH.

3. baszoBas HacTpolika kommyTaTtopa. [locnenoBarensHOCTh 3arpy3ku. Boccranosnenue. CBETOBbIE
uHauKatopbl. HacTpoiika natepdeiica yrpasieHUs KOMMYTaTopa.

4. Hactpoiika noptoB komMmyTaropa. ymnekcHas cBs3b. Auto-MDIX. [IpoBepka HacTpoek mopra.
YcTpaHeHne HenmonaaokK.

5. bezonacHocTh KOMMyTaTopa. 3amumEHHbIN ynanéuubii goctyn. [Ipotokon SSH. ITpoGiemsl
6e3omacHocTH KoMMyTatopa. [lepenonnenue Tabmu MAC-anpecoB. DHCP-cniydunr. YazpumocTtu
nporokosia CDP. BrisBienne yrpo3 6€301macHOCTH.

6. ObecnieueHne 6€30MaCHOCTH KOMMYTATOpa. 3allyWTa HEUCHOIb3YEMBbIX MOPTOB. OTCIeKUBAHNE
DHCP-coobmenwnii. Hactpoiika Port-Security.

7. Buptyansnsle nokanbHble ceTh VLAN u ux npenmymectsa. Tunsl VLAN. T'onocossie cetn VLAN.

8. BupTyasnbHbie JIOKAJIbHBIE CETH B CPEJIe C MHOXKECTBOM KOMMYTAaTopoB. Tpanku. KoHTponb
IIUPOKOBEIIATeNIbHBIX ToMeHOB. TerupoBanue kaapoB Ethernet. Native VLAN.

9. Ha3nauenue BupTyanbHO# JokabHOU ceTh. nanazonsl VLAN Ha kommyTtaropax Cisco Catalyst.
Co3nanue BUpTyaabHOM JOKalbHOU ceTu. Haznauenue noptos cetsiMm VLAN. M3meHnenne
MPUHAIC)KHOCTH TOPTOB BUPTYAJIbHOW CETH. YIaJleHHE BUPTYAJIbHBIX JJOKaJIbHBIX ceTell. [IpoBepka
nnpopmaruu o VLAN.

10. Tpanku BupTyanbHbIX ceTedd. HacTpotika TpankoBbix kaHanoB IEEE 802.11Q. Copoc TpankoBoro
KaHaJa 10 COCTOsIHUS 110 ymonuaHuio. [IpoBepka koHpurypamuu TpankoBoro kanazia. I[Iporokosn
JTUHAMHAYECKOTO co3manus TpaHnkoBoro kanana DTP. CormacoBanHble pexkuMbl HHTEpGeiica.

11. Iouck u ycrpanenue Henonangok VLAN. IIpoGnemsl ¢ [P-anpecanueit. OrcyrcrBue cetd VLAN.
ITpo6aembl ¢ TpaHKOBBIMH KaHanaMu. HecoBnasieHre peskuMOB TPAHKOBOH CBS3H.

12. IIpoextupoBanue u obecneuenune 6ezonacHoctd VLAN. Artaku Ha VLAN. Cny¢uHr-araka u ataka ¢
nBoiHbIM TerupoBanueM. Cetb PVLAN nepumerpa. Pexomenaannu no npoekrupoBanuio VLAN.

13. HayanbHas ycraHoBka Mapiipytusaropa. @yHkiuu mapuipytusaropa. Inro3s1 o ymonyaHuro.
AxrtuBauus [P-anpecanuu Ha y3ne u Mapupytusarope. KonconasHslil goctym.

14. OcHoBHbIe mapaMeTpbl MapupyTuzaropa. Hacrpoiika napamerpos [Pv4 u IPv6 Ha unrepdeiice
Mmapuipytuzatopa. Hacrpoiika unrepdetica loopback ms [Pv4.

15. IIpoBepka CBA3HOCTH ceTei ¢ mpsMbIM noakitoueHueM. I[IpoBepka HacTpoek nuntepdeiica. [Iposepka
Hactpoek [Pv6 Ha unTepdeiice. @unbrpanus BEIXOAHBIX TaHHBIX KOMaH show.

16. Mapmpytusanus nakeroB. OtnpaBka naketa. [lepecpuika Ha cienyromuil nepexo. JlocTmkenue mecrta
Ha3HA4YEHUS.

17. Pemienus mapmpyTtuzanuu. OntuMaibHbli IyTh. Pacnipenenenne Harpy3ku. AJIMUHUCTPAaTUBHOE
paccTosiHUE.
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18. Tabnuua mapmpyTu3anuu. MIcToUHUKH TaOIMIIBI MapIIpyTH3alKH. 3aucy MapIIpyTH3aluU YIAIEHHON
CETH.
19. MapupyThl ¢ IpSMBIM MOJKITIOYCHUEM. 3aliCH TaOIUIbl MAPIIPYTU3ALMH ISl CETEH C MPSIMBIM
nonkiaoueHneM. Crarnyeckue mapuipyTsl IPv4 u [Pv6. ITpoTokoinbl fuHaMU4eCKON MapLIpyTH3aI|H.
20. Hacrpoiika mapmpytuzanuu Mexay VLAN. OcHOBHbIE TPUHIUIIBL. YCTapeBIIas cxeMa
Mapuipytuzaui Mexay VLAN u mapmpyTH3amus ¢ UCIIoIb30BaHUEM MeToAa router-on-a-stick.
21. Tlouck u ycTpaHeHue Hemonanok MapipyTusanuu mexxay VLAN. Henonanku B pabote nmopra
KommyTatopa. [IpoBepka koHpurypamuu kommyraropa. [IpoBepka HacTpoek mMapuipyTuzaropa. Ommoku B
[P-anpecax u Mackax MojaCeTH.
22. Kommyrarus 3-ro ypoBHs. Mapmpytuzanus mexay VLAN depes BupTyaiabHbie HHTEP(DEHCH
KOMMYTaropoB. HacTpoiika cTaTH4eCcKuX MaplIpyTOB Ha KOMMYTATOPE.
23. Cratnueckas MapuipyTu3amus, €€ NpeuMyIlecTBa U BO3MOXKHOCTH. CTaHAapTHBIN CTaTUYECKUI
MapupyT. CTaTuyecKkuii MapupyT o ymMoadaHuto. CyMMapHbIi cTaTndeckuid MapuipyT. [1naBaroniuit
CTaTUYECKUM MapIIpyT.
24. Hactpoiika cratnueckux mapuipytos [IPv4. Komanaa ip route. [TapameTpsl cieqyromero nepexosa.
Hacrtpoiika HanpsiMy10 MOAKJIFOYEHHOT'O U MOJHOCTBIO 3aJaHHOTO CTaTHYeCKUX MapuipyToB. Hactpolika
CTaTUYECKOTO MaplIpyTa o ymonyaHuto. [IpoBepka craTHuecKuX MapupyToB.
25. Hactpoiika crarnueckux mapiipyTtoB [Pv6. Komanna IPv6 route. Hactpoiika Hanpsimyto
MOAKJIIOYEHHOTO U MOJHOCTHIO 3aJaHHOTO CTaTUYECKUX MapuipyToB. Ctatnueckuid MmapuipyT [Pv6 mo
ymomyanuto. [IpoBepka cTaTuuecKkux MapupyToB.
26. KnaccoBas aapecanus cetu. KitaccoBele Macku noacereil. KitaccoBslii IpOTOKOI MapUIpy TH3aLUH.
N30bITOUHBIN pacxof pecypcoB.
27. becknaccoas mexxgoMmeHHas Mapuipytusanus. CIDR u o6bennnenne mapipyToB. beckiaccoBbie
IIPOTOKOJIbI MapIIPYTU3ALINN.
28. Macku nojicetu (PMKCUPOBAHHOM U IEPEeMEHHOM NMUHBL. Paznenenue noacereii Ha MOACETH.
29. Cymmapnsie MapiipyThel. O0benMHEHHE MapIpyToB. Pacuét cymmaproro mapmipyta. O0beAMHEHHBIE
MapuipyTsl B [Pv6. Hactpoiika cymmapnoro IPv6 aapeca.
30. [naBaromue craTuyeckue MapupyTbl. HacTpoliika u mpoBepKa IJ1aBaroero CTaTHYeCcKoro Mapuipyra.
[Touck u ycTpaHeHue HENOJAJOK B HACTPOMKAX CTATUYECKOTO MapuIpyTa.
31. [IpoToKOBl AMHAMHUYECKON MapipyTU3auu. Poiab MpOTOKOIOB AMHAMUYECKON MapIIpyTHU3AIIUH.
CpaBHeHHE CO CTaTUYECKON MapuIpyTH3aLHEH.
32. IlpuHIUTIEI pabOTHI IPOTOKOJIOB MAPIIPYTU3AIMH. 3aIyCK MOCe BKItoYeHUs muTanus. CeTeBoe
oOHapyxenue. OOMeH JaHHBIMH MapipyTu3anuu. OdecrneueHrne CXOIUMOCTH.
33. Tunsl npotokonoB mapuipyTuzanuu. [Ipotokonsl mapmpytuzanuu IGP u EGP.
JIMCTaHIMOHHO-BEKTOPHBIE IPOTOKOIBL. [IpOTOKOIBI MapiIpyTH3aluK 110 COCTOSHUIO KaHaja. KinaccoBeie u
OecKI1accoBbI€ MPOTOKOJIBI MAPIIPYTU3ALMH. XaPAKTEPUCTHUKU POTOKOJIOB MapIIpyTU3aluu. MeTpuku
ITPOTOKOJIOB MapIIPyTH3ALUH.
34. lnHamuyeckasi TMCTaHIIMOHHO-BEKTOPHAS MapIIpyTu3anus. JJMCTaHIMOHHO-BEKTOPHBIN alIrOPUTM.
[Tpotokonsl RIP nu EIGRP.
35. Ilporokomasr RIP u RIPng. Kondurypamus RIP na mapmpytuzatope. O6wssnenue cetu. RIPv2.
OTkiroueHne aBToMaTndeckoro oobennuenns. Hactpoiika maccuBHbIx naTepdeiicon. [lepenaya mapiipyra
o ymouanuto. OowsBinenue cereit [Pvo6.
36. lunaMuveckas MapuIpyTU3alus 10 COCTOsSHUIO KaHama. [Ipuniun padotsl. [IpoTokosnsr
MapLIpyTU3aluu 10 KpaTyanieMmy nyTu. AJroputM JIefdKkcTpsl.
37. O6noBnenus cocrosiHus kanaia. Hello-mporokon. Co3nanue nakera cocTossHUS KaHama. JIaBuHHas
pacchlIka MakeToB cocTosiHUA KaHana. Co3naHue 6a3bl JaHHBIX COCTOSHUN KaHaoB. Co3aHue 1epeBa
Kparyaiimux myteil. Jlobasnenue mapipytoB OSPF B Tabnuity mappyTuzanum.
38. Tabnuma MapupyTu3auu. 3arucu ¢ PSMbIM TOIKIIOYCHUEM U 3alTUCH 00 yIan€HHOM CeTH.
OxoHuarenpHbId MapuipyT. MapiipyT 1-ro ypoBHs. Pogutensckuii MapuipyT 1-ro ypoBHs. Jodyepuuii
MapuipyT 2-ro ypoBHs. [Iporiecc morcka mapmpyta. OnTUMaNIbHBIA MapIIpyT. 3allUCH B TaOIHIIE
Mapupytuzanuu [Pvé.
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39. IIpotokon OSPF. OcuoBubie xapakrepuctuku. Kommnonents! nporokona OSPF. [Ipunuun paboTsl.
OSPF mis ogHOM 00s1aCTH M HECKOIBKHAX 00JIACTE.
40. Coobmenust OSPF. Mukancynsus coobmenuit OSPF. Tunsl cooOmenuii. [lakeTs! mpuBETCTBUS.
WuTtepBainsl orripaBku hello-nakeroB. OOHOBIEHUS COCTOSHHS KaHAA.
41. Paboune cocrosuusi OSPF. YcraHoBneHre OTHOIIECHH CMEKHOCTH C COCETHUMH YCTPOMCTBAMH.

Brinenennsiii mapiipytuzarop DR u pezepBHblii BbienaeHHbIH MapiipyTuzatop BDR. Cunxponu3zanus 6a3
nmauabeix OSPF.

42. Hactpoitka OSPFv2 ms ogHoit obmactu. Mnentudukarops! Mmapmpytu3atopa. Hactporika
unentudukaropa mapurytusatopa OSPF. Brxirouenne OSPF na untepdeiicax. [1labmonnas macka.
Komanma network. ITaccuBnsiit uarepdeiic. Croumocts OSPF. Akkymyssiiiust ctroumoctr. Hactpoiika
3aJIaHHOM TIPOITYCKHOM criocoOHocTH uHTepdeiica. Hactpoiika croumoctu OSPF Bpyunyto. [IpoBepka
OSPF.

43. Kondurypanus OSPFv3 nns onnoit odmactu. Cxoncrsa u paznuaus mexay OSPFv2 u OSPFv3.
Anpeca Link-local. Tononorust cetu OSPFv3. Hactpoiika u uaMenenue uieHTudukaTopa MappyTuzaropa
OSPFv3. Bxmouenne OSPFv3 na unrepoeiicax. [Iposepka OSPFv3.

44. Cniucku kouTposis goctyna. [Ipunuun padorsr ACL-cniuckoB no nporokony IP. Haznauenue
ACL-criuckoB. CTannapTHble ¥ pacliupeHHble cucku goctyna. [llabnonnsie Mmacku. Pexomenaanmu no
CO3JIaHUIO U Pa3MEILEHUIO CIIMCKOB JOCTYTA.

45. Crannaptabie ACL-cniucku miisa [Pv4. Hactpoiika ctannaptabix ACL-crinckoB. BHeceHne n3MeHeHUM.
3amuta noptoB VTY ¢ nomombto cranaaptHoro ACL-cniucka.

46. Paciuupennbie ACL-cniucku. Ctpykrypa pacmmpenHoro ACL-cnncka. Hactpoiika pacimpeHHbIX
ACL-cniuckoB. [Ipumenenne pacmupeHHbix ACL-cniuckoB Ha uHTEepdeiicax. Co3maHne MMEHOBAaHHBIX
cnuckoB aocrtyna. IIpoBepka u pegakTupoBaHue pacCIIMPEHHBIX CIMCKOB AOCTYIIA.

Bomnpocsl Kk 3k3aMeny - 6 cemecTp.

1. TIpoekT kopmopaTUBHOM CeTH JIsl KOMIUIeKca 3aaHui. [I[poekTupoBaHre HepapXUUECKOU CETH.
TpeboBanus k cetu. [IpuHIUNIBI CTPYKTYPHUPOBAHHOTO IPOEKTUPOBAHUS.

2. Uepapxus cetd. YpOBEHb JOCTyNa. YPOBEHb paclpeeeHus. YPOBEHb s/Ipa.

3. Kopnioparusnas apxurektypa Cisco. Moaynp KOMIIEKca 31aHUHi peanpusTis. Moayinb TpaHHIIbI
npeanpusTus. 'panuia cetu oneparopa cBs3u. YaanéHHas (yHKIHOHAIbHAs 001acTh.

4. Pa3zBuBaroniyecs ceTeBble apXuTeKTypbl. Cetn 6€3 rpaHull. ApXUTEKTypa COBMECTHOM paboThl. LIeHTpHI
00pabOTKM NaHHBIX U BUpTyanu3auus. Pacumpenue ceTu.

5. Ioakiouenue k robansHoi cetn. Cetn punmanos. Pacnipenenénnas cetb. YeTpoiicTBa 1iodaabHOM
cetu. KoMMmyTanust kaHaja0B U KOMMYTaIus TaKETOB.

6. Cepsucel mobanpHol cetn. UHpacTpykTypa cetu oneparopa. MHPpacTpyKTypbl YaCTHBIX MI0OAIBHBIX
cereil. ApennoBannble TMHUU. KommyTupyemsiit noctyn. ISDN. FrameRelay. ATM. WAN Ha ocHOBe
Ethernet. MPLS. VSAT.

7. Uadpactpykrypa obmenoctymnHoi rinodansHoit cetu. DSL. Kabens. becripoBogHbIe TEXHOTOTHH.
CotoBas cBs3b. Texnomnorus VPN. Beibop criocoba nogkimodeHus K r1o0anbHON CeTH.

8. I[locnenoBarenbHOe coenuHenure "Touka-Touka'. [locneqoBarenbHbie U apauiebHble TOPTHL. CBA3b MO
MOCJIEI0BAaTEIbHOMY KaHaTy. MyJbTUIIIIEKCHPOBAHUE C pa3feieHueM 1o BpeMenn. Yerporcrsa DTE u
DCE. IlocnenoBarenbHble KaOEH.

9. Nukancynsauus HDLC. Tunsl kagpos. Hactpoiika u oTiaika nocienosarebHoro nHTepdeiica. [IpuHmmmn
pabotel mpotokoina PPP. LCP u NCP. Ctpykrypa kaapa PPP. Ceancst PPP.

10. Hactpoiika nmpotokona PPP. Komanasr 6a30Boit HacTpoiiku. CxxaTre JaHHBIX. MOHUTOPHUHT KauecTBa
kanasa PPP. IIposepka HacTpoek.

11. Ayrentuduxanus PPP. [Tporokomnst ayrentuduxannu PAP u CHAP. Hactpoiika PPP ¢
ayrenTudukanueit. Omaaka PPP.

12. Frame Relay: npeumymectBa u Hegoctatku. [Ipunuun pabotsl. ['pynna BUpTyanbHBIX KaHAJIOB.
Wukancynsuusa Frame Relay. Tononoruu ceteii Frame Relay. Conocranenue agpecos. UnTepdeiic
JoKajbpHOro ynpasienus. Inverse ARP. Ynpasnenue norokom naHsbeix B cetu Frame Relay.

13. Hacrpoiika Frame Relay. Komannbr 6a3oBoit Hactpoiiku. Hactpoiika n mpoBepka cTaTUueCcKoro
comocTaBieHus aapecoB. Hactpoiika monbraTepdeiicoB.



14. Otnanka Frame Relay. Pabora LMI. Cocrosiaue kanana PVC. IIposepka pabotsl Inverse ARP.

15. Cuctema NAT. IIpunnun pa6otbl. OCHOBHBIE XapakTepUCTHKU. CTaTHYECKUE U TMHAMHYECKHE
npeoOpazoBanust NAT. [IpeobpazoBanne anpeca u Homepa nopta PAT. [IpeumymiectBa u Hegoctarku NAT.
16. HacTpoiika crarnueckoro u aunamudeckoro NAT. Hactpoiika PAT. [lepenanpasinenue nopTos.
Hactpoiika mexaan3zma NAT u npotokona [IPv6. Otnaaka NAT, komauasr show u debug.

17. Pemenus mmpoKOTOIOCHOTO TOCTyNa. YAaI€HHas paboTa: MpeuMyIIecTBa U HeJOCTaTKU. TpeboBaHms
K MOJIKJIFOYEHHUIO JUIsl YIaJI€HHOTO paOOTHHUKA.

18. CpaBHeHME peleHni mMupokonoaocHoro nocryna. Kadbens. DSL. becnipoBoaHbIe IIMPOKOTIOIOCHBIE
cetu. Be10op pemieHnii mmpoKomoI0CHOTO I0CTyTA.

19. Hacrpoiika nogkmrouenuit XDSL. O630p PPPoE. Hactpoiika PPPoE.

20. 3anura mexxdunuanbaol csa3u. Cetu VPN: noctouncTBa u Henoctarku. Tumbl ceteir VPN.

21. Tynnenu GRE mexny oobpextamu. Hactpoiika u mpoBepka tyHHeneit GRE.

22. TIporokon IPsec. Ctpykrypa npotokosna. CepBucsl 0ezomacnoctu [Psec.

23. Ynanéunsrit noctyn. Cetu VPN ynanénnoro nocryna c ucnoibszoBanueM [Psec. Cisco Easy VPN.
Cpasuenue [Psec u SSL.

24. Syslog: mpuHIUIIEI pabOTH M1 OCHOBHBIC HacTpoiiku. dopmat coobmenuit Syslog. Ciry>x0a BpeMEeHHBIX
METOK.

25. SNMP: npunmun padotsl. JloBymku arenra SNMP. Bepcuun SNMP.

26. NetFlow. IToroku nanusix B cetu. Hactpoiika u nposepka padotsl NetFlow. COopka 1 aHanu3 JaHHBIX.
27. Ilouck U yCTpaHEHUE HETMOIAJ0K B CETH C UCIOIB30BAaHUEM CUCTEMHOIO NMoAXoa. [JokyMeHTupoBaHue
ceTu. /J{narpaMmbl TOMOJOTHMA.

TunoBble 3axanus s dxk3amena (I1K-4)
1. O6beAMHUTD CETMEHTHI CETH MPH MOMOIIY MapUIpyTH3aTOpA.
2. HacTpouTs MpOTOKOJ AMHAMUYECKOW MapIIPyTU3ALINH.
3. OrpaHu4uTh JOCTYN K CETEBOMY YCTPOUCTBY C UCIOJb30BAHUEM MAPOJIbHOM 3alIUTHI U CIIUCKOB
JOCTYTIA.
4. ObecnieunTh OE30MACHOCTH TTOPTAa KOMMYTATOPA C UCIIOJIb30BaHUEM (DYHKIIMH pOrt-security.
5. Ilouck u ycTpaHeHue Henonaaok B pabore mapupyruzaropa DHCPv6. Ilposepka nactpoek DHCP v6 Ha
MapuIpyTH3aTope.
6. [IpeoOpazoBanue ceteBbix anpecoB IPv4. Cucrema NAT. [Tpunnumn paboTer.
7. Iunamuueckoe u ctatuaeckoe npeodpazoBanue anpecoB NAT. [IpeobdpazoBanue agpecor noptos PAT.
Cpasuenne NAT u PAT. Hactpoiika crarnueckoro u aunamuueckoro NAT. Hactpoiika PAT.
[Tepeanpecauus nopro. Hactpoiika NAT u npotokona [Pv6.
8. Yerpanenne Henonanok B padbote NAT. Ilouck Hemonagok ¢ momonibio komaua show. Mcmonb3oBanue
koMaHn bl debug. [Tpumepsr.
9. ®opmupoBanue 0a30BbIX Toka3areneit cetu. [Iporeaypa moucka u ycrpanenus Henonaaok. Coop
JAHHBIX 0 cuMnToMax. ONpoc KOHEUHBIX MMOIb30BATENECH.
10. Mcnionb30BaHUE MHOTOYPOBHEBBIX MOJIEIIEH JJIsl IOMCKA U YCTPAHEHUs HEMOJIaJ0K B ceTU. MeToIbl
MOUCKA U YCTPAHECHHS HETOJA0K.
11. Omnagka cetu. [IporpaMMHbIE CpeACTBa IOMCKA U yCTpaHeHus Henonanok. Cpencrsa Ioucka u
yCTpaHeHUsl HEUCTPAaBHOCTEH anmaparHoro obecnedenus. [Ipumenenne cepsepa Syslog st ycTpaneHus
HEMNOJaA0K.
12. ITouck u ycTpaHeHHE HETOJAA0K Ha (PU3HUECKOM, CETEBOM M KaHAJIBLHOM YPOBHSX. YCTpaHEHHUE
Henonanok ACL-cniuckoB u cucteMbl NAT. YcTpaHeHne Henonajaok Ha ypOBHE MPUIIOKEHHIM.
13. Ilouck u ycrpanenue Henonagok B [P-ceTsix. KOMIOHEHTHI CKBO3HOTO MOKCKA U yCTPaHEHUS
Hernonanok. [IpoBepka ¢uszudeckoro ypoBHs. Pexxumsl qymiekca. Anpecanus. [IpoBepka nuiro3a mo
YMOJIYaHUIO U MMPABUIBHOCTHU Ty TH.

4.4. llIkana oueHUBaHUS TPOMEKYTOUHOM aTTeCTALMKI
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3auer
€CKPHITTOPHI (YPOBHH) — OCHOBHBIE TIPU3HAKKM OCBOCHUS (TIOKa3aTeITH
Orenka Kommerentim Hleckp peI (YP ) p (
TIOCTYOKCHHSI pe3YJIbTaTa)
[IK-4 CriocobeH HMMeTh a/IeKBaTHOE TIPE/ICTABICHUE O COBPEMEHHBIX

«3a4TCHO»

(50 - 100 Gamios) TEXHOJIOTHX TMepefayd JaHHBIX, MNPUHOUNAX (HYyHKIMOHHPOBAHUS

TEJIEKOMMYHHUKAITMOHHOTO 000PYI0BaHUS

[IK-4 He cmocoben nMerh anekBaTHOE MPEACTABICHHE O COBPEMEHHBIX
TEXHOJIOTHX IIepeaud JIaHHBIX, MPHUHIMIAX (DYHKIIMOHHPOBAHHS
TEJICKOMMYHHUKAIIMOHHOTO 000y I0BaHUS

«HE 3a4TCHO»
(0 - 49 GannoB)

DK3aMeH

JleckpunTopsl (YpOBHH) — OCHOBHBIC TIPU3HAKH OCBOCHHUS (ITOKA3aTeIn

Ornenka Komnerentuu
TOCTHKEHHMSI pe3ynbTaTa)

[IK-4 CrnocobeH uMeTh aJIeKBaTHOE TMPEJCTABICHUE O COBPEMEHHBIX
TEXHOJIOTHX IIepeaud JIaHHBIX, NPUHIMIAX (DYHKIIMOHHPOBAHHS
TEJICKOMMYHHUKAIIMOHHOTO 000y I0BaHUS

«OTIIMYHOY
(85 - 100 6anyoB)

[IK-4 BbI3bIBaeT 3aTpyiHEHUS HMMETh IIPEICTABICHHE O COBPEMEHHBIX
TEXHOJIOTHX TMepefayd JaHHBIX, MNPUHOUNAX (yHKIMOHHPOBAHUS
TEJIEKOMMYHHUKAITMOHHOTO 000PYI0BaHUS

«XOPOIIIO
(70 - 84 6amioB)

[IK-4 B menmom cmocobeH wWMeTh aJeKBaTHOE TPEICTaBICHHUE O
COBPEMCHHBIX  TEXHOJOTMX TMepelayd  JaHHBIX, IMPUHIUIAX
(YHKIIMOHUPOBAHUS TEIICKOMMYHHUKAITMOHHOTO 000PY/IOBaHUS

«YZIOBJIETBOPUTEIHHOM
(50 - 69 6amnoB)

[IK-4 He crocobeH uMeTh aJeKBaTHOE IMPECTABICHHE O COBPEMEHHBIX
TEXHOJIOTUX TMepelaydl JaHHBIX, NPHHIUNAX (QYyHKIMOHUPOBAHUS
TEJIEKOMMYHHUKAIITHOHHOTO 000PYIOBaHHSI

«HEYJIOBJICTBOPUTEIIHLHOY
(menee 50 6amoB)

5. MeTonnueckue ykazaHusi AJ1s1 00y4al0OIUXCS 110 OCBOCHUIO M CHUILTUHBI (MOLYJIS)

5.1 MeTtoandeckue yka3aHus IO OPTaHU3aIlMN CaAMOCTOSTEIBHOM PabOThI 00YUYaIOIINXCSI:

[Ipuctynas K W3y4eHUIO TUCIUIUIMHBI, B MEPBYIO Odepelb OOydaromuMcsi HEOOXOAMMO O3HAKOMHUTBCS
comepx)aHueM paboueii mporpammbl nuciuiumabl (PI1[]), xotopas ompezaenser coaepxaHue, o0beMm, a
TaKKe MOPSAIOK U3YUCHHsSI U MTPETIOaBaHus yIeOHOM TUCIUILINHEL, €€ pa3/iena, YacTu.

J171 caMOCTOSATENbHOM paboThl BaKHOE 3HaYEHHE UMEIOT pa3zeibl «O0beM U collepikaHnue AUCIUTITMHBD),
«YuebHo-MeTonyeckoe U HHGOpMAIIMOHHOE 00ecrieyeHIe TUCIUIUTUHBD U «MaTepruaabHO-TEXHUYECKOe
obecrnieueHre JUCITUTUIMHBI, TpOrpaMMHOE o0ecreueHue, mpodecCHoHaIbHbIC Oa3bl TaHHBIX U
MH(OPMAIIMOHHBIE CIIPABOYHBIE CUCTEMBI».

B pazmene «O0beM u copepkaHHe AMCHUIUIMHBDY YKa3bIBAIOTCS BCE pas3leibl M TEMbl H3ydaeMoil
JTUCLMIUTMHBL, @ TAK)KE BUJIbI 3aHATHI U TUTAHUPYEMBI 00BEM B aKaJIeMUYECKHUX Yacax.

B pasgene «YdeOHO-meTomumueckoe U HH(POpMaLMOHHOE oOecledyeHrue AMCHUIUIMHBDY — yKa3aHa
pEKOMeH1yeMasi OCHOBHAsS U JOTIOJIHUTENbHAS JINTEpaTypa.

B paznmene «MarepuanbHO-TeXHUYECKOE OOeCIeueHue TUCIUIUIMHBL, TMPOrpaMMHOE oOecreueHue,
npodeccuoHanbHble 0a3bl JTaHHBIX U HWH(GOPMAIMOHHBIE CIPABOYHBIE CHCTEMBD» COACPKHUTCS IEepeueHb
npodeccruoHanbHbIX 0a3 JaHHBIX U MHPOPMALIMOHHBIX CIIPABOYHBIX CHCTEM, HEOOXOIUMBIX AJII OCBOCHUS
JUCLUTIINHBL.

5.2 PexomeHnnanuu o0y4aronumMcs o padoTe ¢ TEOPeTUYECKUMU MaTepraiaMy Mo TUCIUIUINHE

[Tpu u3yuennu u npopaboTKe TEOPETUIECKOTO MaTepraia HeoOX0IuMO:

- IPOCMOTPETH €I1I€ pa3 npe3eHTaruo Jekuuu B cuicteMe MOODLe, moBTOpUTh 3aKOHCIIEKTUPOBAHHBIN HA
JIEKIIMOHHOM 3aHSATUM MarepuaJl M JONOJHHUTh €ro € Y4YeTOM PEKOMEHJIOBAHHOM JOMOIHUTEIbHOU
JIUTEPaTypBhl;

- IPY CAMOCTOSITEIbHOM M3yUYE€HUU TEOPETUUYECKOM TEMBbI CAENaTh KOHCIIEKT, UCIOJIb3Ysl PEKOMEHIOBAHHbBIE
B PI1/] ucrounuku, npodeccuoHalIbHbIE 0a3bl TaHHBIX U HHPOPMAIIMOHHBIC CIIPABOYHBIE CHCTEMBI:

- OTBETUTH HA BOIIPOCHI JJIsi CAMOCTOSTEIILHOW pabOTHI, 10 TeME MpeAcTaBIeHHbIe B myHKTe 3.2 PI1/I.

- TP MOAATOTOBKE K TEKYILIEMY KOHTPOJIIO UCIIOIb30BaTh MaTepuaibl (poHna oueHouHbix cpenacts (POC).



5.3 Pexomennamuu 1o pabore ¢ Hay4HOU 1 yueOHOM IuTepaTypoit

PaGota ¢ OCHOBHOW M JOTOJHUTEIBHOW JIUTEPATYpPOH SIBISICTCS TIJIaBHOM (OPMON CaMOCTOSTEIBHOU
paboThl U HeoOXoAMMa MPU TMOATOTOBKE K YCTHOMY OMNPOCY Ha CEMUHApCKUX 3aHATHAX, K Jebaram,
TECTUPOBaHHUIO, dK3aMeHy. OHa BKIIOYAeT NMPOpPadOTKy JIEKIIMOHHOTO Marepuaja U PEKOMEHIOBAaHHBIX
MCTOYHHMKOB U JINTEPATYPHI IO TEMATHKE JICKIIUH.

Koncnekr nekuuu 1oimkeH coaepxarb pedepaTruBHyI0 3alIMCh OCHOBHBIX BOIIPOCOB JIEKIIMH, B TOM YHCIIE C
onopoii Ha pasMemnieHHble B cucteMe MOODLe mpe3eHTany, OCHOBHBIX MCTOYHUKOB W JIUTEPATYPbI IO
TeMaM, BBIBOJIbI MO KaKIOMY Bompocy. KoHCIEKT MoXkeT ObITh BBHINOJIHEH B paMKaX pacleyaTKd BbLAAYH
MIPE3CHTAIMI JIEKIINI WKW B OTAEIbHOW TeTpanu mo mpeamery. OH JOKEH OBITh aKKypaTHBIM, XOPOIIO
YUTAeMbIM, HE COJIEP’KaTh HE OTHOCALIYIOCS K TeMe HH(OPMAIIMIO UIH PUCYHKH.

KoHcnekTsl HaydyHON JIHUTEpaTyphl MPU CAMOCTOATENIBHOM MOATOTOBKE K 3aHATHUAM JOJIKHBI COAEPkKATh
OTBEThl HAa Kbl TMOCTaBIEHHBIH B TEME BOIPOC, MMETh CCBUIKY Ha MCTOYHUK HHYOpPMALUU C
00si3aTeNIbHBIM yKa3aHUEM aBTOpa, Ha3BaHUS U rofla M3JaHMsI HMCIOJIb3yeMOIl Hay4yHOH JHUTeparyphl.
KoncniekT MoOXeT OBbITh OMOPHBIM (COIEP)KATh JIMIIbL OCHOBHBIE KIIIOUEBBIE IMO3MIIMK), HO TNPU 3TOM
MO3BOJIIOIIMM JaTh TIOJHBIA OTBET IO BOMPOCY, MOXET ObITh NOAPOOHBIM. OO0BEM KOHCIEKTa
ONPENEISIETCS CAMUM CTYIEHTOM.

B nporiecce paboThl ¢ OCHOBHOM M JIOTIOJHUTENBHOM JTUTEPATypPON CTYACHT MOXKET:

- JenaTh 3allUCU IO XOIy YTEHHA B BHJIE NMPOCTOr0 WJIM pPa3BEPHYTOro IiaHa (co3gaBaTh IEpEUYEHb
OCHOBHBIX BOIIPOCOB, PACCMOTPEHHBIX B UCTOUHHKE);

- COCTaBJIATHh TE3UCHl (LUTHpPOBaHHE HamOOIee BaXKHBIX MECT CTaTbd MM MOHOTpaduu, KOPOTKOE
U3JI0KEHHE OCHOBHBIX MBICJICH aBTOpA);

- TOTOBUTDH aHHOTAIMH (KpaTkoe 0000IIeHHEe OCHOBHBIX BOITPOCOB PadOTHI);

- co371aBaTh KOHCIIEKTHI (pa3BEPHYTHIE TE3HUCHI).

5.4. PexoMeHa1iuy 1O OATOTOBKE K OTACIBHBIM 3aJaHUSAM TEKYILEro KOHTPOJIS

ColecenoBanue TpeAnonaraeT OpraHU3aluio Oecelbl IMpernojaBaTess cO CTYIEHTaMH IO BOIPOCaM
MPAKTUYECKOTO 3aHATUS C IENbl0 0ojiee OOCTOATENBHOTO BBISBICHUS MX 3HAHUN MO ONpEACICHHOMY
paszmeny, Teme, mpoOieme M T.II. Bce uieHBl Tpynmbsl MOTYT y4YacTBOBaTb B OOCYXKICHHH, 100aBIATH
MH(POPMALIUIO, TUCKYTUPOBATh, 33/1aBaTh BOIPOCH! U T.1.

VYCTHBIE ONPOC MOXKET TNPUMEHATHCS B pa3iMHbIX (opmax: (POHTANbHBIA, WHAWBUIYAIbHBIH,
KOMOMHUpPOBaHHBII. OCHOBHBIE KaUu€CTBAa YCTHOTO OTBETA MOJIIEXKAILETO OICHKE:

- IPaBWJIBHOCTb OTBETA I10 COACPIKAHHUIO;

- IOJTHOTA U INIyOuHa OTBETA;

- CO3HATEJIbHOCTb OTBETA;

- JIOTMKA U3JI0)KEHUsI MaTepHaa;

- PallMOHAIBLHOCTH MCTIONB30BAHHBIX IIPUEMOB U CIIOCOOOB PELIeHHs TOCTAaBICHHON yueOHOil 3a1auu;

- CBOEBpEMEHHOCTh U 3((HEKTUBHOCTH UCIOIH30BaHUS HAMISIHBIX MOCOOHMM U TEXHUYECKUX CPEACTB MpHU
OTBETE;

- UCITIOJIB30BAHUEC OOIIOJIHUTCIBHOI'O MaT€puaa,
- padOHAJIBHOCTH UCITIOJIB30BaHWA BPEMCHH, OTBCACHHOI'O Ha 3aJlaHHUC.

VYCTHBI OIpPOC MOXKET CONPOBOXKAATHCA IPE3CHTAIMEH, KOTOpas MOATOTABIMBACTCA IO OJHOMY U3
BOIIPOCOB TPAKTUYECKOTO 3aHATHA. [Ipn BBICTYIUIEHHH C Tpe3eHTanuei HeoOXoMuMo o0pamaTh BHUMaHHE
Ha TaKMe MOMEHTHI Kak:

- cofep)KaHUE MPE3CHTAlUHN: AKTYaJIbHOCTh TEMbI, MOJHOTA €€ PACKPBITUS, CMBICIOBOE COJAEp)KaHUE,
COOTBETCTBHE 3asIBICHHOW TEMBI COJIEPKAHHUIO, COOTBETCTBHE METOAMYECKUM TPEOOBaHUAM (II€TTH. CCHUIKU
Ha PeCypChl. COOTBETCTBHE COJEPXKAHHUS M JIUTEPATyphl), MPaKTHUECKasi HANpaBICHHOCTb, COOTBETCTBHE
coziepKaHus 3asiBICHHON (opMe, aleKBaTHOCTh UCIIOJIb30BaHHUS TEXHHUUECKUX CPEJCTB yUEOHBIM 3a1adam,
MOCIIEIOBATEILHOCTD U JIOTHYHOCTb MPE3CHTYEMOT0 MaTrepuara;

- odopmiieHHE Tpe3eHTalMu: 00beM (ONTUMAIbHOE KOJIMYECTBO), IM3aiiH (YMUTaeMOCTb, HAJIWYHE H
COOTBETCTBHE TpapUKd W aHUMAIMM, 3BYKOBOE O(OpMIICHHE, CTPYKTYypUpOBaHHE WH(POpPMALUH,
COOTBETCTBHE 3asBJICHHBIM TpPEOOBAHUSIM), OPUIHHAIBHOCTH OGOPMIICHHS, 3CTETHKA, HCIIOJIb30BaHHE
BO3MO)KHOCTH ITPOTPaAaMMHOI Cpe/ibl, COOTBETCTBHE CTaHIapTaM 0(hOpMIICHUS;
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- TMYHOCTHBIC KaueCTBa: OPATOPCKUE CIIOCOOHOCTH. COONIOIEHUE PErIaMEHTa, SMOIIMOHATLHOCTh, YMEHUE
OTBETUTH Ha BOIIPOCHI, CHCTEMATH3UPOBaHHbBIC, TITyOOKHE U TIOTHBIE 3HAHUS 110 BCEM pa3JiesiaM IMPOrpaMMBbl:
- CcoJepXaHWE BBICTYIUICHHUS: JIOTHYHOCTh W3JIOKCHHUS Marephalia, PacKpbITUE TEMBI, JOCTYIHOCTh
u3noxkeHus, dPpdexTuBHOCT npuMeHeHust cpeactB WKT, cmocoObl ©u  yClIOBHS — JTOCTHIKCHHUS
PE3yABTAaTUBHOCTH M IPGEKTUBHOCTH AJIsS BBIOTHEHUS 3a/ad CBOed MpodeccHoHATbHOW WIH y4eOHOU
JEeSTeNbHOCTH, JOKAa3aTeIbHOCTh MPUHUMAEMBIX PEIICHUH, YMEHHE apryMEHTHPOBATh CBOM 3aKIIIOYCHUS,
BBIBOJIBI.

6. YueOHO-MeTOnM4YecKOe M HHPOPMALIMOHHOE o0ecrieyeHre JUCUMITHHbI

6.1 OcHoBHas UTEpaTYypa:

1. Kosran H. M. Kommnbtorepusie cetu : yuebHoe mocobue. - Munck: PUIIO, 2014. - 180 c. - Teker :
sanektpoHubit  /  OBC  «YHuBepcuterckas ~— OuOnmoreka  onmaiim»  [caiit]. -  URL:
http://biblioclub.ru/index.php?page=book&id=463304

2. Jlanonnna O. P. Kpuntorpadguueckne ocHOBBI Oe3omacHOCTH. - MockBa: HarmoHanbHbI OTKPBITHINA
VYuusepcurer « MTHTYUT», 2016. - 244 c. - Teker : anexkrponusbiil / DbC «YHuBepcuteTckas oubamnorexa
onaiiny» [caitt]. - URL: http://biblioclub.ru/index.php?page=book&id=429092

6.2 JlonosHUTENBHAS IUTEpPATYpA:

1. ®omun JI. B. KommbiorepHsle ceTH : ydeOHO-MeToguueckoe mocobue. - MocksalbepnuH:
Hupekt-Menua, 2015. - 66 c. - Tekcr : snexkrponHsiii / OBC «YHuBepcureTckass 6uONIMOTEKa OHIAWH
[caiiT]. - URL: http://biblioclub.ru/index.php?page=book&id=349050

2. Kapramesckuii, B. I, Jluxtuungep, b. f., Kupeesa, H. B., Bypanoa, M. A. KoMmmnbioTepHbie ceTH :
yueOHUK. - Becb cpok oxpanbl aBropckoro mnpaBa; Kommbrorepaele cetu. - Camapa: IloBomxckuii
TOCY/IapCTBEHHBIN YHHUBEPCUTET TelNeKOMMYHUKalmii u wuHpopmaruku, 2016. - 267 c. - Texkcr
snektpoHHbIi / [IPR BOOKS [caiit]. - URL: http://www.iprbookshop.ru/71846.html

3. Kosran, H. M. KommnetotepHusie cetu : yuebHoe ocodbue. - 2025-03-10; KommnbroTepHbie ceTu. - MUHCK:

PecniyOnukanckuit mHCTUTYT mnpodeccuoHansHoro obpaszosanust (PUIIO), 2019. - 179 c. - Teker
anekTpoHHbi // [IPR BOOKS [caiit]. - URL: http://www.iprbookshop.ru/93384.html

6.3 VHbpIe NICTOUHMKMU:

1. Bonpocs! o6pazoBanus - http://www.ecsocman.edu.ru/vo

2. ®enepanpHas ciryx0a 1mo Haa30py B chepe obpazoBanms v HayKu - http://obrnadzor.gov.ru
3. Ilopran "I'ymanutapaoe oopazoBanue" - http://www.humanities.edu.ru/

4. ®enepanbHbIid moptain "Poccuiickoe oopazoBanue" - http://www.edu.ru/

7. MaTepuajibHO-TeXHHYecKoe ofecrnevyeHne TUCHMILIUHBI, MPOrpaMMHoe odecredeHmne,
npogdeccuoHa bHbIe 623bI JAHHBIX U HH(OPMALMOHHbIE CIPABOYHBIE CHCTEMBbI

Jliig mpoBeieHUs 3aHATHI 10 IUCHUIUIMHE HE00X0IUMO CielyIollee MaTepruaabHO-TEXHUYECKOe
oOecriedyeHune: yueOHbIe ayqUTOPUHU I TPOBEACHUS 3aHATHI JIEKIIMOHHOTO ¥ CEMHUHAPCKOTO THUIIA,
IPYNIOBBIX U UHAUBUIYyaJIbHBIX KOHCYIbTALU, TEKYLIETO KOHTPOJIS U MPOMEKYTOUHOM aTTeCcTaluH,
MTOMEIIEHUS 111 CAMOCTOSITENIbHON paboThI.

VY4eOHble ayTUTOPUH U TOMEILIEHUS JJIsi CAMOCTOSTENIbHOM pabOThl YKOMIUIEKTOBaHbI CHEIMAIN3UPOBAHHON
MeOeNbI0 U TEXHUYECKUMH CPEJCTBAMHU OOYyUCHHMS, CIIY KAIIUMH JIJIs1 TIPEICTABICHHS YyueOHOW nHbOpMauu
OOJIBITION ayTUTOPHH.

[TomernieHus U1 CaMOCTOSATENILHONW paOOThl YKOMIUIEKTOBAHbI KOMITBIOTEPHON TEXHUKOH C BO3MOXKHOCTBIO
MTOAKITFOYEHHUS K CceTH "Unrepuet" 51 obecrieueHneM JI0CTyIa B AIEKTPOHHYO
UH(OPMAITMOHHO-00Pa30BaTEIbLHYIO Cpey YHUBEPCHUTETA.

Jliig mpoBesieHus 3aHIATUN JIEKIIMOHHOTO TUIA UCTIOIB3YIOTCSI HAOOPHI JEMOHCTPALIMOHHOTO 000PYI0BaHMUS,
o0ecreunBaIIfe TeMaTHYECKUE WILTIOCTpaud (ITPOEKTOP, HOYTOYK, SKpaH/ MHTEPAKTUBHAS JIOCKA).

JIuneH3uoHHOE U CBOOOJHO paclpoCTpaHsIeMoe IPOrpaMMHOE 00eCIIeueHHE:



Microsoft Windows 10

Microsoft Office [Ipodeccuonansusiii moc 2007
Adobe acrobat

LibreOffice

Onepanuonnas cucrema "Ansr O6pazoBanue"
Cisco Packet Tracer

[Tpodeccuonanpubie 6a3bl JaHHBIX U MH(POPMAITMOHHBIC CITIPABOYHBIE CUCTEMBI:

1. DIEKTPOHHBIIN Karajor DyHIaMEHTaIbHON OnOIMOTEeKH TI'V. - URL:
http://biblio.tsutmb.ru/elektronnyij-katalog

2.  VYHuBepcuTeTcKas  OMOMMOTEKa  OHJAWH:  DJIEKTpPOHHO-OMOmmorewnas  cuctema. —  URL:
https://biblioclub.ru

3. Koncynsrant crymenta. ['ymaHuTapHbIe HAyKH: OJJIEKTPOHHO-OMOMMoTeyHass cucrtema. — URL:

https://www.studentlibrary.ru

4. Hayunas snexkrponHas oubianoreka eLIBRARY.ru. — URL: https://elibrary.ru

5. Poccuiickas rocynapctBerHas oubnmoreka. — URL: https://www.rsl.ru

6. Poccuiickast HarmonanbHas Oubnanoreka. — URL: http://nlr.ru

7. llpesunentckas 6udnuorexa umenu b.H. Expiiuna. — URL: https://www.prlib.ru

8. Hayunas osmektponHas OubOnuoreka Poccuiickoit akamemunm — ectecTtBo3HaHms. —  URL:
https://www.monographies.ru

9. OnexrponHas 6ubnmoreka PODU. — URL: https://www.rtbr.ru/rffi/ru/library

JIeKTPOHHasi HH(POPMALIMOHHO-00pa30BaTe/IbHAsA Cpeaa
https://auth.tsutmb.ru/authorize?response type=code&client id=moodle&state=xyz
B3aumoneiicTBue mpenopaBaTenss M CTy[JEHTa B Ipolecce OOy4eHHUs OCYLIECTBISETCS MOCPEICTBOM
MYHBTHMGI[HP'IHBIX, THIICPTCKCTOBLIX, CCTCBLIX, TCICKOMMYHUKAITMOHHBIX TGXHOHOFHﬁ, HCIOJIb3YCMbBIX B

ANIEKTPOHHOH MH(OPMAIIMOHHO-00pA30BATEILHON CPEe YHUBEPCUTETA.



